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	The TS lack some profiling of MIKEY when MTK is transported in MIKEY between BM-SC and UE in MBMS. To ease the implementation this CR proposes a number of clarification.

	
	

	Summary of change:
(

	To chapter 6.4.5.3, 

the following clarifications are proposed for both streaming and download services:
· Only one MTK key can be transported in the KEMAC payload.

· The CS ID map type subfield shall be set to “Empty map” as defined in RFC 4563.
· The KV (Key validity period) subfield shall be set to NULL in the KEMAC payload when MTK is transported.
· The Key Validity Data subfield is not present in the KEMAC payload when MTK is transported.

· The use of NULL algorithm in the MAC alg field in the KEMAC payload is not allowed.

· The use of NULL algorithm in the Encry alg field in the KEMAC payload is not allowed.

And the following clarifications are proposed for download services only:

· No salt No salt is added to the KEMAC payload for downloaded services.

To chapter 6.5.4,

the following clarifications are proposed for both streaming and download services:

-    MIKEY includes functionality to derive the integrity key and the encryption key
     from the MSK key, utilised to verify the MTK message and descrypt the MTK
     key and the SALT key (only for streaming), utilising the CSB-ID in the MTK
    message and the MIKEY RAND received in the MSK message. The key
    derivation is defined in section 4.1.4 of RFC 3830 [9] (MIKEY).
And the following clarifications are proposed for download services only:

-    MIKEY includes functionality to derive the integrity key and the encryption    
      key to be used in DCF from the MTK key, by utilising the CS_ID and the  
      CSB-ID in the MTK message and the MIKEY RAND received in the MSK  
      message.

Furthermore chapter 6.4.5.3 has been re-structured to clarify what requirements that applies for streaming services only, for download services only or for both services.
The following requirement in chapter 6.4.5.3 has been moved further down in the chapter as it only applies for streaming services:
- If MTK is to be used for streaming protection, then a 112 bit salt shall be added to the KEMAC payload in addition to the MTK.
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6.4.5.3
MTK message structure

These apply for both streaming and download services:
· The structure of the MIKEY message carrying a MTK key shall be according to Figure 6.7. (For handling of unknown MIKEY extension payloads in MGV-F, cf. clause 6.5.4) 
· The actual MTK key that is delivered is kept in the KEMAC payload. Only one MTK key can be transported in the KEMAC payload.

· The EXT payload has format as described in clause 6.4.4. 
· The #CS field shall be set to zero, and no CS ID map info shall be present in the MTK message. 
· The CS ID type map type subfield shall be set to “Empty map” as defined in [16].
· Neither shall the SP payload be included in MTK messages.
· The KV (Key validity period) subfield shall be set to NULL in the KEMAC payload when MTK is transported.

· The Key Validity Data subfield is not present in the KEMAC payload when MTK is transported.

· The use of NULL algorithm in the MAC alg field in the KEMAC payload is not allowed.

· The use of NULL algorithm in the Encry alg field in the KEMAC payload is not allowed.

These apply for streaming services only:

·  A 112 bit salt shall be added to the KEMAC payload in addition to the MTK.
These apply for dowload services only:

·  No salt is added to the KEMAC payload.
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Figure 6.7: The logical structure of the MIKEY message used to deliver MTK

*****************  NEXT CHANGE ******************

6.5.4
MTK processing
When the MGV-F receives the MIKEY message, it first determines the type of message by reading the EXT. If the key inside the message is an MTK protected by MSK, MGV-F retrieves the MSK with the ID given by the Extension payload.

The MGV-F shall not abort processing of a  MIKEY message when encountered with an extension payload with unknown type. The content of an unknown extension payload (except for the next payload, type and length fields) shall be treated as an opaque object. The MAC computation required for the KEMAC payload shall include any unknown extension payloads preceeding it.

NOTE:
This is because an unknown extension payload may be specified for ME use only and it is therefore "unknown" to the MGV-F. Skipping unknown payloads during the payload parsing is a deviation from recommended receiver behavior in section 5.3 of RFC 3830. 

It is assumed that the MBMS service specific data, MSK, MIKEY-RAND and the sequence numbers SEQl and SEQu, have been stored within a secure storage (MGV-S). MSK, MIKEY-RAND, SEQl and SEQu were transferred to the MGV-S with the execution of the MSK update procedures. The initial values of SEQl and SEQu are determined by the service provider.

The MGV-F shall only calculate and deliver the MBMS Traffic Keys (MTK) to the ME if the ptm-key information is deemed to be fresh.

MIKEY includes functionality to derive the integrity key and the encryption key from the MSK key, utilised to verify the MTK message and descrypt the MTK key and the SALT key (only for streaming), utilising the CSB-ID in the MTK message and the MIKEY RAND received in the MSK message. The key derivation is defined in section 4.1.4 of RFC 3830 [9] (MIKEY).

The MGV-F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQl and SEQu. If SEQp is equal to or lower than SEQl or SEQp is greater than SEQu, then the MGV-F shall indicate a failure to the ME. Otherwise, the MGV-F shall verify the integrity of the MIKEY message according to RFC 3830 [9]. The random value to use as input to the PRF function (section 4.1.4 of RFC3830 [9]) is the MIKEY-RAND stored together with the MSK. If the verification is unsuccessful, then the MGV-F will indicate a failure to the ME. If the verification is successful, then the MGV-F shall update SEQl with SEQp value and extract the MTK from the message. The MGV-F then provides the MTK to the ME.

If MAC verification is successful, the MGV-F shall update in MGV-S the counter value in the Time Stamp payload associated with the corresponding MSK ID.

The UE shall store the two most recent MTKs used per MBMS streaming or download session. In particular, if the MGV-F receives an MTK and already stores two other MTKs for that MBMS streaming or download session, then the UE shall keep the newer and delete the older of the two stored MTKs before storing the received MTK. Any MTKs stored in association with a particular MBMS streaming or download session should be deleted at the end of that session. 

In the case of streaming, SRTP requires a master key and a master salt. The MTK is used as master key, and the salt in the KEMAC payload is used as master salt.
In case of download service, key derivation as defined in section 4.1.3 of MIKEY [9] shall be used to derive MTK authentication and encryption keys from MTK in the ME. These keys shall be provided to the download protection protocol. MIKEY includes functionality to derive the integrity key and the encryption key to be used in DCF from the MTK key, by utilising the CS_ID and the CSB-ID in the MTK message and the MIKEY RAND received in the MSK message.
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