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	The TS lack some profiling of MIKEY when MSK is transported in MIKEY between BM-SC and UE in MBMS. To ease the implementation this CR proposes a number of clarification.

	
	

	Summary of change:
(

	To chapter 6.4.5.1, 

the following clarifications are proposed for both streaming and download services:

· Only one MSK key can be transported in the KEMAC payload.

· The EXT payload has format as described in chapter 6.4.4.

· The KV (Key validity period) subfield shall be set to value 2 (=Interval) in the KEMAC payload in all MSK delivery messages.

· The use of NULL algorithm in the MAC alg field in the KEMAC payload is not allowed.

· The use of NULL algorithm in the Encry alg field in the KEMAC payload is not allowed.

And the following applies only for streaming services:

· Only one CryptoSession can be transported in the field CS ID map info for streaming. 

· The #CS field shall be set to one, and CS ID map info shall be present in the MSK message.

· The CS ID map type subfield shall be set to “SRTP_ID” as defined in [16].

And the following clarifications are proposed for download services only:

· The #CS field shall be set to zero, and no CS ID map info shall be present in the MSK message.

· The CS ID map type subfield shall be set to “Empty map” as defined in [16].

· The SP payload shall not be included in the MSK messages.

To chapter 6.4.5.2, 

the following clarifications are proposed:

· The CS ID map type subfield shall be set to “Empty map” as defined in [16]. 

· The #CS field shall be set to zero, and no CS ID map info shall be present in the MSK verification message. 
· The use of the NULL algorithm in the MAC alg field is not allowed.  
To chapter 6.5.3,

the following clarifications are proposed for both streaming and download services:
- MIKEY includes functionality to derive the integrity key and the encryption key from the pre-shared MUK key, utilised to verify the MSK message and decrypt the MSK key, utilising the CSB-ID in the MSK message and the MIKEY RAND received in the MSK message. The key derivation is defined in section 4.1.4 of RFC 3830 [9] (MIKEY). No salt key needs to be derived from the pre-shared MUK key.
Furthermore chapter 6.4.5.1 has been re-structured to clarify what requirements that applies for streaming services only, for download services only or for both services.

The following requirement in chapter 6.4.2 have been moved into 6.4.5.2, as it only apply for MSK verification messages:

· The UE shall use the same CSB ID of the MSK delivery message in the ACK message.

The following requirements in chapter 6.4.2 have been moved into 6.4.5.1, as they only apply for MSK messages:

-In case of download services, the SP payload shall not be present  and CS ID map type is set to value '1' as defined in [16]. 

- In case of streaming services the CS ID map type is set to value ‘0’ as defined in RFC 3830 [9].
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6.4.2
MIKEY common header

MSKs shall be carried in MIKEY messages. The messages are sent point-to-point between the BM-SC and each UE. The messages use the MUK shared between the BM-SC and the UE as the pre-shared secret in MIKEY.

Once the MSK is in place in the UE, the UE can make use of the MTK messages sent by the BM-SC over MBMS bearer. The MTK is carried in messages conforming to the structure defined by MIKEY and use the MSK as the pre-shared secret.

If the BM-SC requires an ACK for an MSK key update message this is indicated by setting the V-bit in the MIKEY common header. The UE shall then respond with a MIKEY message containing the verification payload. In the case the server does not receive an ACK, normal reliability constructions can be used, e.g., start a timer when the message is sent and then resend the message if no ACK is received before the timer expires.

The CSB ID field of MIKEY common header is not used for identification purposes but shall be present in both MSK messages and MTK messages.  

NOTE: 
As the CSB ID field has no meaning within the context of MBMS, the BM-SC is free to assign any value to CSB ID. Assigning random values to CSB ID enhances security as CSB ID is taken into account for MIKEY key derivations (section 4.1.3 and 4.1.4 of RFC 3830 [9]).


*********************   NEXT CHANGE ********************
6.4.5
MIKEY message structure

6.4.5.1
MSK message structure

The following applies for both streaming services and delivery services:

· The structure of the MIKEY message carrying a MSK key shall be according to Figure 6.5. (For handling of unknown MIKEY extension payloads in MGV-F, cf. clause 6.5.3.).  
· The actual MSK key that is delivered is kept in the KEMAC payload. Only one MSK key shall be transported in the KEMAC payload.

· The EXT payload has format as described in chapter 6.4.4.

· The MIKEY-RAND is used to derive e.g. encryption and authentication keys from the received keys. It is sent in all the MSK delivery messages. 
· The identity payloads of the initiator's and responder's IDs shall be included in the MSK transport messages. IDi is the ID of the BM-SC (i.e. NAF‑ID without the Ua security protocol identifier) and IDr is the ID of the UE's username (i.e. B‑TID). 
· An SRTP key derivation rate of zero shall be used. The BM-SC can achieve this either by explicitly signalling a key derivation rate of zero via MIKEY SRTP policy (RFC 3830 [9]) or by omitting this parameter in MIKEY SRTP policy as the default key derivation rate of SRTP is zero. 
· The KV (Key validity period) subfield shall be set to value 2 (=Interval) in the KEMAC payload in all MSK delivery messages.

· The Key Validity Data subfield is present in the KEMAC payload when MSK is transported. The field defines the  validity time for MSK in terms of sequence number interval (i.e. lower limit of MTK ID and upper limit of MTK ID). The lower limit of the interval defines the original value of SEQl to be used by the MGV-F (see clause 6.5) and the upper limit of the interval defines the SEQu. The BM-SC shall never set SEQu to its maximum possible value.
· The use of NULL algorithm in the MAC alg field is not allowed.

· The use of NULL algorithm in the Encry alg field is not allowed.

The following applies only for streaming services:

· Only one CryptoSession can be transported in the field CS ID map info for streaming. 
· The #CS field shall be set to one, and CS ID map info shall be present in the MSK message.

· The CS ID map type subfield shall be set to “SRTP_ID” as defined in [16].

· Security Policy (SP) payload includes information for the security protocol such as algorithms to use, key lengths, initial values for algorithms etc. The SP payload is used only with streaming services. 

· The BM-SC shall ensure that the UE has received the SP payload before the SP payload needs to be applied in the streaming service. 

· The BM-SC is not allowed to change the SP payload once the streaming service has started and the SP has been taken into use in the streaming service. 

· The BM-SC shall include the SP payload when the MSK delivery was triggered by the UE using the MSK request procedure or the MBMS User Service Registration procedure, otherwise it is optional for the BM-SC to include the SP payload into MSK delivery messages.

The following applies only for download:

· The #CS field shall be set to zero, and no CS ID map info shall be present in the MSK message.

· The CS ID map type subfield shall be set to “Empty map” as defined in [16].

· The SP payload shall not be included in the MSK messages.
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Figure 6.5: The logical structure of the MIKEY message used to deliver MSK.
For use of brackets, cf. section 1.3 of RFC 3830 [9] (MIKEY)
6.4.5.2
MSK Verification message structure
If the BM-SC expects a response to the MSK-transport message (i.e., the V-bit in the MIKEY common header is equal to 1), the UE shall send a verification message as a response. The verification message shall be constructed according to section 3.1 of MIKEY, and shall consist of the following fields: HDR || TS || IDr || V, where IDr is the ID of the UE. The CS ID map type subfield shall be set to “Empty map” as defined in [16]. The #CS field shall be set to zero, and no CS ID map info shall be present in the MSK verification message. The use of the NULL algorithm in the MAC alg field is not allowed. Note that the MAC included in the verification payload, shall be computed over both the initiator's and the responder's ID as well as the timestamp in addition to be computed over the response message as defined in RFC 3830 [9]. 
The UE shall use the same CSB ID in the verification messages as received in the the MSK delivery message.  
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Figure 6.6: The logical structure of the MIKEY Verification message

The verification message shall not be sent as a response to MIKEY messages delivering MTK.

The ME shall send the verification message, when received as result from the MGV-F, to the BM-SC.


*********************   NEXT CHANGE ********************
6.5.3
MSK processing
When the MGV-F receives the MIKEY message, the MGV-F first determines the type of message by reading the EXT. If the EXT indicates MSK delivery (clause 6.4.4) then the text in this clause applies. 
The MGV-F shall not abort processing of a  MIKEY message when encountered with an extension payload with unknown type. The content of an unknown extension payload (except for the next payload, type and length fields) shall be treated as an opaque object. The MAC computation required for the KEMAC payload shall include any unknown extension payloads preceeding it.

NOTE:
This is because an unknown extension payload may be specified for ME use only and it is therefore "unknown" to the MGV-F. Skipping unknown payloads during the payload parsing is a deviation from recommended receiver behavior in section 5.3 of RFC 3830. 

The MGV-F retrieves the MUK identified as specified in clause 6.1. If the Key Number part of the MSK ID in the EXT equals 0x0 then this indicates a solicited pull procedure (clause 6.3.2.2.4) for which the MIKEY message does not contain an MSK and for which the MUK shall be applied according to clause 6.3.2.2.4.

MIKEY includes functionality to derive the integrity key and the encryption key from the pre-shared MUK key, utilised to verify the MSK message and decrypt the MSK key, utilising the CSB-ID in the MSK message and the MIKEY RAND received in the MSK message. The key derivation is defined in section 4.1.4 of RFC 3830 [9] (MIKEY). No salt key needs to be derived from the pre-shared MUK key.

The integrity of the message is validated and if valid then the MSK, if present, shall be extracted from the KEMAC payload as described in section 5 of reference [9], and the Key Validity data, shall be extracted from the message and stored (in the form of MTK ID interval).

If integrity validation is successful, then the MGV-F shall update the stored Time Stamp value associated with the corresponding MUK ID in MGV-S with the counter value in the Time Stamp payload.

If the MGV-F receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall keep the newer and delete the older of these two MSKs. The newer MSK (i.e. the MSK to be kept) of the two stored MSKs under the same Key Domain ID and Key Group part is determined by the UE from the combination of MUK ID and Time Stamp value in the following way. The MSK that was protected with the newer MUK is the newer MSK regardless of the value of the Time Stamp. In case the MUK IDs are equal, the MSK with higher Time Stamp value is the newer MSK. Updating an existing MSK (e.g. by updating the Key Validity Data) or resending an MSK means then also that the updated MSK becomes the newer MSK since the Time Stamp value is increased in these cases. In case the MUK ID values are not equal, the newer MUK is the last MUK successfully used by the BM-SC as specified in clause 6.3.2.2.4.

If the MGV-F receives an MSK, which has the same MSK ID as a stored MSK, the received MSK shall replace the stored MSK and update the Key Validity data. In case the MSK message does not include any key in KEMAC payload, then the Key Validity data shall be updated for the specified MSK except if the MSK ID is 0x0.






























































































































































































�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "x WGn" where �	x = "CT" for TSG CT, "RAN" for TSG RAN, "SA" for TSG SA, "GERAN" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "TSG x". �Examples: "CT WG4", "RAN WG5", "GERAN WG3", "TSG SA".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory necessary to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





_1186294993.doc


Common HDR







TS







MIKEY RAND







IDi 











IDr 







{SP} 







EXT 







KEMAC 












_1160208784.doc


Common HDR







TS 















IDr







V 












