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**** start of changes ****

7 support of IMS emergency call over I-WLAN for a UICC- less terminal.
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1. A connection is established between the UICC-less WLAN UE and the WLAN AN, using a Wireless LAN technology specific procedure (out of scope for this specification).

2. The WLAN AN sends an EAP Request/Identity to the WLAN UE.


EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific protocol.

3. The UICC-less WLAN UE sends an EAP Response/Identity message. The UICC-less WLAN UE sends its identity, complying with Network Access Identifier (NAI) format specified in 3GPP TS 23.003 [18]. The realm part of the NAI in the User Identity is populated with the emergency specific realm.

 The UICC-less WLAN UE’s identity can be IMEI, MAC address or local IP address assigned by WLAN AN 

 together with WLAN AN info .
4. The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing path may include one or several AAA proxies (not shown in the figure).

NOTE 2:
Diameter referral can also be applied to find the AAA server.

5. The 3GPP AAA Server receives the EAP Response/Identity packet that contains the terminal identity. With the realm part of the NAI in the User Identity populated with the emergency specific realm as defined in 3GPP TS 23.003, 3GPP AAA Server identifies the user is requesting for an emergency call, based on the received identity. 3GPP AAA Server shall set the Emergency_Access flag [2].

The identifier of the WLAN radio network and the MAC address of the UICC-less WLAN UE shall also be received by the 3GPP AAA Server in the same message.
6.  The 3GPP AAA Server initiates the authentication using EAP-TLS, in which client authentication is omitted.

7. The WLAN AN forwards the EAP Request/TLS to the WLAN UE.

8. The UICC-less WLAN UE responds with EAP Response/TLS.

9. The WLAN AN forwards the EAP Response/TLS to the 3GPP AAA Server.

10. MSK is derived from TLS master secret, cf. RFC 4346. 

11. The 3GPP AAA Server sends the EAP Success message to WLAN AN. The WLAN AN can store the keying material (MSK) which can be used in communication with the authenticated WLAN UE.

12. The EAP Success message is forwarded to WLAN UE.

13. The UICC-less WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and UICC-less WLAN UE negotiation cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.

 The PDG shall check if there is already an IKE_SA for the UICC-less WLAN UE. If yes, the PDG shall reject the 
 request. 
14. The UICC-less WLAN UE sends the user identity (in the Idi payload) and the emergency W-APN information (in the Idr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE’s the real part in its NAI indicates to the PDG the connection request is for emergency call and it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in [14]. According to ref. [29], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameter.
If the WLAN UE’s Remote IP address needs to be configured dynamically, then the UICC-less WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address.

15. The PDG sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the user identity. The PDG shall include a parameter indicating that the authentication is being performed for tunnel establishment, as indicated in reference [37]. This will help the 3GPP AAA Server to distinguish between authentications for WLAN access and authentications for tunnel setup.

16. The 3GPP AAA Server shall check whether the Emergency_Access flag is set for the user. If the Emergency_Access flag is set and the W-APN is not that for emergency as defined in 3GPP TS 23.003, the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.


When all checks are successful, the 3GPP AAA Server sends the Authentication Answer including an EAP success 
and the key material to the PDG. This key material shall consist of the MSK generated during the authentication 
process. When the Wm interface (PDG-3GPP AAA Server) is implemented using Diameter, the MSK shall be 
encapsulated in the EAP-Master-Session-Key parameter, as defined in ref. [23].

17. The MSK shall be used by the PDG to check the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified in ref. [29]. 
18. The PDG responds with its identity and a certificate. It completes the negotiation of the child security associations as well. EAP Success message is also forwarded to the WLAN UE. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the UICC-less WLAN UE requested for a Remote IP address through the CFG_REQUEST.
**** end of changes ****
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