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1. Introduction

In SA2 #54 meeting the details of the support for UICC-less IMS Emergency Calls over I-WLAN was added to TS23.234. To keep the work aligned with SA2, SA3 need to start the according work to solve the related security issues. 
2. Discussion
Emergency reports such as activating a fire alarm switch or calling 911 are generally treated seriously, and access is readily available to invoke the emergency alarm. Authorization is not needed before the alarm is sounded or contact is made to the emergency center. 
Wireless devices that are used for emergency calls should have reliable functionality both when already associated with an access network or when not associated with any network. 

As specifically related to I-WLAN, IMS Emergency Calls over I-WLAN shall be supported. This includes both UEs with a UICC and UICC-less terminals. The support of IMS emergency calls over I-WLAN access is specified in TS23.234. 
However, the UICC-less case is not yet covered by TS23.234 and the detailed studies related to the UICC-less case were left for SA3. 

The requirement in TS23.234 for the UICC-less case is that it shall be possible to either (i) skip authentication or (ii) use a dummy or null authentication method.
The method proposed in this paper for supporting IMS emergency calls over I-WLAN for the UICC-less case does not impact on the WLAN Access Node and this is seen very important. 

2.1 Authentication method
For UICC-less IMS Emergency Calls, the used EAP method must accommodate the emergency request. The IMS emergency call EAP method is effectively a "null" method that does not authenticate anything.  Alternatively, it could authenticate the AAA server, e.g., with a server certificate. This would prevent an attacker from impersonating as the emergency call service provider. 
To keep WLAN AN unchanged and still allow UICC-less WLAN UE to authenticate the AAA server, EAP-TLS can be used. 
The 3GPP AAA server will identify that the request is for an emergency call from the realm part of the NAI in the User Identity (i.e., sos.w-apn.mncXXX.mccYYY.pub.3gppnetwork.org) populated with the emergency specific realm as defined in 3GPP TS 23.003 and thus shall set the Emergency_Access flag for this Direct IP access to indicate it to be for emergency purposes.
2.2 User identity 

For the specific I-WLAN emergency call case, during the Scenario 2 “attach” to the WLAN-AN, the UICC-less WLAN UE can indicate a “username NAI” as an identity in the EAP signaling exchange. Since there isn’t UICC in the WLAN UE, there should be other kind of user identity to used, e.g., for the purpose of locating the site of the emergency call. 
One option is to use a well-known user name/password provided to all users for UICC-less IMS emergency call. The problem is how to define such name/password and if someone deliberately make a false emergency call, there is no way to trace it based on common name/password.

Other possible choices are IMEI, IEEE MAC address or local IP address allocated by WLAN AN (and together WLAN AN info). If 3GPP restricts the connection such that it should be from a 3GPP mobile terminal (i.e., a SIM card can be inserted into it), the IMEI should be used and sent to the 3GPP AAA server in the scenario 2 procedure. If 3GPP allows other UICC-less WLAN terminals such as PDA or notebook to make IMS emergency call, the MAC/IP address of the terminal can be used  and need not to be sent to the 3GPP AAA server. The 3GPP AAA server can get the terminal’s MAC/IP address and WLAN AN info from WLAN AN. 
2.3 IKE procedure 
When an UICC-less UE sets up a scenario 3 connection with PDG, the realm part in its NAI indicates to the PDG that the connection request is for emergency call. The NAI can also be used to indicate that the UE wants to use EAP over IKEv2, therefore the UE does not need to use e.g. an empty AUTH for this. And since there is already a shared key (MSK) generated in the scenario 2 procedure in both the UICC-less WLAN terminal and the 3GPP AAA server, the UICC-less WLAN terminal can generate the AUTH parameter and send it to the PDG. The PDG can get the MSK from the AAA server to check the AUTH. In this way there will be less steps in the scenario 3 procedure.

2.4 Simultaneous session control

When a user makes an IMS emergency call using a UICC-less WLAN UE, it is unreasonable to allow several simultaneous IMS emergency calls. Such calls could be fraud and vandalism towards the emergency services. Simultaneous IMS emergency calls through a UICC-less terminal shall therefore be forbidden.

The control should be done at PDG, i.e., the W-APN for emergency call, instead of the AAA server because UICC-less WLAN terminals may not receive the EAP success in the scenario 2 procedure and therefore do not start the scenario 3 procedure.  
When the PDG receives the emergency request from the UICC-less WLAN terminal, it should check if there is already a session for this terminal. If yes, the PDG shall reject the new request instead of accepting it. The rationale is that it’s difficult for an attacker to know the victim’s ID in advance, but can intercept the ID when the UICC-less WLAN UE sets up a scenario 2 session. 

3. Conclusions

It is proposed accommodate the attached CR of UICC-less IMS Emergency Call over I-WLAN into TS33.234.
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