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5.1.2
Threat of UE tracking

5.1.2.1
Threats 

A) Tracking User temporary ID 

Even though it is not yet settled how temporary RAN identifiers are going to be used in LTE, it is close to certain that some thing along the lines of U-RNTI used in UMTS will be present. Depending on the security mechanisms applied to the assignment of these identifiers, it may be possible to track users.

There are two main threats to consider:

1) The attacker is able to track (and record actions taken by) a UE as it moves between ENodeBs, but cannot immediately determine the user ID from the temporary ID(s). At a later stage the UE may reveal information (e.g., it connects to a web-service owned by the attacker where the user is required to give his name). When this happens the attacker can correlate the temporary ID with the user's name, and will be able to deduce that the user performed the actions previously recorded.

2) The temporary ID is assigned in such a way that the attacker immediately can correlate the temporary ID to the user's ID. For example, the user reveals his IMSI during the attachment procedure, and gets the temporary identity assigned in the clear. UMTS has the possibility to re-assign the temporary ID after confidentiality protection is activated, which counters this threat.

Editor’s Note: There is other info other than ID which may give possibility of tracking.

B) User tracking due to Linkability of IMSI/TMSI and RNTI

A disadvantage of the 2G/3G temporary user identity confidentiality scheme is that a false network/eNodeB can always claim to have lost the TMSI and can ask the UE to reveal the IMSI upon registration. This will allow an attacker to record the usage of all (temporary) identifiers at the air-interface and then backwardly trace the UE behaviour when he succeeds in getting the IMSI correlated to the current TMSI. This attack may be difficult to prevent (See Section 3.1 IMSI catching) (only the successfulness to re-construct a UE’s behaviour backwards in time can be limited. Essential to this is that the RNTI shall be unlinkable to the TMSI for an outsider. 

In state LTE_IDLE and LTE_ACTIVE there exists a security association between the UE and MME, which can be used for protecting TMSI reallocations. But in LTE_IDLE the eNodeB does not possess a security association with the UE. The TMSI needs to be disclosed every time the UE has to contact MME from state LTE_IDLE (RNTI or similar identifier cannot be used to identify the requesting user to the MME).

This means that a passive attacker may be able to link the user’s behaviour between different active sessions when TMSI is kept fixed, following an unexpected IMSI-TMSI disclosure by the network. The active attacker does not need an accidental IMSI-TMSI disclosure but can remount his attacks again during each next idle period.

C) User tracking due to IP-address linkability towards TMSI/IMSI/RNTI

The UPE stores a UE context, e.g. parameters of the basic IP bearer service, keeps network internal routing information. The MME can store the UE context for long to allow for (re-)registration with temporary identity (user identity confidentiality). Within LTE the user gets an IP-address from the moment the registration (and authentication) has been successfully performed. 

TR 25.813 V101 of table 10.1 currently describes within a NOTE that the protocol stack layer in which the ciphering takes place is FFS. 

Assumed that user plane ciphering would be done at IP level than the initial assigned IP-address (allocated by confidentiality protected NAS signalling (requires UPE/MME cooperation)) would be disclosed when starting data transfers. 

Editor’s Note: It needs to be checked whether IP-addresses will be sent in clear text or not.

When the IP-address would be kept static for a long time, it could allow the passive attacker to correlate reallocated TMSI with these static IP-addresses, and this would weaken the TMSI re-allocation scheme.

AS the User plane ciphering is being performed below/integrated to the PDCP layer, cf. section 4.3, there is no need to require frequent IP-address allocation as the IP-packets are tunnelled and encrypted within ‘PDCP-ciphering’.  This also means that IP-address privacy mechanisms need not be used (e.g. MAC addresses in IPv6). However the identifier that is being used within ‘PDCP’ should then be re-assigned at least as frequently as the TMSI re-allocation. 

NOTE: With user plane ciphering not activated, the passive attacker is not only able to observe the IP address of a user but might also be able to observe application layer identifiers, and as such be able to bypass TMSI-IMSI secure reallocation mechanisms.

D) Tracking based on new and old RNTI mapping

SA3 was notified in S3-060341 that C-RNTI will be used to identify a UE:

-
The C-RNTI provides a unique UE identification at the cell level.

-
It is assumed that this identity is used for scheduling unless the cost would turn out to be too high and the introduction of a separate MAC-Id is required.

RAN2 has agreed that C-RNTI is pre-allocated in the target eNB and transferred to the UE in Handover Command (see R2-061714). This means that a passive attacker can link new and old C-RNTIs together unless the allocation of C-RNTI itself is confidentiality protected.

E) Tracking based on handover signalling messages

Serving eNB commands UE to a target eNB with Handover Command message. UE sends Handover Confirm message to the target eNB. A passive attacker can map these messages together and conclude that a UE has changed eNB. This is just an example of what information an attacker can deduce from the RRC messages, which are not confidentiality protected. Note that identifying messages based on small differences in the message lengths is not obvious or most probably not even possible as the packets are sent in full frames etc.

F) Tracking based on cell level measurement reports

UE sends cell level measurement reports to the eNB within the RRC protocol. A passive attacker listening to the measurement reports from UEs can follow UE’s movements based on the reports and track the position of the UEs more accurately than the information of current cell location. Note also that the location/position based services may be based on the cell level measurement reports.

G) Tracking based on packet sequence numbers

If the user plane (RLC, PDCP) or control plane (RRC, NAS signalling) packet sequence numbers are continuous it is easy for a passive attacker (listening) to follow UEs with high possibility based on the packets only (i.e. following the sequence number sequences).

A passive attacker can listen to user and control plane (AS and NAS) packets and track the UE based on the continuity of the packet sequence numbers between handovers or idle-to-active mode transitions.
H) Tracking based on UE’s static IEEE MAC (Medium Access Control) address
If the UE is able to have access WLAN, the attacker may be able to track the UE based on its static IEEE MAC address, e.g. the attacker can record the MAC address at a certain hotspot and know a certain UE appears in the range. The attacker can know the victim’s habit if he can match the MAC address with some high layer identities of the UE. Furthermore the attacker can track the UE from location to location. The detail of this kind of threat can be referred to [5].
5.1.2.2
Countermeasures

A countermeasure against these attacks is to confidentiality protect the assignment procedure of the temporary identities. Note that to fully counter the threat, it may also be necessary to confidentiality protect the measurement reports from the UE to the NW, since otherwise an attacker can predict that the UE is about to handover to a new cell, and then follow the UE to the new cell.

There are other ways than ciphering all NAS signalling messages. Several alternative solutions are listed below:

Editor’s Note: The solutions 1 and 2 below are only a secondary choice under the assumption that there is no NAS confidentiality protection when sending temporary NAS identities. Similar countermeasures may be also used for RNTI.

Solution 1:

Before generating a new temporary identity, network should share keys with user. These pre-shared keys are used to deduce a key which is used to cipher the user temporary identity. Some fresh parameters should be included in procedure of deducing key to ensure the freshness of key. In message of allocating user temporary identity, a ciphered temporary identity is sent. Fresh parameters are also sent. UE uses pre-shared keys and fresh parameters to deduce the key and use it to get the user temporary identity.

Solution 2:

Before generating a new temporary identity, network should share keys with user. A new temporary identity is deduced by using pre-shared keys both in network and UE. Some fresh parameters should be included in procedure of deducing key to ensure the freshness of user temporary identity. In message of allocating user temporary identity, only fresh parameters are sent.

Editor’s Note: Since the length of TMSI is short, there may be hash collision. The value of fresh parameter needs to be clarified.

A) Countermeasures against unintentional disclosure of IMSI by UE and MME

Requirement-1: The TMSI on initial and re-allocation by the MME shall be transferred via NAS signalling (confidentiality and integrity protected) towards the UE.

Requirement-2: The MME shall store the TMSI sufficiently long after user de-registration (transition to LTE_DETACHED) or Tracking Area-update time-out, in order for the user to be able to register again with TMSI.

Editor’s Note:  The time for the MME to keep the TMSI value is implementation dependent. It needs to be clarified what is sufficiently long.

Requirement-3: The UE shall give priority to use the last received TMSI over IMSI/IMEI when identification towards MME is needed.

B)  Countermeasures against tracking a user between different LTE_ACTIVE and LTE_IDLE sessions

In order to prevent that a currently valid RNTI (which may be allocated insecurely) cannot be linked to the future TMSI i.e. via TMSI disclosures via MM-signalling in LTE_IDLE (e.g. periodic TA update) after the transition from LTE_ACTIVE to LTE_IDLE, it is necessary to perform TMSI reallocation after having activated NAS ciphering by the core network.

Requirement-4: The TMSI shall be re-allocated after each transition to LTE_ACTIVE transition when having activated NAS-security (and shall be transported confidentiality protected to the UE). 

Editor’s Note: It needs to be investigated whether it is sufficient to reallocate the TMSI on each cell change (rather than change to LTE_ACTIVE) in order to reduce NAS-signalling overhead. It needs also be studied how frequent these transitions can be.

In this case the RNTI can only be linked with the clear text TMSI used within the MM-procedure that initiated the previous state transition to LTE_ACTIVE. This prevents backwards traceability as the attacker cannot ask the IMSI related to the old TMSI anymore.
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Figure 1 IMSI re-allocation in Time

The requirement 4 will result in isolation of the effects of user traceability against the passive attacker on accidental IMSI disclosure (e.g. TMSI mismatch)
. 

Restriction: The active attacker however can successfully retry after the user enters LTE_IDLEs state, after the first MM-signalling (e.g. Tracking Area Update) that needs to be identified by a TMSI and ask the user to identify himself with IMSI. This will allow the attacker tracing the user’s behaviour during the next LTE_ACTIVE period assuming the RNTI allocation is not secure. The attacker will not be able to trace the user behaviour passively after that period without remounting the active attack.

Another countermeasure is to disallow the IP-address visibility. But if IP-addresses are exchanged in clear text then the reallocation of the IP-addresses shall be of a comparable frequency as the TMSI-reallocation.

Editor’s Note: Frequent IP-address changes may have undesirable affect on the layers above IP.

C) Countermeasures against user tracking via RNTI during LTE_ACTIVE

A secure RNTI reallocation mechanism might further help in limiting the traceability of a particular user. It needs to be investigated whether the complexity that comes with it, warrants an increase in ID-confidentiality. An active attacker can use the LTE_IDLE state for his attacks. A passive attacker needs to take advantage of accidental IMSI disclosure. Under these circumstances it may be acceptable that the RNTI is transported and allocated without requiring confidentiality protection.

There exist several secure RNTI re-allocation solutions, with different complexity. It is thereby assumed that the assignment of an initial RNTI (could also be an initial MAC-ID) is being performed by the eNodeB before it is possible to confidentiality protect the transport of the RNTI to the UE. Following two alternative countermeasures therefore are intended for the secure reallocation of the RNTI.

A) Use of RRC encryption: In that case the RNTI could be re-allocated after activation of air-interface security and transported confidentiality protected to the UE. (This concerns both the state transitions from LTE_IDLE and LTE_DETACHED to LTE_ACTIVE). 

B) Use of a derivation function at both the UE and the eNodeB to derive a secret subsequent RNTI that can be used without having to transfer the new RNTI-value. A potential problem with this is that collisions have to be avoided when generating the new value as the RNTI
  has a limited length. This can be prevented by using a RAND that is chosen by the eNodeB, potentially going through some iteration by re-choosing RAND at eNodeB, in order to generate an unused RNTI value. Such a derivation function may be:  new RNTI = HASH (old RNTI, RRC integrity key, RAND) and needs to be implemented on the ME en eNodeB.

Editor’s Note: These solutions would potentially help to defend against the threat where a person is first passively identified and located, and then his position is tracked via used radio identifiers.

D) Countermeasures against UE tracking based on the sequence numbers

We propose to have RRC ciphering, similar to the UTRAN:

a) RRC ciphering prevents attackers from mapping RRC messages together during handovers (like "Handover Command" with "Handover Confirm")

b) With RRC ciphering new C-RNTI, which is transferred in the Handover Command message can not be linked to the old/current C-RNTI 

c) With RRC ciphering an attacker can not track the UE based on the cell level measurement reports

E) Countermeasures against UE tracking based on packet sequence numbers

The packet sequence numbers must NOT be continuous over the air between handovers and possibly also between idle-to-active mode transitions: 

The user and control plane packet sequence number sequences must not be continuous over handovers and idle-to-active mode transitions in the over-the-air signalling. The sequence number must be continuous for the ciphering function during a key lifetime. Thus, one possible solution is to use a random offset to make the user and control (AS and NAS) plane sequence numbers discontinuing in the over-the-air signalling. These random offsets are selected by the eNBs and carried along with the new C-RNTI to the UE via source eNB during the agreed handover procedure.

There are comments on this countermeasure as: 

Attacker may not trace the user successfully by listening packet sequence. 

If it is decided that sequence number should be discontinuous, above solution is just an alternative solution. There may be other solutions to mitigate the risk. 

If random offset solution is used, it can only be concluded that C-RNTI and random offset should be confidentially protected. Both C-RNTI and random offset are not long in size. Some solutions can be used to provide confidential protection to C-RNTI and random offset rather than ciphering all RRC signalling. 

The result from 3.2.2.4 and 3.2.2.5 is that a passive attacker can not track/follow the user based neither on control nor user plane packets.
F) Countermeasures against UE tracking based on static IEEE MAC (Medium Access Control) address
A one possible countermeasure is to use fresh MAC address when accessing WLAN. UE could choose a new MAC address randomly or the network could choose for the UE (similarly to C-RNTI allocation in LTE). In case UE chooses a random MAC address, the collisions should be handled properly (e.g. a recovery mechanism). The countermeasures should be provided/designed by IEEE. However, IEEE has already indicated in S3-060762 that they may not provide any such countermeasures.
**** end of changes ****

































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































� We assume that an attacker (excluding compromised eNodeB’s) is not able to ask MME for the IMSI related to a traced TMSI within LTE_ACTIVE as MM-signalling shall be integrity protected on NAS level. Similarly the UE should not answer a paging request with IMSI or TMSI while in state LTE_ACTIVE . The newly assigned TMSI is therefore protected from disclosure via an active attack during the LTE_ACTIVE session. 


We assume that the protected MM-signalling during LTE_IDLE is routed towards NAS via the eNodeB on the basis of an internally linked RNTI-TMSI table (S1-interface).


� This also assumes that the RNTI is not structured.
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