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1 Introduction 

This paper attempts to discuss a solution on how to avoid exposure of device identifiers as e.g. IMEI on the local interface which could be unprotected between the UICC Hosting Device and the Remote Device.
2 Background
The UICC Hosting Device requires some unique identifier from the Remote Device to be able to calculate the Ks_local_device key, to ensure that the keys (Ks-Local-device’s) shared with different Remote Devices are differentiated.
This requires the Remote Device to send some unqiue device identifier on the local interface to the UICC Hosting Device. As the local interface could be unprotected, the unique device identfier may need to be sent in clear text. For Remote Device’s as MT and ME, the Device ID could be the IMEI.

Exposing the Device ID as IMEI on the local interface should be avoided as the local interface could be unprotected.

3 Solution

3.1 Derived Remote Device identifier – pseudo identifier
To be able to differentiate the keys (Ks_local_device) in the UICC Hosting Device shared with different Remote Device’s, a unique value could be provided by the Remote Device to be used in the calculation of the Ks_local_device key. This unique value could be based and derived from the unique device identifier (e.g. the IMEI).
The UICC Hosting Device selects a nonce value (i.e. Nonce_1) which it sends to the Remote Device. The Remote Device selects a nonce value (i.e. Nonce_2) and calculates a hash value from the Device_ID and this nonce value (i.e. Nonce_2). The hash value is sent by the Remote Device to the UICC Hosting Device on the local interface . The UICC Hosting Device calculates a second hash value from the nonce value (i.e. Nonce_1), which was initially selected by the UICC Hosting Device and the hash value received from the Remote Device. The procedure could look like this:

1. UICC Hosting Device selects a Nonce_1 value.

2. UICC Hosting Device sends a Nonce_1 (unprotected or protected on the local interface) to the Remote device.

3. Remote device selects a Nonce_2. Remote device calculates a hash value (i.e. hash_result_1) from the Device_ID and the Nonce_ 2 as follows: 

hash_result_1 = H (Device ID || Nonce_2).
4. Remote device sends the hash result (i.e. hash_result_1) of H (Device ID || Nonce_2) to the UICC Hosting Device (unprotected or protected on local interface).
5. UICC Hosting Device calculates a hash value from the hash_result_1 (received from the Remote Device) and the Nonce_ 1 as follows: 

hash_result_2 = H (hash_result_1 || Nonce_1)

The UICC Hosting Device calculates then the Ks_local_device key using as input: the hash result named hash_result_2 together with B-TID and NAF_ID.
The pseudo identifier named hash_result_2 may be used in the UICC Hosting Device to map a Ks_local_device key to a specific Remote Device and vice versa, but this is out of scope of this specification.

6. Remote device sends the Device_ID, the Nonce_1 and Nonce_2 to NAF Key Centre (protected by TLS).

7. NAF Key Centre checks Device_ID and calculates the pseudo identifier named hash_result_2 in the same way as the UICC Hosting Device i.e.

step1: hash_result_1 = H ( Device ID || Nonce_2)

step2: hash_result_2 = H ( hash_result_1 || Nonce_1)
NAF Key Centre calculates then the Ks_local_device key using the pseudo identifier named hash_result_2 as input.
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3.2 Attacks on local interface

The Nonce_1 and hash result (i.e. hash_result_1) from H (Device ID || Nonce_2) calculated in the Remote Device may be sent unprotected on the local interface between the UICC Hosting Device and the Remote Device, but even if an attacker is eaves-dropping the local interface the attacker is not able to get hold of the Device ID (e.g. IMEI). If an attacker is manipulating the Nonce_1 or the hash result (i.e. hash_result_1) from H (Device ID || Nonce_2), then the key establishment will fail due to the UICC Hosting Device, the Remote Device and the NAF Key Centre are not sharing the same material used as input to calculate the Ks_local_device key. The same applies if an attacker attempts to inject a different Nonce_1 or hash result (i.e. output hash_result_1 from H (Device ID || Nonce_2)) on the local interface. This is not considered as a severe attack since the attacker will not be able to get hold of the established key, but he is only able to make a local DoS attack which will be detected when the peers try to use the established key. 
4 Conclusion

The solution described in chapter 3 above provides the following advantages:

1. It avoids that the Device_ID as e.g. IMEI is sent in clear text via the local interface.

2. But still allows the UICC Hosting Device to calculate the key Ks_local_device - based on a unique input from the Remote device.

3. This solution can be used regardless the access used on the local interface between the UICC Hosting Device and Remote Device.

4. It also avoids dependencies between different protocols layers and potential security in these underlaying protocols - used between the UICC Hosting Device and the Remote Device.
5. The Remote Device can not be successful in cheating the UICC Hosting Device and select a Nonce_1 on behalf of the UICC Hosting Device - different to the Nonce_1 provided by the UICC Hosting Device, as the result of the key derivation of Ks_local_device would end up with different Ks_local_device keys in the UICC Hosting Device and the Remote Device.
It is proposed to adopt the solution described in this paper. The solution described in chapter 3 in this paper has been implemented in sections 3, 4.4.2, 4.4.3, 4.4.5, 4.5.2, Annex A and Annex B in the companion pseudo-CR.
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5. Calculate a new hash from the Nonce_1 and the hash result (i.e. hash_result_1 = H(Device ID || Nonce_2)) received from the Remote Device, as follows: hash_result_2 = H( hash_result_1 || Nonce_1).�Calculate Ks_local_device from the second hash result (i.e. hash_result_2), the B-TID and the NAF_ID.
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7. Calculate a hash named hash_result_2 as follows: hash_result_2 = H ( H(Device ID || Nonce_2) || Nonce_1). Calculate Ks_local_device from the hash result (i.e. hash_result_2), the B-TID and the NAF_ID. 





3. Select Nonce_2. Calculate a hash result from Device_ID and Nonce_2: H (Device ID || Nonce_2)
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4. hash_result_1 = H (Device ID || Nonce_2)
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