3GPP TSG SA WG3 (Security) –S3 #46
S3-070059
13-16 February 2007
Beijing, China
Agenda Item:
6.4 – SAE/LTE Security
Source: 
Nortel, Alcatel-Lucent, Samsung
Title: 
Security Algorithms for LTE 
Document for:
Discussion and Decision

1. Introduction

In the last SA3 meeting, it was agreed that LTE access should, from day one, support two security algorithms for encryption/integrity of signalling and/or user traffic. Furthermore, it was agreed that one of the algorithms would be based on the recently introduced SNOW 3G (which was introduced as a “backup” algorithm for UEA1/UIA1). However, the question of what would be the other algorithm was left open for further study. The choices then were between KASUMI or AES-based algorithms. In this paper, we analyze the impacts of choosing AES-based security algorithm vs. KASUMI for this purpose.
2. Network side impacts
In the current LTE access network architecture, there are at least three network entities where the security associations (SAs) are terminated (either from UE or from another network entity). They are Evolved Node B (eNB), MME and UPE. The SAs which are terminated at the eNB and MME require both encryption and integrity protection of signalling messages terminated at these entities. The security for user-plane traffic is terminated at the UPE, and the current working assumption is that only encryption is supported for bearer traffic. It is also currently assumed that MME SA would be terminated at a node above eNB. However, there are on-going discussions within 3GPP which may result in moving the SA for user-plane traffic (from the UE) to eNB. For the purposes of studying the impacts of security algorithms on the network side it’s sufficient to assume that the SAs for LTE access network will be terminated in at least at two nodes: one set of SAs at eNBs, another set of SAs at node(s) above eNB (MME/SAE Gateway, etc – depending on how the functionalities are implemented).  
2.1  Impacts on eNB

Since LTE access is based on a new access technology, it is assumed that the existing GSM/UMTS base stations could not be re-used by service providers to support LTE-based access. This implies that new hardware and/or software for eNB needs to be developed and deployed to support LTE. Therefore, from ease of deployment/upgradeability perspective, there are no obstacles in SA3 considering a different algorithm choice for eNB than what has been deployed in other legacy 3GPP access technologies such as GSM/UMTS.

On the other hand, eNBs are required to support SAs to protect security sensitive signalling messages amongst themselves (e.g., inter eNB Handoffs), as well as with node(s) above them in the LTE access network architecture (e.g., MME). These signalling messages are expected to be transported using un-trusted IP connections, and therefore, IP-based security mechanisms such as IPSec (e.g., NDS/IP) or TLS are assumed to be needed to protect these messages. The IP-based security mechanisms often use industry standard encryption algorithms such as AES/Triple-DES and not KASUMI or SNOW 3G. Therefore, selecting such a standards-based encryption algorithm would offer reduction in the number of security algorithms to be supported by eNBs (either in hardware or software). Clearly, reduction of the number of the mandatory supported algorithms at the eNB is a worthy goal. With an almost universal need to support industry-standard AES, support for KASUMI becomes redundant, and , in our opinion, has to be avoided.
2.2 Impacts on the node(s) above eNB

In the current architecture, logical entities such as MME are assumed to be residing above eNB (either as a stand-alone node or as part of some node such as SAE Gateway). It is the current assumption in SA3 that the signalling message(s) between eNBs and nodes above it also requires SAs. Since IP is used for transporting such messages, the same arguments as in section 2.1 also applies to the node above eNB in the LTE access architecture.
Conclusion 1: The number of security algorithms (for encryption/integrity) is reduced at the network side nodes, if AES-based algorithm is chosen by 3GPP instead of KASUMI.
3. Terminal Side impacts
To analyse the impacts at the terminal side, we consider four likely types of terminals: 1) LTE access only terminals 2) Dual mode terminals supporting LTE & UMTS access 3) Dual mode terminals supporting LTE & GSM access 4) Tri-mode terminals supporting LTE, UMTS & GSM access.
LTE access only mode (Type 1) terminals:
This type of terminals are likely to support only applications and services based on IP and therefore selecting AES-based algorithm instead of KASUMI is likely to result in the reduction of number of security algorithms that needs to be supported. This is based on the assumption that IP-based applications/services are required to support AES (e.g., IMS, HTTPS, etc)
Type 2, 3 & 4 Terminals:
These types of terminals are likely to support all three security algorithms (i.e., SNOW 3G, AES & KASUMI) irrespective of what algorithm is chosen for supporting LTE access network security requirements. This is also based on the assumption that IP-based applications/services are required to support AES (e.g., IMS, HTTPS, etc)
Conclusion 2: The number of security algorithms (for encryption/integrity) is reduced at the terminal side for at least LTE-only terminals, if AES-based algorithm is chosen by 3GPP instead of KASUMI.
4. Roaming Considerations

LTE terminals that are capable of supporting UMTS and/or GSM access technologies can be expected to follow the requirements in UMTS/GSM specifications. Therefore, we do not see any issues in LTE-capable terminals that support GSM/UMTS, roaming into these networks.
5. Algorithm Implementation complexities

AES has been successfully implemented and extensively optimized to support all types of devices including the most resource constrained platforms and has been proven to be extremely efficient. It should also be noted that AES has been efficiently implemented and extensively optimized and has been proven to be fast in both software and hardware, UE and network platforms. AES is relatively easy to implement, and requires little power/memory. Furthermore, same AES engine can be used for both integrity as well as encryption.
To our knowledge, KASUMI has been mostly implemented only in 3GPP environments in a limited number of platforms. Due to this reason, KASUMI implementations might not have been as extensively optimized as AES.

6. Security

From pure cryptographic perspective, both KASUMI & AES are block cipher algorithms and are generally believed to be equally secure. However, due to its wide acceptance and use spanning many industries, we believe that AES is probably more scrutinized and studied for security weaknesses than KASUMI. 
7. Specification
Different mode of AES (using the same AES engine) has been specified by NIST for use as encryption (FIPS PUB 197) as well as for integrity (e.g., AES-CMAC in RFC 4493). KASUMI has also been specified by ETSI SAGE for use as integrity & encryption algorithms for UMTS. AES encryption supports key sizes of 128, 192 & 256-bits. However, KASUMI 3GPP specifications currently support only 128-bit keys. 128-bit strength keys are considered to be sufficient for LTE at this time. However, in the future there may be a need to support 256-bit key versions for LTE.
It is for FFS (based on the RAN protocol design) how and what modes/specifications of AES and/or KASUMI specifications are used with LTE.

8. Cryptographic construct compared to SNOW 3G
Both KASUMI & AES are considered to use “same principles for its non-linear components” (refer to “ETSI SAGE - Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2. Document 5: Design and Evaluation Report”) and are considered to be sufficiently different to be a “backup” for SNOW 3G.
9. IPR

To the best of our knowledge, there are no IPR claims for AES, and it has been used widely in the industry without any IPR encumbrances. However, 3GPP TS 35.202 contains the following text on the Intellectual Property Rights of the KASUMI algorithm:

‘The f8 & f9 Algorithms Specifications may be used only for the development and operation of 3G Mobile Communications and services. Every Beneficiary must sign a Restricted Usage Undertaking with the Custodian and demonstrate that he fulfills the approval criteria specified in the Restricted Usage Undertaking.

Furthermore, Mitsubishi Electric Corporation holds essential patents on the Algorithms. The Beneficiary must get a separate IPR License Agreement from Mitsubishi Electronic Corporation Japan.

For details of licensing procedures, contact ETSI, ARIB, TTA or T1.’ 
Therefore, it is not clear to us what would be the IPR terms if KASUMI is chosen to be used for LTE. It is our view that 3GPP should select an algorithm for LTE which does not have any IPR encumbrances.

10. Proposal

Based on the analysis presented in this paper, we believe that introducing AES as the other security algorithm for LTE has some clear benefits over KASUMI without any perceivable disadvantages. Therefore, we kindly propose the following working assumptions for further work in SA3 for LTE access security:

1) LEA0 ( LTE Encryption Algorithm 0) is used for NULL encryption
2) LEA1 is based on AES

3) LEA2 is based on SNOW 3G

4) LIA1 (LTE Integrity Algorithm 1) is based on AES

5) LIA2 is based on SNOW 3G.
































































































