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1. Overall Description:

Recently, two non-interoperable implementations of GEA3 have surfaced. These implementations differ in how the octet stream generated by the GEA3 algorithm is applied to the LLC frames during ciphering and deciphering. 
According to the first interpretation, the most significant bit of the first octet generated by the GEA3 ciphering algorithm should be XORed with the least significant bit of the first octet of the LLC frame and the least significant bit of the first octet generated by the ciphering algorithm should be XORed with the most significant bit of the first octet of the LLC frame. This would require that the order of the bits of each octet be reversed before performing the XOR operation. 
The second interpretation XORs the most significantbit of the first octet generated by the GEA3 ciphering algorithm with the most significant bit of the first octet of the LLC frame and the least significant bit of the first octet generated by the ciphering algorithm with the least significant bit of the first octet of the LLC frame. Thus the XOR operation is performed without reversing the order of the bits in each octet. 
It should be noted that the least significant bit of the first octet of the output of GEA1 and GEA2 corresponds to the first bit generated by the underlying key stream generator and hence, according to TS 44.064, there is no need to reverse the order of the bits in each octet of the GEA1 or GEA2 output prior to performing the XOR operation.
When discussing the issue, CT1 also noted that TS 44.064 and TS 55.217 are not as clear as they could be and would like to suggest that to avoid any implementation problem, test vectors provided to validate GEA3 implementation should include examples of data ciphering and deciphering, not only encryption block generation.
2. Actions:

To ETSI SAGE group.

ACTION: 
CT1 asks ETSI SAGE group to clarify which of the above options is correct for the GEA3 algorithm.
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