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**** start of change ****
6.1.5
Mechanisms for the set up of UE-initiated tunnels (WLAN 3GPP IP Access)

-
The WLAN UE and the PDG use IKEv2, as specified in [ikev2], in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in [ikev2], is used to authenticate the PDG. The PDG shall authenticate itself to the WLAN UE with an identity. This identity shall be the same as the FQDN of the PDG if the PDG is found through the mechanism defined in [13]. Otherwise the PDG’s identity shall be one of the PDG identities pre-configured in the UE. This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the PDG's certificate. A profile for certificate contents and processing is defined in clause 6.6A.

-
EAP-AKA within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a USIM.

-
EAP-SIM within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a SIM and no USIM.

-
A profile for IKEv2 is defined in section 6.5.

-
If the Private network access from WLAN 3GPP IP Access is required, then multiple authentications with the 3GPP AAA Server and External AAA Server are performed. The detailed procedure of this access method is described in section 6.1.5.3.
**** end of change ****
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