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6.1.5.3.1
Authentication and authorization for the Private network access (The External AAA Server performs EAP procedure)

This procedure is the most preferable configuration for the private network access. In this procedure, the External AAA Server shall support EAP extensions specified in the RADIUS (Remote Authentication Dial In User Service) Support for Extensible Authentication Protocol (EAP) [26].
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Step 3-11 in the figure 7A and figure 7B are applied hereas the authentication and 

authorization with the 3GPP AAA server.
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Figure 7C: Authentication and authorization for the Private network access (The External AAA Server performs EAP procedure)
NOTE: The parameters indicated with bold characters denote support for "multiple authentication and authorization", as specified in RFC 4739 [45].
1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and the WLAN UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange. If the PDG supports multiple authentication procedures, then MULTIPLE_AUTH_SUPPORTED is included in step 1-b.

2.
The WLAN UE sends the user identity (in the IDi payload) and the W-APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in [14], containing the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). If the WLAN UE’s Remote IP address needs to be configured dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. If the specified W-APN requires authentication and authorization with the External AAA Server and the PDG indicated that multiple authentication procedures are supported in step 1-b, then MULTIPLE_AUTH_SUPPORTED is included.
3-11
The steps from 6.1.5.1 or 6.1.5.2 apply here.
12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. The WLAN UE includes a Notify payload ANOTHER_AUTH_FOLLOWS indicating to the PDG that another authentication and authorization round will follow. 
13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter is sent to the WLAN UE.
14.
The WLAN UE sends the identity in the private network in IDi payload that is used for the next authentication and authorization with the External AAA Server and without an AUTH payload.

15. If the External AAA Server supports the EAP procedure, the PDG sends the Radius Access Request with the user-name attribute which is copied from the IDi in the IKE_AUTH Request (step14) and EAP attribute without EAP packet to the External AAA server. 

16-21. Any EAP method, for example, EAP-TLS, EAP-TTLS and so on can be used between the WLAN UE and the External AAA Server. As usual in IKEv2, the EAP payload is used to convey EAP signals between WLAN UE and PDG.  

22. The PDG sends the Accounting request (Start) message to the External AAA Server as the RADIUS client.

23. The External AAA Server returns the Accounting response (Start) message to the PDG if needed.

24.
The WLAN UE shall generate the AUTH parameter calculated by the SK_pi as a shared secret[29] to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. 

25.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested a Remote IP address through the CFG_REQUEST. Then the AUTH parameter calculated by the SK_pr as a shared secret[29] is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. 
26.
If the PDG detects that an old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in the WLAN UE.

************************Start of next change******************************

6.1.5.3.2
Authentication and authorization for the Private network access (The External AAA Server performs PAP procedure)

This procedure is applied if the External AAA server performs PAP procedure.
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Step 3-11 in the figure 7A and figure 7B are applied hereas the authentication and 

authorization with the 3GPP AAA server.
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Figure 7D: Authentication and authorization for the Private network access 
(The External AAA Server performs PAP procedure)

NOTE: The parameters indicated with bold character denote support for "the multiple authentication and authorization", as specified in RFC 4739 [45].
1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and the WLAN UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange. If the PDG supports multiple authentication procedures, then MULTIPLE_AUTH_SUPPORTED is included in step 1-b.

2.
The WLAN UE sends the user identity (in the IDi payload) and the W-APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in [14], containing the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). If the WLAN UE’s Remote IP address needs to be configured dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. If the specified W-APN requires authentication and authorization with the External AAA Server and the PDG indicated that multiple authentication procedures are supported in step 1-b, then MULTIPLE_AUTH_SUPPORTED is included.
3-11
The steps from 6.1.5.1 or 6.1.5.2 apply here.
12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. The WLAN UE includes a Notify payload ANOTHER_AUTH_FOLLOWS indicating to the PDG that another authentication and authorization round will follow. 
13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter is sent to the WLAN UE.
14.
The WLAN UE sends the identity in the private network in IDi payload that is used for the next authentication and authorization with the External AAA Server and without an AUTH payload.

15. If the External AAA Server supports the PAP procedure, the PDG sends an EAP-GTC request to the WLAN UE for the next authentication.

16. The WLAN UE returns an EAP-GTC response containing the user‘s password to the PDG.

17. The PDG sends the Access request message with user-name which is copied from the IDi in the IKE_AUTH Request (step14) and user-password attributes to the external AAA server as the RADIUS client.

18. The external AAA server returns the Access accept to the PDG.

19. The EAP-success message is sent to the WLAN UE over IKEv2.

20. The PDG sends the Accounting request (Start) message to the external AAA server as the RADIUS client if needed.

21. The external AAA server returns the Accounting response (Start) to the PDG.

22.
The WLAN UE shall generate the AUTH parameter calculated by the SK_pi as a shared secret[29] in order to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. 
23.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested a Remote IP address through the CFG_REQUEST. Then the AUTH parameter calculated by the SK_pr as a shared secret[29] is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

24.
If the PDG detects that an old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in the WLAN UE
************************Start of next change******************************

6.1.5.3.3
Authentication and authorization for the Private network access (The External AAA Server performs CHAP procedure)

This procedure is applied if the External AAA Server performs CHAP procedure.
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Step 3-11 in the figure 7A and figure 7B are applied hereas the authentication and 

authorization with the 3GPP AAA server.

14 IKE_AUTH Request

[IDi]

17 Access Request

[User-name, CHAP-password, CHAP-Challenge]

16 IKE_AUTH Request

[EAP MD5-Challenge Response]

15 IKE_AUTH Response

[EAP MD5-Challenge request]

18 Access Accept

19 IKE_AUH Response

[Header, EAP-Success]

22 IKE_AUTH Request

[AUTH]

23 IKE_AUTH Response

[Header, AUTH, Configuration Payload Sec.Association, Traffic selections]

24 Delete old IKE SA

20 Accounting Request (Start)

21 Accounting Response (Start)


Figure 7E: Authentication and authorization for the Private network access 
(The External AAA Server performs CHAP procedure)

NOTE: The parameters indicated with bold character denote support for "the multiple authentication and authorization", as specified in RFC 4739 [45].
1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and the WLAN UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange. If the PDG supports multiple authentication procedures, then MULTIPLE_AUTH_SUPPORTED is included in step 1-b.

2.
The WLAN UE sends the user identity (in the IDi payload) and the W-APN information (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in [14], containing the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). If the WLAN UE’s Remote IP address needs to be configured dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. If the specified W-APN requires authentication and authorization with the External AAA server and the PDG indicated that  multiple authentication procedures are supported in step 1-b, then MULTIPLE_AUTH_SUPPORTED is included.

3-11
The steps from 6.1.5.1 or 6.1.5.2 apply here.
12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG. The WLAN UE includes a Notify payload ANOTHER_AUTH_FOLLOWS indicating to the PDG that another authentication and authorization round will follow. 
13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. Then the AUTH parameter is sent to the WLAN UE.
14.
The WLAN UE sends the identity in the private network in IDi pay load that is used for the next authentication and authorization with the External AAA server and without an AUTH payload.

15. If the External AAA Server supports the CHAP procedure, the PDG sends an EAP MD5-challenge request to the WLAN UE for the next authentication.

16. The WLAN UE returns an EAP MD5-Challenge response to the PDG.

17. The PDG sends the Access request message with user-name which is copied from the IDi in the IKE_AUTH Request (step14), CHAP-password and CHAP-Challenge attributes to the External AAA server as the RADIUS client.

18. The External AAA server returns the Access accept to the PDG.

19. The EAP success message is sent to the WLAN UE over IKEv2.

20. The PDG sends the Accounting request (Start) message to the External AAA server as the RADIUS client if needed.

21. The External AAA server returns the Accounting response (Start) to the PDG.

22.
The WLAN UE shall generate the AUTH parameter calculated by the SK_pi as a shared secret[29] in order to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

23.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter calculated by the SK_pr as a shared secret[29] is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

24.
If the PDG detects that an old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE in an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in the WLAN UE.
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