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Introduction

In S3-070015 (R3-062001), RAN3 asks if SA3 has done any analysis of using IP multicast as a way to distribute paging messages in the tracking area (TA) without using confidentiality and/or integrity protection. This contribution provides some security considerations on this issue.  
Setting

For the analysis below, it is assumed that IP multicast is used for distribution of paging messages from the core network (MME) to the eNBs part of the TA (i.e., multicast group). It is furthermore assumed that no IP-based security (such as IPsec) is provided to protect these messages. Once a paging message reaches an eNB, the eNB forwards the message on the broadcast PCH (paging channel).
Protection of multicast and broadcast

It can be noted that it is in general cumbersome and/or heavy-weight to protect multicast and broadcast transmissions. It usually includes the use of public key cryptography for signing the transmitted data or elaborate key hierarchies. 

The use of symmetric key message authentication codes (MACs) with the key shared between all members of the group implies that it is not possible to distinguish who in the group originated the message. Using a symmetric key shared between the sender and each and every one of the receivers does not scale well. 

However, for the purpose of protecting paging, simpler methods appear available in the current setting as will be discussed below.

Denial of Service threats
An attacker located between the MME and the eNBs will get his DoS capabilities elevated by the use of multicast. While an attacker in theory can achieve the same effect by simply sending one packet for each eNB, the multicast properties will in practice make the attack far simpler to mount than if unicast was used.
Using current technology, it is not possible to protect against a DoS attack targeting the eNBs in the RAN. Integrity protection does not help since the eNBs can be made busy verifying integrity tags instead of processing payload of higher layer messages (as would be the case if no integrity protection was used). However, since the eNBs will broadcast the paging message over the very narrow, broadcast PCH, protection against this attack hitting the air-interface would be beneficial (especially considering that all cells in the entire TA are affected). 
Note that the situation in this case is different from when SA3 where considering a similar DoS attack on downlink user plane data. Here the air interface is very narrow compared to the S1 interface and the attack affects all UEs in the cell. Moreover, all cells in the TA are affected compared to only the cells at the end of one S1-U interface.

Moreover, if an attacker gets access to the RAN by entering the network at an eNB site, the attacker can mount the attack from there. It is not necessarily so that the attacker has to mount the attack from a place close to/inside the EPC.

If, on the other hand, the paging was sent in unicast from the MME to the eNB, the integrity protection would already be in place (S1-C), and the air interface would be protected from the before mentioned attack.

Other threats
Although most of the identified problems relate to DoS, an effect of not integrity protecting the paging messages is that the UE would transit out of idle mode and respond to the message, and thereby entering active mode. This is not major threat, and mainly leads to (unnecessary) battery consumption on the UE part, and RRC context establishment in the cell hosting the UE. This can, however, be used to cause congestion, by activating numerous UEs in one or more cells, hindering some subscribers in the cell(s) from making or receiving phone calls. Furthermore, a UE that is running, e.g., a browsing session, may go into idle mode when the user is reading a certain page, but will not be able to get back into active mode to fetch a new page, if this congestion is a fact.
A simple solution to a part of this problem would be to integrity protect the paging message using the NAS integrity key. Even though the message is multicast/broadcast, there is still only one single intended receiver, so no group key management or public key cryptography signature is required. This countermeasure would stop the UEs from entering active mode in vane, but would not stop the narrow paging channel from being clogged as the eNBs cannot determine authenticity and would thus forward the paging over the air interface. 
Conclusions and proposal

The main threat identified with using IP multicast without origin verification and integrity protection between the MME and the eNBs, is significant amplification of the DoS attack capabilities of an attacker on the link between them. By targeting the attack against the multicast group the entire tracking area will be affected.
Assuming there is no integrity protection between the MME and the eNBs, the paging channel on the air interfaces can be filled in the entire tracking area, and UEs can be put into active mode, effectively clogging up several cells.

We conclude that we have not found any effective countermeasures against DoS of the eNBs, and that it is possible to protect the air interfaces by integrity protecting the paging messages from EPC to the eNBs, but this requires heavy weight public key cryptography or elaborate key hierarchies.

It is proposed that this analysis is attached to the reply to LS S3-070015 (R3-062001) and that the accompanying pCR (see below) is included in TR 33.821. 
It is furthermore proposed that, if SA3 finds the identified threats severe enough, multicast of paging messages should not be recommended to RAN3. 
--- BEGIN CHANGE ---
5.2.5
(D)DoS attacks against ENodeB from the network 

5.2.5.1
Threats

A) A network node from the network, which is overtaken by an attacker, launches a logical (D)DoS attack against the ENodeB(s) by sending selected packets towards the ENodeB(s).
If IP multicast is used to send traffic to the ENodeBs, the effect of the attack is increased. For example, if IP multicast is used to deliver paging messages to all ENodeBs in the tracking area, all these ENodeBs (and their paging channels on the air interface) will be affected.  

5.2.5.2
Countermeasures

ENodeBs should not reserve any resources based on signalling without proper authentication. This would mean that the ENodeBs do not trust other ENodeBs without proper authentication. 
Proper authentication in an IP multicast setting requires the use of public key cryptography signatures or a fully meshed symmetric key distribution if Data Origin Authentication is desired, or key hierarchies similar to MBMS, if only group authentication is required.
--- END OF CHANGE ---
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