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	Reason for change:
(

	The BM-SC is required to increment the TimeStamp TS for the same MTK-ID for each message sent from it. This requires that for each MTK message a new KEMAC need to be produced. This can be avoided if previously sent MTK messages can be cached and retransmitted by the BM-SC. The advantage is that this will require less performance from the BM-SC.

This change does not affect the UE implementation. The ME will already discard MTK MIKEY messages with TimeStamp TS values that have been seen before.

This change does also not affect TS handling for MSK messages.

	
	

	Summary of change:
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	Allow the BM-SC to repeat MTK messages in order to obtain faster switching times between SRTP streams (e.g. Mobile TV) without having to increment the TimeStamp TS.
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	  BM-SC implementation will require more performance.
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*** start of changes ***
6.3.3.2.2
MTK delivery in streaming

MIKEY messages transporting MTKs shall be sent using the same IP destination address as the RTP traffic. MIKEY messages shall be transported to UDP port number 2269 specified for MIKEY. Reliability of MTK delivery is reached by re-sending MTK messages periodically.

NOTE: Re-sending of MTK message will also allow the UE to faster switch between SRTP streams.

In order to increase the possibility that UEs receive a new MTK in time, MTK messages may be sent before the RTP traffic changes over to a new MTK.

*** end of changes ***

*** start of changes ***
6.4.3
Replay protection

Each MIKEY message contains the timestamp field (TS) of type 2. This means that the contents of the timestamp field is a 32-bit counter. The counter shall be increased by one for each MSK message sent from the BM-SC to the UE even in case BM-SC retransmits a previously sent MSK message. The counter shall be increased by one for each new MTK message created in the BM-SC.
NOTE X: The BM-SC is allowed to retransmit a previously sent MTK message for streaming in order to provide a higher reliability of MTK delivery (cfr section 6.3.3.2.2) without having to increment the TS field for each sent MTK message. As specified in step 2 of clause 6.4.6.2, the ME will discard duplicate MTK messages based on the last received TS.
There is one counter per UE for MSK delivery, and one counter common to all UEs for MTK delivery. The counter is used for replay protection; messages with a counter less than or equal to the current counter are discarded. Less than or equal is to be taken in the meaning of RFC1982. If the less than or equal relation is undefined in the sense of RFC1982, the message should be considered as being replayed and shall be discarded. The counter in the TS field shall be reset for MSK transport messages when the MUK is updated. The counter in the TS field shall be reset for MTK transport messages when the MSK is updated.


*** end of changes ***
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