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*** start of changes ***
1
Scope

The present document specifies the security architecture; trust model and security requirements for the interworking of the 3GPP System and WLAN Access Networks. This specification is not limited to WLAN technologies. It is also valid for other IP based Access Networks that support the same security capabilities towards the interworking system as WLAN does. These security capabilities are addressed in section 4 of this specification. 
Specifications of the appropriate mechanisms for user and network authentication, key management, service authorization, confidentiality and integrity protection of user and signalling data are also provided.

*** end of changes ***
*** start of changes ***
4.2
Security Requirements

4.2.1
General

-
The authentication scheme shall be based on a challenge response protocol.

-
All long-term security credentials used for subscriber and network authentication shall be stored on UICC or SIM card.

-
Long-term security credentials, which are stored on the UICC or SIM card, shall not leave the UICC or SIM card.

-
Mutual Authentication shall be supported.

-
EAP SIM and EAP AKA (both methods described in this TS) shall be supported by the AAA server and the WLAN UE
4.2.2
Signalling and user data protection

-
The subscriber should have at least the same security level for WLAN access as for his current cellular access subscription.

-
3GPP systems should support authentication methods that support protected success/failure indications.

-
The selected WLAN (re-) authentication mechanisms for 3GPP interworking shall provide at least the same level of security as [33.102] for USIM based access.

-
The selected WLAN (re-authentication mechanism for 3GPP interworking shall provide at least the same level of security as [43.020] for SIM based access.

-
Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying material.

-
3GPP systems should provide the required keying material with sufficient length and the acceptable levels of entropy as required by the WLAN subsystem.

-
Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle attacks.

-
Protection should be provided for WLAN authentication data and keying material on the Wa, Wd and Wx interfaces.

-
The WLAN technology specific connection between the WLAN-UE and WLAN AN shall be able to utilise the generated session keying material for protecting the integrity of an authenticated connection.

4.2.3
User identity privacy

-
Any secret keys used in 3G AAA servers for the generation of temporary identities should be infeasible for an attacker to recover.

-
It shall be infeasible for an attacker to recover the corresponding permanent identity, given any temporary identity(s).

-
It should be infeasible for an attacker to determine whether or not two temporary identities correspond to the same permanent identity.

-
It shall be infeasible for an attacker to generate a valid temporary identity.

4.2.4
WLAN-UE Functional Split

4.2.4.1
General

In the case when the WLAN-UE, equipped with a UICC (or SIM card), for accessing the WLAN interworking service, is functionally split over several physical devices one device holding the card, and one device providing the WLAN access, that communicate over local interfaces e.g. Bluetooth, IR or serial cable interface, then is shall be:

-
Possible to re-use existing UICC and GSM SIM cards; and

-
The UE functional split shall be such that attacking the CS or PS domain of GSM or UMTS by compromising the device providing the WLAN access is at least as difficult as attacking the CS or PS domain by compromising the card holding device.

4.2.4.2
Generic security requirements on local interface

The security functionality required on the terminal side for WLAN-3G interworking may be split over several physical devices that communicate over local interfaces. The UICC or the SIM card may reside in a 3GPP UE (acting as a (U)SIM "server") and be accessed by a WLAN-UE through Bluetooth, Infrared or a USB (Universal Serial Bus) cable or some other similar wired or wireless interconnect technology (acting as the (U)SIM "client"). This would facilitate the user to get simultaneous WLAN and 3GPP access with the same (U)SIM. If this is the case, then the following requirements shall be satisfied:

1.
Any local interface shall be protected against eavesdropping, attacks on security-relevant information. This protection may be provided by physical or cryptographic means. For cryptographic means, the encryption key length shall be at least 128 bits.

2.
The endpoints of a local interface should be authenticated and authorised. The authorisation may be implicit in the security set-up. Keys used for local interface transport security shall not be shared across local interface links. Each local interface shall use unique keys.

3.
The involved devices shall be protected against eavesdropping, undetected modification attacks on security-relevant information. This protection may be provided by physical or cryptographic means.

4.
The device without (U)SIM shall not be allowed to change the status of the device with (U)SIM, i.e. to reset it, or to switch its power on or off.
5.
The (U)SIM holding device shall allow the user to shut off sharing of (U)SIM feature.

6.
.Whenever someone tries to remotely access a (U)SIM some sort of alert shall be sent, e.g. a message shall be displayed informing the user of the attempted access and guiding him to choose "Allow", or "Disallow". The user can then decide whether the access is authorized or not and can opt for allow or disallow the access. 

7.
Leakage of (U)SIM information (authentication data, session keys) to the user, or any third party over the UE Split local wireless interface (e.g. Bluetooth/WLAN) or wireline interface (USB etc.) is the major security threat. This leakage of information shall be guarded against. (Integrity and privacy of signalling between the WLAN system, the 3GPP core network, and the WLAN-UE is covered under Wa, Wd and Wx interfaces).

8.
The UICC holding device shall be responsible for scheduling all (possibly concurrent) accesses to the UICC by itself, and by one additional device connected via the local interface.

9.
 (U)SIM Security Reuse shall be consistent with current security arrangements and ensure that user security is not compromised.

10.
Applications/Data information could be retrieved from (U)SIM, provided that the UICC (or SIM card) is inserted in a 3GPP ME. When the (U)SIM is re-used over local interfaces, further access control on the Applications/Data information shall be applied by the 3GPP ME holding the (U)SIM.
4.2.4.3
Communication over local interface via a Bluetooth link

For SIM access via a Bluetooth link, the SIM Access Profile developed in BLUETOOTH SIG forum may be used. See [22].

4.2.5
Link layer security requirements

Most WLAN technologies provide (optional) link-layer protection of user data. Since the wireless link is likely to be the most vulnerable in the entire system, 3GPP-WLAN interworking should take advantage of the link layer security provided by WLAN technologies. The native link-layer protection can also prevent against certain IP-layer attacks.

Areas in which relevant requirements are defined are:

-
Confidentiality and integrity protection of user data;

-
Protection of signalling;

-
Key distribution, key freshness validation and key ageing.

These requirements are out of scope of 3GPP. IEEE has defined the security requirements and features for the link layer in WLAN access networks, see IEEE 802.11i [6]. Other WLAN access technologies are not excluded to be used although not described here.
4.2.5.1
Void

4.2.5.2
Void

4.2.5.3
Void

4.2.6
UE-initiated tunnelling

The security features that are expected in a tunnel from the UE to the VPLMN or HPLMN will be:

-
Data origin authentication and integrity must be supported.

-
Confidentiality must be supported.

-
The 3GPP network has the ultimate decision to allow tunnel establishment, based on:

-
The level of trust in the WLAN AN and/or VPLMN

-
The capabilities supported in the WLAN UE

-
Whether the user is authorized or not to access the services (in the VPLMN or HPLMN) the tunnel will give access to.

-
The 3GPP network, in the setup process, decides the characteristics (encryption algorithms, protocols) under which the tunnel will be established.

NOTE:
Authorization for the tunnel establishment is decided by the 3GPP AAA and enforced by the PDG or WAG. Whether this authorization information is protected or not is FFS.

Working assumptions:

1.
The security mechanisms used in context with the IP tunnel in WLAN 3GPP IP Access are to be independent of the link layer security in WLAN Direct IP Access.

4.2.7 Requirements on IP based Access Networks other than WLAN

Section 1 of this specification states that it is also valid for IP based Access Networks other than WLAN that support the same security capabilities towards the interworking system as WLAN does. IP based Access Networks to which this specification is applicable shall satisfy at least the following requirements: 

Security for Direct IP access: 
· the EAP framework as defined in [3] shall be supported;

· the EAP authenticator in the access network and the EAP peer (i.e. the UE) shall establish link layer security, based on keys derived from an EAP protocol run. 
Other security functions may also be required of the access network in order for this specification to be applicable. These need to be determined for each type of access network separately. 
Security for 3GPP IP access: 
No security requirements specific to the access network need to be satisfied. 
Note :
Requirements on whether a network operator should use these mechanisms for a particular access network is out of the scope of this TS. This applies also to the case of WLAN access network. 
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