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=======The First Change===========
Annex M:

Interworking with legacy HLR

This annex specifies an optional Zh' interface which allows the BSF to fetch authentication vectors directly from a legacy HLR. 
M.1
Reference model
Figure M.1 shows a simple network model of the entities involved in the bootstrapping approach, and the reference points used between them.
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Figure M.1: Simple network model for bootstrapping
NOTE:
The Zn' reference point is distinguished from the Zn reference point in that it is used between operators.

Figure 4.1a shows a simple network model of the entities involved when the network application function is located in the visited network.
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NOTE:
The Zn' reference point is distinguished from the Zn reference point in that it is used between operators.

Figure M.1a: Simple network model for bootstrapping in visited network

M.2
Bootstrapping architecture  with Zn' interface
The text from clause 4.3 of this specification applies also here, with the following additions:

M.2.1
reference point Zh’
The reference point Zh’ used between the BSF and the HLR allows the BSF to fetch the required authentication information from the HLR. 

M.3
Requirements and principles for bootstrapping
The requirements and principles from clause 4.4 also apply here with the following additions:

M.3.1
Requirements on reference point Zh’
The requirements for reference point Zh’ are:

-
mutual authentication, confidentiality and integrity shall be provided;

NOTE 1:
This requirement may be fulfilled by physical or proprietary security measures if BSF and HLR are located within the same operator’s network.

-
the BSF shall be able to send bootstrapping information request concerning a subscriber;

-
the HLR shall be able to send one 3GPP AKA vector at a time to the BSF;

-
no state information concerning bootstrapping shall be required in the HLR;

-
all procedures over reference point Zh’ shall be initiated by the BSF;

-
the number of different interfaces to HLR should be minimized.
M.3.2
Requirements on reference point Zn

The text from clause 4.4.6 applies also here except that handling of GUSS data is not supported if the BSF supports Zh' but not Zh. 

M.4
Procedures for GBA_ME bootstrapping with Zn' interface
M.4.1
initiation of bootstrapping

The text from clause 4.5.1 of this specification applies also here.

M.4.2
Bootstrapping procedure
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Figure M.2  GBA_ME bootstrapping procedure with Zh’ interface

The bootstrapping procedure is identical to that described in clause 4.5.2 except that BSF retrieves AV from HLR via Zh’ interface. 
M.4.3
Procedures using bootstrapped Security Association
 The text from clause 4.5.3 of this specification applies also here.
M.4.4
Procedure related to service discovery
The text from clause 4.5.4 of this specification applies also here.
M.5
Procedures for GBA_U bootstrapping with Zn' interface
M.5.1
initiation of bootstrapping

The text from clause 5.3.1 of this specification applies also here.
M.6.2
Bootstrapping procedure
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Figure M.3  GBA_U bootstrapping procedure with Zh’ interface
The bootstrapping procedure is identical to that described in clause 5.3.2 except that BSF retrieves AV from HLR instead of HSS. 

M.6.3
Procedures using bootstrapped Security Association
 The text from clause 5.3.3 of this specification applies also here.
M.6.4
Procedure related to service discovery
The text from clause 5.3.4 of this specification applies also here.
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