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1. Introduction

TS 33.246 lacks information on which MIKEY fields are used and which not when MSKs and MTKs are transported between BM-SC and UE. To ease the implementation the accompanying CRs propose a number of clarifications which are summarized in the present contribution.
2. MSK messages
Restructuring

Chapter 6.4.5.1 has been re-structured to clarify what requirements that applies for streaming services only, for download services only or for both services.

The following requirement in chapter 6.4.2 have been moved into 6.4.5.2, as it only apply for MSK verification messages:

· The UE shall use the same CSB ID of the MSK delivery message in the ACK message.

The following requirements in chapter 6.4.2 have been moved into 6.4.5.1, as they only apply for MSK messages:

-In case of download services, the SP payload shall not be present  and CS ID map type is set to value '1'. 

- In case of streaming services the CS ID map type is set to value ‘0’ as defined in RFC 3830.
Proposed clarifications

To chapter 6.4.5.1: 

the following clarifications are proposed for both streaming and download services:

· Only one MSK key can be transported in the KEMAC payload.

· The EXT payload has format as described in chapter 6.4.4.

· The KV (Key validity period) subfield shall be set to value 2 (=Interval) in the KEMAC payload in all MSK delivery messages.

· The use of NULL algorithm in the MAC alg field in the KEMAC payload is not allowed.

· The use of NULL algorithm in the Encr alg field in the KEMAC payload is not allowed.

And the following applies only for streaming services:

· Only one CryptoSession can be transported in the field CS ID map info for streaming. 

· The #CS field shall be set to one, and CS ID map info shall be present in the MSK message.

· The CS ID map type subfield shall be set to “SRTP-ID”.
· The description of security policy payload is restructured to bullet points.
And the following clarifications are proposed for download services only:

· The #CS field shall be set to zero, and no CS ID map info shall be present in the MSK message.

· The CS ID map type subfield shall be set to “Empty map”.

· The SP payload shall not be included in the MSK messages.

To chapter 6.4.5.2:

the following clarifications are proposed:

· The CS ID map type subfield shall be set to “Empty map”. 

· The #CS field shall be set to zero, and no CS ID map info shall be present in the MSK verification message. 
· The use of the NULL algorithm in the MAC alg field is not allowed.  
To chapter 6.5.3:

the following clarifications are proposed for both streaming and download services:
- No salt key shall be derived from the pre-shared MUK key.
3. MTK messages

Restructuring

Chapter 6.4.5.3 has been re-structured to clarify what requirements that applies for streaming services only, for download services only or for both services.

The following requirement in chapter 6.4.5.3 has been moved further down in the chapter as it only applies for streaming services:

-
If MTK is to be used for streaming protection, then a 112 bit salt shall be added to the KEMAC payload in addition to the MTK.

Proposed clarifications
To chapter 6.4.5.3: 

the following clarifications are proposed for both streaming and download services:

· Only one MTK key can be transported in the KEMAC payload.

· The CS ID map type subfield shall be set to “Empty map” as defined in RFC 4563.
· The KV (Key validity period) subfield shall be set to NULL in the KEMAC payload when MTK is transported.
· The Key Validity Data subfield is not present in the KEMAC payload when MTK is transported.

· The use of NULL algorithm in the MAC alg field in the KEMAC payload is not allowed.

· The use of NULL algorithm in the Encry alg field in the KEMAC payload is not allowed.

And the following clarifications are proposed for download services only:

· No salt No salt is added to the KEMAC payload for downloaded services.

4. Conclusions and Proposal

It is proposed that SA3 agrees on the changes to the specification in the accompanying CRs.
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