3GPP TSG SA WG3 (Security) — SA3#46
S3-070160
13-16 February 2007

Beijing, China
Title:
Reply LS to "Reply LS on NDS/IP and S1 Connectivity"
Response to:
R3-062001


Source:
SA3
To:
RAN3
Cc:
-

Contact Person:


Name: 
Karl Norrman

Tel. Number:
+46 8 440502


E-mail Address:
karl.norrman@ericsson.com
Attachments:
S3-070091
SA3 thanks RAN3 for the LS on protection of paging messages using IP multicast.

RAN3 asked two questions for which SA3 provides answers below.

1. Has SA3 analysed the specific case of option 3 together with IP multi-cast for paging messages on S1?
SA3 have performed some analysis and have discussed the security impacts of transporting paging messages using unprotected IP multicast.

In summary there are two main threats:

The first threat identified with using IP multicast for paging messages without origin verification and integrity protection between the MME and the eNBs, is that the DoS attack capabilities of an attacker creating paging messages are significantly amplified. Such an attack would require less resources than if unicast was used. Both in the case unicast and in the case multicast is used, the attack would clog the paging channel in the cells, leading to the effect that no UE could be paged during the duration of the attack. By targeting the attack against the multicast group (i.e. a group of eNB's) the entire tracking area will be affected with less effort by the attacker than using only false unicast paging messages.
A second threat is that the eNBs themselves are targeted by a DoS attack on the S1 reference point through the use of multicast or broadcast, preventing legitimate traffic to and from the UEs. This attack requires more effort on behalf of the attacker than the previous attack, but still less than if unicast is was used.
A paper containing a detailed analysis can be found in S3-070091, which is attached.

2. Under the assumption of usage of IP multi-cast for paging messages, can such paging messages be sent unprotected or will they need some type of protection?
SA3 have not identified any effective countermeasures against DoS towards the eNBs. It is, however, possible to protect the paging channel on the air interface from clogging by integrity protecting the multicast paging messages from MME to the eNBs, but this requires public key signatures of the paging messages on S1-C or key hierarchies with complex key management.

If unicast paging on S1-C is used, the paging messages would enjoy the already agreed integrity protection (e.g. by using NDS/IP according to TS 33.210) of the S1-C reference point. If NDS/IP is used on S1-C together with IP multicast of paging messages, then the placement of the IP multicast router with respect to the IPsec tunnelling  (i.e. in the Security Gateways (SEGs) or in the MME) is important. SA3 would need some further study on the technical implications.

As a general guideline, SA3 does not usually provide countermeasures to DoS attacks, comparable to radio-jamming, which are only persistent as long as the attacker remains active, and thinks that protection is not worth the cost for this particular S1-C paging message. However, if additional types of messages are planned to be sent using IP multicast, SA3 would like to be informed about this to conduct further security analysis. If RAN3 decides to use IP multicast/broadcast signalling, then SA3 has to start work to clarify the use with respect to NDS/IP as highlighted in the previous paragraph. 
2. Actions:

To RAN3
ACTION: 
3GPP SA3 kindly asks RAN3 to take the above information into account when making its decision on the use of IP multicast for paging messages in LTE, and to inform SA3 about the decision. Furthermore, SA3 would like to be informed if any other types of messages are considered to be sent over IP multicast on S1-C. 

3. Date of Next TSG-SA3 Meeting:

TSG-SA3 #47 
22-25 May 2007
TBD

TSG-SA3 #48 
10-13 July 2007
TBD

