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=======The First Change===========
Annex M:

UICC-based GBA for 2G/3G hybrid networks
This annex specifies the implementation option to allow the use of USIMs on UICC for GBA in the 2G/3G hybrid networks comprising 3G core networks and 2G/3G hybrid radio access networks.  In these networks, subscribers may use 2G MEs that do not support GBA originally and at the same time they want to enjoy new services built on GBA.  UICC-based GBA for 2G/3G hybrid networks will be useful for operators who have not fully finished the transformation from 2G networks to 3G networks.
M.1
Reference model
Figure M.1 shows a simple network model of the entities involved in the bootstrapping approach, and the reference points used between them.
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Figure M.1: Simple network model for bootstrapping
NOTE:
The Zn' reference point is distinguished from the Zn reference point in that it is used between operators.

Figure 4.1a shows a simple network model of the entities involved when the network application function is located in the visited network.
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NOTE:
The Zn' reference point is distinguished from the Zn reference point in that it is used between operators.

Figure M.1a: Simple network model for bootstrapping in visited network

M.2
Network elements
The text from clause 4.2 of this specification applies also here if the core networks is  R6+.
If the core network is R6-, the text from clause 4.2 of this specification applies here except that BSF needs not to retrieve GBA user security settings from HLR.
M.3
Bootstrapping architecture and reference points for UICC-based GBA in 2G/3G hybrid Networks
The text from clause 4.3 of this specification applies also here, with the following additions:

The interface between the ME and the UICC, as specified in TS 31.102[1] and TS 31.103[10], needs to be enhanced with GBA_U specific commands. The requirements of these commands can be found in clause M.4.1, details on the procedures are in clause M.5.
M.3.1
reference point Zh’
The reference point Zh’ used between the BSF and the HLR allows the BSF to fetch the required authentication information from the HLR. 

M.4
Requirements and principles for bootstrapping
The requirements and principles from clause 4.4 can also apply here with the following additions:

M.4.1
Requirements on UE

The 3G AKA keys CK and IK resulting from a run of the protocol over the Ub reference point shall not leave the UICC.
The ME shall support the AUTHENTICATE command in GBA security context as specified in TS 31.102[1].
The ME shall be able to select the SIM and USIM applications on the UICC.
The UICC shall support the RUN GSM ALGORITHM command as specified in GSM 11.11 and GSM AKA to access the GSM BSS. 
The UICC shall be able to distinguish between authentication requests for GBA_U, and authentication requests for other 3G authentication domains and 2G authenticatin domains.

Upon receiving an authentication request from the ME, which the UICC recognises as related to GBA_U, the UICC shall derive the bootstrapping key.

Upon When a UE wants to interact with a NAF, and it knows that the bootstrapping procedure is needed, it shall first perform a bootstrapping authentication (see figure M.5.2.1). Otherwise, the UE shall perform a bootstrapping authentication only when it has received bootstrapping initiation required message or a bootstrapping renegotiation indication from the NAF, or when the lifetime of the key in UE has expired (see clause 5.3.3).

NOTE:
The main steps from the specifications of the AKA protocol in TS 33.102 [2] and the HTTP digest AKA protocol in RFC 3310 [4] are repeated in figure 5.1 for the convenience of the reader. In case of any potential conflict, the specifications in TS 33.102 [2] and RFC 3310 [4] take precedence.
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Figure M.2  the bootstrapping procedure with UICC-based enhancements
1.
The ME sends an HTTP request towards the BSF.

2.
The BSF retrieves the complete set of GBA user security settings and one Authentication Vector 
(AV, AV = RAND||AUTN||XRES||CK||IK) over the Zh reference point from the HSS or one Authentication Vector (AV, AV = RAND||AUTN||XRES||CK||IK) over the Zh’ reference point from the HLR. 


If the BSF implements the timestamp option and has a local copy of the GUSS for the subscriber that has been fetched from the HSS during a previous bootstrapping procedure, and this GUSS includes a timestamp, the BSF may include the GUSS timestamp in the request message. Upon receiving that timestamp, if the HSS implements the timestamp option, the HSS may compare it with the timestamp of the GUSS stored in the HSS. In this case, if and only if the HSS has done the comparison and the timestamps are equal, then the HSS shall send "GUSS TIMESTAMP EQUAL" indication to the BSF. In any other case, the HSS shall send the GUSS (if available) to the BSF. If the BSF receives "GUSS TIMESTAMP EQUAL" indication, it shall keep the local copy of the GUSS. In any other case, the BSF shall delete the local copy of the GUSS, and store the received GUSS (if sent).


The BSF can then decide to perform GBA_U, based on the user security settings (USSs). In this case, the BSF proceeds in the following way:
-
BSF computes MAC* = MACÅ Trunc(SHA-1(IK))
NOTE 1:
Trunc denotes that from the 160 bit output of SHA‑1 [21], the 64 bits numbered as [0] to [63] are used within the * operation to MAC.
The BSF stores the XRES after flipping the least significant bit.
NOTE 2:
In a multiple HLR/HSS environment, the BSF may have to obtain the address of the HLR/HSS where the subscription of the user is stored by querying the SLF, prior to step 2.

3.
Then BSF forwards the RAND and AUTN* (where AUTN* = SQN ( AK || AMF || MAC*) to the UE in the 401 message (without the CK, IK and XRES). This is to demand the UE to authenticate itself.

4.
The ME sends RAND and AUTN* to the UICC. 
5.   The UICC calculates IK and MAC (by performing MAC= MAC* ( Trunc(SHA-1(IK))). Then the UICC checks AUTN(i.e. SQN ( AK || AMF || MAC) to verify that the challenge is from an authorised network; the UICC also calculates CK and RES. This will result in session keys CK and IK in both BSF and UICC. 
6.   The UICC then transfers RES (after flipping the least significant bit) to the ME and stores Ks, which is the concatenation of CK and IK, on the UICC.
7.
The ME sends another HTTP request, containing the Digest AKA response (calculated using RES), to the BSF.

8.
The BSF authenticates the UE by verifying the Digest AKA response.

9.
The BSF generates the key Ks by concatenating CK and IK. The B-TID value shall be also generated in format of NAI by taking the base64 encoded [12] RAND value from step 3, and the BSF server name, i.e. base64encode(RAND)@BSF_servers_domain_name.

10.
The BSF shall send a 200 OK message, including the B-TID, to the UE to indicate the success of the authentication. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key Ks.
11. The ME write the B-TID and the lifetime of the key Ks to the UICC.
12.
Both the UICC and the BSF shall use the Ks to derive NAF-specific keys Ks_ext_NAF and Ks_int_NAF during the procedures as specified in clause 5.3.3, if applicable. Ks_ext_NAF and Ks_int_NAF are used for securing the Ua reference point.


Ks_ext_NAF is computed in the UICC as Ks_ext_NAF = KDF(Ks, "gba-me", RAND, IMPI, NAF_Id), and Ks_int_NAF is computed in the UICC as Ks_int_NAF = KDF(Ks, "gba-u, RAND, IMPI, NAF_Id), where KDF is the key derivation function as specified in Annex B, and the key derivation parameters include the user's IMPI, the NAF_Id and RAND. The NAF_Id consists of the full DNS name of the NAF, concatenated with the Ua security protocol identifier as specified in Annex H. The key derivation parameters used for Ks_ext_NAF derivation must be different from those used for Ks_int_NAF derivation. This is done by adding a static string "gba-me" in Ks_ext_NAF and "gba-u" in Ks_int_NAF as an input parameter to the key derivation function.

To allow consistent key derivation based on NAF name in UE and BSF, at least one of the prerequisites which are specified in clause 4.5.2 shall be met.


The UICC and the BSF store the key Ks with the associated B-TID for further use, until the lifetime of Ks has expired, or until the key Ks is updated or until the deletion conditions are satisfied (see 4.4.11).
M.5.3
Procedures using bootstrapped Security Association
 The text from clause 5.3.3 of this specification applies also here.
M.5.4
Procedure related to service discovery
The text from clause 5.3.4 of this specification applies also here.
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