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1
Introduction
Security Mode Command is used to start/modify security configurations in UMTS. In LTE/SAE, SMC may also be used to start/modify security configurations. This paper discussed how to use SMC to start/modify security configurations in LTE/SAE. Two use modes of SMC are discussed. 

2 SMC in UMTS

In UMTS, security mode command procedure is always performed between initial L3 message and its response message with several exceptions. SMC would be used to negotiate security configurations between UE and network. Integrity protection would be started (modified) in SMC procedure, that is, SMC would be integrity protected. In the other hand, cipher would be started (modified) after SMC procedure since cipher algorithm and cipher activation time should be negotiated between UE and RNC in clear or with old cipher configuration (SMC is performed on an ongoing RRC connection), that is, SMC may not be ciphered. 

SMC could also be used to authenticate UE. In case that there is no authentication procedure performed between initial L3 message and its response message, SMC could be used to mutual authenticate UE and network by performing integrity check on RRC signallings.

3 SMC in LTE/SAE

3.1 Separated Mode

In this so-called “separated mode”, SMC in LTE/SAE would be used in the way similar to UMTS. SMC would be performed between initial L3 message and its response message. In this case, SMC would be used to start/modify security configurations between UE and network. SMC would be integrity protected. Ciphering may also be performed after SMC. In addition, integrity check of signallings between UE and network could be used to authenticate UE when there is no authentication procedure between initial L3 message and its response message.

3.2 Combined Mode

Following figure are cited from section 7.14 of TR 23.882 v1.6.1: 
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radio  functions   UE   MME/UPE  

2. Incoming data packet  

5. Radio Resource Connection Request      containing   “NAS equivalent info” for    -  Service Request (Data/Signalling)      

1.  UE in LTE_IDLE, preserved Service Contexts in UE and  MME/UPE (at least f or the default IP connectivity service )  

4. Page UE  

3. Check UE state, current  tracking area  

7. Radio Resource Setup     containing   “NAS equivalent information” for   -  Service Accept   -  Activate PDP Context   “AS equivalent info” for   -  Radio Resource Connection Ack   -  Security Mode Command   -  RAB As signment Request / RB Setup  

6a. Correlate  UE request and  paging procedure   6b. Start of DL Data tra nsmission  on default resources   

8. Radio Resource Setup Ack     containing   “NAS equivalent information” for   -  Activate PDP Context Accept   “AS equivalent information” for   -  Security Mode Complete     -  RAB Assignment Response / RB Setup Complete  

setup of resources  for the  default IP Access service and  for services with different  QoS than the default IP  Access service       [Note:  for  radio function related  details see Key Issue „Resource  Establishment and QoS  Signalling“ ]  


A so-called “combined mode” concept could be derived from above figure. In this mode, SMC is combined with initial L3 message, its response message and acknowledge to response message. 

The advantage of “combined mode is that the latency could be reduced since number of round trips would be decreased. Low latency is an important goal of LTE/SAE.

However, combined mode would meet with some security issues:

1) If initial L3 message is RAU or attach message, TMSI would be sent in its response message
. But at this moment, because cipher algorithm negotiation has not been finished, response message could not be ciphered even if NAS keys are shared between UE and MME already. So TMSI could not be protected if TMSI is sent with response message. In this case, some solutions are needed to cipher TMSI.

2) Lots of signalling procedures may be performed in network side before network send response message of initial L3 message to UE. Because integrity algorithm should be negotiated between UE and MME, UE would start integrity protection from acknowledge message. Thus network could not authenticate UE until network received acknowledge to response message from UE if authentication is not performed. Attackers may explore this weak point to perform DoS attack
.

4 proposal

This contribution lists two ways to use SMC in LTE/SAE. A simple analysis is performed in this contribution. 

We kindly asked SA3 to comments on these two SMC modes and add the analysis in section 3 into TR 33.821.























































































�Security Mode Procedure should not be mixed up with user authentication. Either NAS keys exist already then both sides simply continue to use the keys, or NAS keys do not exist, then AKA should be performed first anyhow.


�The contribution does not take into account that the Security Mode Procedure will have to be performed for all three layers in LTE, namely RRC , UP, NAS, a related contribution S3-070100 considers these cases. 


� According to section 7.14 of TR 23.882 v1.6.1, the “radio resource setup” message in Figure 7 is not used on attachment messages but only on idle to active transitions. In this case, a new TMSI is already allocated and the NAS keys and algorithms should already be in place in case a new TMSI is to be allocated. S3-070100 provides more detail on this. Encrypted TMSI allocation is therefore no problem in connection with the “combined mode” in idle to active transitions.


�As mentioned above, NAS keys should already be in place on idle to active transitions. Therefore, NAS integrity protection could be provided. In case of initial attachment, authentication has to take place anyway. 


�We do not think that it is in the scope of SA3 to decide which NAS messages are combined and which are not. SA3 may indicate to SA2/RAN that before the allocation of a new TMSI, the security mode command round trip has to be completed and that the security mode command message cannot be combined with messages that require encryption. (Cf. also next remark.) However, we do not see any reason why SMC on idle to active transitions can not be combined with the radio-resource-setup roundtrip.


� Further to the previous comment, we would like to point out that the subject of this contribution is related to contribution S3-060658 by Lucent, which proposed combining the Security Mode Command with encrypted message to save one roundtrip. When studying this issue further SA3 should bear in mind the following: The Security Mode Procedure in UMTS was copied from GSM where they had performed a careful study about when to initiated ciphering. The conclusion was that ciphered messages should be sent only after confirmation was received from the other side that ciphering had been started. Otherwise, lots of ciphered messages could be sent from one side before an error was noticed. If we want to change this sequence of events, we need to analyse that nothing bad can happen. 
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6a. Correlate UE request and paging procedure



6b. Start of DL Data transmission on default resources 
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1. UE in LTE_IDLE, preserved Service Contexts in UE and MME/UPE (at least for the default IP connectivity service)















setup of resources for the default IP Access service and for services with different QoS than the default IP Access service 







[Note: for radio function related details see Key Issue „Resource Establishment and QoS Signalling“]












