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1 Introduction
S3-070007 and S3-070047 contributions propose to include 2G SIM card in LTE/SAE architecture scope while the use of 2G SIM is precluded in this architecture. 

TSG SA#34 position on SIM access to LTE is: “It is assumed for the moment that SIM access to LTE is prohibited. If companies feel there is a need for SIM Access to LTE, then contribution should be made to TSG SA#35”

This document aims highlighting issues due to the use of SIM cards in SAE/LTE architecture. 

2 S3-070007 and S3-070047 proposal
The proposal to introduce 2G SIM is based on the following reasons: 

· 2G users represents a large percentage of total users

· Users are usually not liable to change their SIM 

· SAE/LTE can use conversion functions for 2G SIM cards

Gemalto proposes to compare those arguments to security threats and other significant issues due to the use of SIM in LTE. 

3 Security threats

Gemalto would like to remember security threats due to the use of 2G SIM. 

· TR 33.821 recommendation

3GPP-SA3 TR 33.821 on “Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE)” precludes the use of 2G SIM card due to existence of security threats

Extract: 

R2: 2G SIM Access to LTE SHALL NOT be granted.

Editor’s Note: Other groups need to be consulted and confirmed on this requirement.

Editor’s Note: It needs to be explicit that R99 USIM can be used.

Rationale: 2G security is not sufficient. When a UE has authenticated in GSM and later performs a handover to UMTS, the 64-bit ciphering key Kc is converted to the two 128-bit ciphering and integrity keys CK and IK. This operation does not add any entropy to CK or IK. Moreover, if an attacker breaks the encryption in GSM and gets hold of Kc, will be able to also decrypt the traffic even if the UE moves into LTE if direct hand-overs were allowed. If there is any time to phase out 2G SIMs, making LTE future proof, it is now. It seems likely that USIM can provide necessary security level, see also the next requirement. This requirement implies that an LTE UE that has previously only established GSM security shall be re-authenticated, establishing LTE security context, before granting LTE access. 

The definition of new and enhanced conversion algorithms and protocols as proposed will not increase the maximum 64 bit effective strength of the session keys. 

GSM AKA has also the following drawbacks:

· There is no mutual authentication: the home network is not authenticated

· There is no guaranty of Random Freshness in GSM AKA

· EAP-SIM

2G SIM enables the use of EAP-SIM. EAP-SIM provides some security enhancements (network authentication and stronger session keys). However security threats exist. EAP-SIM was analysed in the scope of 3G-WLAN inter-working and security threats were identified, arising from the exposure of (RAND, SRES, Kc) due to the fact that computations and checks are performed in EAP client. 

· Conclusion

Well-known GSM threats will also apply to SAE/LTE. 2G SIM will provide only 2G-security level in LTE.

Moreover, additional significant issues exist due to the use of SIM. 

4 Additional issues

· SIM access to LTE will introduce an issue concerning the provision of service in case of roaming, as some operators may refuse to allow subscriber with a lower of security in their network. It will then break the continuity of service. 

· Technology improvements in smart card environment have been performed (e.g High Speed Protocol definition, Smart Card Web Servers), they encourage the SIM phase out from terminal. SIM for LTE is in contraction with orientations for new technologies.

· The proposal to use SIM for LTE contradicts 3GPP decision to phase out SIM cards.

· Support of SIM by REL -5 is optional. 

The presence of SIM for LTE implies that all LTE terminals shall support legacy SIM interface.  

SIM for LTE puts new constraints on the new terminals. It is in contradiction with the decision of terminal manufacturers to phase out SIM interface. 

What does happen if terminal manufacturers do not want to support legacy SIM interface in new terminals? 

The need to support legacy SIM interface can result in a delay for LTE terminal availability. 

· Moreover, if any problems should come from allowing use of SIM functionality then this may impact the image of the whole LTE system.

5 Proposal

Gemalto kindly asks SA3 to reject the proposal to include 2G SIM in the SAE/LTE scope due to the presence of significant security threats and issues. 













