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1 Introduction
At SA3#45, S3-060801 from Vodafone described the problem that a UE might register for an MBMS service without realising that the USIM has deleted the corresponding still-valid MSK needed for that service. This could lead to the need to fetch the key again which requires additional signalling and could result in long channel switching times in some situations. In S3-060801 Vodafone proposed that the UE shall not register for an MBMS user service if it does not have enough storage available for any additional MSKs and MTKs required for that service. Furthermore, it was proposed to specify that after a successful de-registration from a particular MBMS user service, the UE shall delete any MSKs and MTKs associated with that particular service that are not associated with any other service the user is still registered to. A corresponding CR was agreed by SA3 in S3-060824. The CR required changes to the USIM specifications, so a corresponding LS was sent to CT6 in S3-060826.
At SA#34 Gemalto introduced a document (SP‑060885) which proposed to postpone the CR from SA3 due to concerns that the SA3 CR could prohibit the most suitable solution to delete MSK on the USIM. Prior to and during SA#34, Vodafone agreed to postponing the CR so that the issue could be discussed again at SA3#46. Consequently the CR from SA3 was not agreed at SA#34.

2 Proposed solutions
Gemalto have described five candidate solutions in SP-060885. We would like to propose two additional solutions that should be considered. The first is a modification of the solution from S3-060801 which is listed as solution 3 in SP-060885 - we call this "ME-controlled MSK deletion". The second solution is a new approach we call "home network controlled MSK key group allocation".

2.1 ME-controlled MSK deletion

This solution would work as follows:
1. The USIM stores MSKs. Corresponding MSK identifiers (Key Domain ID + MSK ID) and key validity data are stored in an EF_MSK file. Note that MSKs themselves are not stored in EF_MSK and cannot be read or modified by the ME. 
2. The ME can always find out which MSKs are stored and possibly valid by reading the EF_MSK. The ME can also find out how many empty MSK entries there are in EF_MSK. The ME can also delete a particular MSK, e.g. by deleting the corresponding MSK ID entry in EF_MSK. ME should not be permitted to modify any part of EF_MSK. In particular, it should not be possible for the ME to change the key validity data for a given MSK.
3. When an ME performs MBMS user service registration, it first reads the current EF_MSK to determine which MSKs are stored and valid and how many empty entries there are. At this point any MSKs that are no longer needed, or have become invalid, can be deleted if more storage space on the USIM is needed. Based on whether there is enough storage for any new MSKs, the ME can then decide whether to proceed with registration for a particular MBMS user service. 
4. Note that registration for MBMS user services is performed sequentially, so the ME needs to be careful not to delete a particular MSK just because it is not required in the first user service registration. However, this does not seem to be a big problem since the ME can easily keep track of which MBMS user services it needs to access. In essence, we propose to leave MSK management to the ME.
5. When an ME performs MBMS user service de-registration it does not delete any of the corresponding MSKs on the USIM. This is because they may still be valid when the ME performs the next user service registration.
To implement this approach some changes would be required to the ME-USIM interface (TS 31.102). However, we believe that ME-controlled deletion is a much "cleaner" solution with fewer error cases than the other proposed solutions. 
The solution requires that the ME is able to send a (new) command to the USIM to delete particular MSKs. Note that it would not be sufficient to simply change the access conditions of the EF_MSK file such that the ME could UPDATE, as well as READ, its contents. Whilst this would allow the MSK information in the file to be deleted (which could result in the MSK itself being deleted), it would also allow the ME to be able to modify the contents of the MSK, in particular the key validity data, which is unacceptable from a security point of view. 

We are not concerned that a rogue ME could delete MSKs since this only lead to a limited form of denial of service, and there seems little point in protecting against this when a rogue ME could do other much worse things.
2.2 Home network controlled MSK key group allocation
If ME-controlled deletion is not acceptable, then we also propose a further alternative which does not require any changes to ME-USIM interface. 
The basic idea is as follows:

1. The home operator issues USIMs which store a particular number of MSK key group pairs, e.g. 256 pairs. 
2. The USIM entries are split into two sections: one for home network use and one for visited network use. The allocation could be, e.g. 200 for home use and 56 for visited network use. 
3. The home operator reserves a particular number of MSK key group identifiers (200 using our example) such that when a new MSK is issued by a BM-SC in the home operator's domain, it must use one of these key group identifiers. If there are several BM-SCs, then the operator would allocate particular key group identifiers to particular BM-SCs. 
4. A particular BM-SC then ensures that its current service offering does not require more than its current allocation of key group identifiers to be used. If a new service is introduced then it must use an unused key group identifier, which could be a key group identifier of a service that has been withdrawn. 
This scheme would mean that the ME/USIM always has enough space to store the MSKs needed for the current range of services that a particular user is accessing in BM-SCs controlled by its home network. 
Visited MBMS services would be handled differently. MSKs received from visited BM-SCs would be stored in the remaining 56 entries on a first in first out basis. (The USIM can determine that an MSK is from a visited network by inspecting the Key Domain identifier.) This might mean that the user experiences some delays during channel switching, but only when accessing services in a visited network. Furthermore, it may mean that the operator may have to re-send MSKs unnecessarily, but this only applies to roamers on its network. 
One advantage of this approach is that is requires no changes to normative specification since the MSK key group allocation policy and corresponding handling in the USIM can be home operator specific. However, if we decide on this approach as a solution to the MSK storage problem in 3GPP, then Vodafone would propose that we specify informative guidelines on how it would work.
Note:

It would be for further study to determine if all the MSK entries (for home network and visited network) should be stored in a same file, or if MSK entries for home network and MSK entries for visited networks should be stored in two different files since the MSK management for home network is different from MSK management for visited networks. 

A disadvantage of this approach is that once a home operator has deployed USIMs with a particular MSK storage capacity, then it cannot take advantage of USIMs that are later deployed with a higher storage capacity. In other words the same key group allocation must be used for all USIMs, so a new extended key group allocation cannot be introduced unless all USIMs deployed support it. Over-the-air updating of MSK storage allocation on already deployed USIMs could help alleviate this problem.
3 Conclusion
We propose that ME-based key deletion as described in section 2.1 above is adopted as a solution to the MSK storage problem. A corresponding CR to 33.246 is provided in a companion contribution. If the CR is agreed, an LS should be sent to CT6 as soon as possible. We believe that corresponding CRs to CT6 specifications will be presented at CT6#42 which takes place the same week as SA3#46. Since this is a late Release 6 essential correction, it would be desirable for all the necessary CRs to be agreed in SA3 and CT6 during SA3#46 and CT6#42 respectively. There is also time pressure due to the fact that OMA BCAST are re-using the MBMS security specification as part of one of their solutions for broadcast service protection.
If the impact of the ME-based MSK deletion proposal on the USIM interface is judged to be too great, then we propose that SA3 adopt the solution in section 2.2. This approach does not require any changes to normative MBMS specifications, so we have not brought a CR to this meeting. However, as mentioned in section 2.2, we would like to describe the approach in informative text in TS 33.246 and if SA3 decide to adopt this approach then Vodafone can bring the necessary CR to the next meeting. 








































































































































































