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1. Introduction 

The editor’s note at the beginning of Annex A says: “this Annex may be deleted once the text in the main body is considered stable and all valuable material from this annex has been taken into account.” The conditions in this statement are believed to be satisfied provided the companion pseudo-CR on the main part of TR 33.803 is accepted, so Annex A may now be deleted.
2. Pseudo-CR:

The remainder of this document shows the text from Annex A of TR 33.803 v0.2.0 with the proposed changes.
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0) {IMPI ( line-id-ref(s)} binding 


provisioned in UPSF





{IP@( line-id} binding created 


in CLF at NASS attachment





2) IMS registration


IMPI in SIP


IP@ in IP header





3) P-CSCF fetches line-id 


from CLF using IP@ as key





4) P-CSCF reports line-id to


S-CSCF in P-A-N-I





5) S-CSCF fetches line-id-ref(s) from UPSF.


If line-id matches some of line-id-ref(s)


=> UE authenticated
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0) {IMPI_victim ( line-id_victim-ref(s)} binding 


provisioned in UPSF





[(1) step not needed]


2) IMS registration


False IMPI_victim in SIP


False line-id_victim in P-A-N-I





3, 4) NBA-not-aware P-CSCF 


(eg. legacy 3GPP R5/R6 P-CSCF) 


lets P-A-N-I through to S-CSCF untouched





5) S-CSCF fetches line-id_victim-ref(s) from UPSF.


as line-id_victim in P-A-N-I matches some of 


line-id_victim-ref(s) 


=> UE_badguy1 authenticated as UE_victim!





Similar attack can be identified and blocked in


NBA-aware P-CSCF


However it means P-CSCF must screen all P-A-N-I !!
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0) {IMPI ( line-id-ref(s)} binding 


provisioned in UPSF





{IP@( line-id} binding created 


in CLF at NASS attachment





2) IMS registration


IMPI in SIP


IP@ in IP header





3) P-CSCF fetches line-id 


from CLF using IP@ as key





4) P-CSCF reports line-id to S-CSCF in a P-CSCF-mandatory header or add an indicator into a mandatory header if line-id carried in PANI header





5) S-CSCF makes sanity check 


and fetches line-id-ref(s) from UPSF.


If line-id matches some of line-id-ref(s)


=> UE authenticated
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