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1 Introduction
In this document we propose different alternatives for how keys could be handled upon mobility events within an SAE/LTE network and between two SAE/LTE networks. Key handling here includes key derivation and transfer. Mobility here refers to handover (mobility in active mode) as well as idle mode mobility. In our terminology, the user moves from a source network / entity to a target network / entity.

This document does not deal with key handling on active to idle or idle to active transitions (see companion contribution) and does also not include key handling on mobility between SAE/LTE and other 3GPP or non-3GPP networks. 

While former contributions to SA3 related to this topic proposed specialized solutions for some aspect of the key handling on mobility (as e.g. S3-060032, S3-050694, and S3-060236 focus on intra MME/UPE handover while e.g.  S3-060704 focuses on key derivation and transfer on handover between LTE and UTRAN) we try to look at the decisions SA3 has to take from a higher view point. We propose that SA3 uses this document as a working assumption on the alternatives for key handling from which SA3 will chose. The optimal choice will, however, depend on the actual handover procedures chosen by SA2. Currently, many alternative handover procedures are still under discussion (see TR 23.882, Section 7.15 for inter MME handover alternatives, see S2-063195 for rationale for Alternative 2, see TS 36.300, and TR 25.813 for intra MME handover). 

When deciding key derivation functions and key management procedures the UE operations and UE – LTE RAN interface should be kept simple. It is preferred to maintain the same functionality regardless, which kind of handover type is in question, but this requirement needs to be traded off against other requirements. 

This document is based on a companion contribution about a working assumption on the key hierarchy in SAE and reuses the notations introduced there. Therefore we suggest that the reader first reads the companion contribution. 

The companion contribution deals with the establishment of user-related keys in SAE/LTE and the binding of keys to context parameters during establishment, so that these keys cannot be used in a key establishment procedure in a different context. 
The companion contribution does not consider key handling on mobility events within an access network or between different access networks. The key binding on key establishment (as well as the SAE/LTE binding in the AVs) is not meant to prevent the transfer of a key to a different context in handover. For a rationale see the companion contribution. The key handling on mobility events is addressed in this document. 
2 Key handling on idle mode mobility

2.1 Within one SAE/LTE network

Idle mode mobility within one SAE/LTE network leads to cell reselections in which a UE chooses new eNBs to camp on, and it leads to location updates in which MME changes are indicated to the HSS. UPEs are not reselected during idle mode mobility, but assigned on idle to active transitions only. A cell reselection does not lead to new keys being provided to the new eNB. However, a new MME selected upon idle mode mobility has to be provided with keys. A new MME can be provided with keys by one of the three alternatives described for inter MME handover. However, in case of idle mode mobility, new keys could also be provided to the MME by a new run of AKA. (On handover a new run of AKA would be too time consuming). In this case, a location update would always result in a new run of AKA during which MME obtains a new KASME from the HSS. However, a new run of AKA is not required in order to provide key separation between MMEs. For key separation between MMEs it would be sufficient to provide the new MME with a KASME which HSS derived from CK, IK with help of PLMN-ID, RAT-ID and MME-ID as input. But this would not only require HSS to support some new form of fast re-authentication procedure but would also require the HSS to keep additional state about each UE, namely the CK, IK pair. 

We propose that the specification shall allow a new run of AKA upon location update. But it is at the discretion of the operator to determine the frequency of AKA runs. If no AKA is run then the proposals are the same as for inter-MME handover. 

2.2 Between different SAE/LTE networks

Idle mode mobility between different SAE/LTE networks results in a MME change. We advise requiring a new AKA run in this case in order to provide MME with new keys that depend on the identity of the new PLMN, the RAT-ID, as well as the identity of the new MME. In addition a key caching mechanism (ffs) could be used to avoid new AKA runs on frequent network changes. 
3 Key handling on active mode mobility

3.1 Overview on alternatives for key handling on handover
Assume a target entity (eNB, UPE or MME) is to be provided with keys (for RRC, UP or NAS protection) during handover. Then we suggest further discussing the following general alternatives to provide the target entity with the corresponding keys. 

Alternative 1: Derivation of new target key for the target entity by the holder of the key one level up in the key hierarchy (parent key holder) from the key material (parent key) it holds. There are two subcases: 

a) the parent key holder in the source network derives the key, which is then transferred to the target network;

b) the parent key holder in the source network transfers the parent key to the target network where key derivation takes place.

Alternative 2: Derivation of new target key for target entity by source entity from key material held by source entity (source key) 

Alternative 3: Transfer source key used by source entity to target entity (possibly via another entity) and reuse it unchanged 

We assume that key derivation is performed using a one-way function.

The three alternatives are illustrated in Figure 1.
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Figure 1: Alternatives 1 , 2, and 3 for key handling on handover between a source and a target entity

Alternative 1 guarantees that separate keys are used for the protection of traffic between UE and the source entity and between UE and the target entity. Therefore Alternative 1 is the preferred option bearing in mind only security.  However, Alternative 1 requires the parent key holder (MME respectively HSS) to either be involved in each handover procedure or requires the parent key holder to predict the potential target entities and distribute encrypted keys for the potential target entities to the source entities before handover (for providing a target eNB with RRC keys this option was suggested in S3-060032). Involving the parent key holder does not currently seem feasible for all alternative handover procedures discussed by SA2 (see e.g intra MME handover described in TR 25.813 or TS 36.300). Predicting the target entities and distribute encrypted keys for them. This is out of the scope of this contribution.
Alternative 2 (which was also proposed in S3-060236 for RRC key handling on handover) provides backward security for the source keys: a target key compromised while used by the target entity cannot be used for impersonation of any source entity or for decrypting previously recorded traffic exchanged between the source entity and UE. Alternative 2 does not require the parent key holder to be involved in the handover procedure. 

Finally, Alternative 3 does not protect the source entities from compromised target entities. RRC, UP or NAS keys compromised while used by the target entity can be used to impersonate any other entity of the same type or decrypt previously recorded encrypted traffic exchanged between source entity and UE. However, Alternative 3 adds the least overhead to handover procedures and seems to be acceptable as long as eNBs, UPEs and MME can be assumed to be  equally well protected (as e.g. in case of intra-PLMN handover). 
As a general principle we suggest using Alternative 1 whenever the handover procedures selected by SA2 allow for an easy implementation of this alternative. Otherwise we suggest using Alternative 3 due to the additional complexity and the limited security gain of Alternative 2. In the following two sections we discuss the above alternatives in more detail for the different handover types and show how the decision on which solution to select depends on the way handover procedures will be implemented in SAE. 
3.2 Key handling on handover within one SAE/LTE network

Inter eNB, intra UPE/MME handover:

In this handover case the three alternatives for providing the target eNB with the keys for RRC protection are:

Alternative 1: MME derives a new KeNB or a new KeNB enc, KeNB int pair from KASME and transfers it to the target eNB. If MME transfers KeNB then the target eNB subsequently derives KeNB enc, KeNB int from KeNB
Alternative 2: eNB derives a temporary key K’eNB from KeNB , or KeNB enc , or KeNB int , and transfers it to the target eNB (directly or via MME). The target eNB subsequently derives KeNB enc, KeNB int from K’eNB for RRC protection 
Alternative 3: eNB (or MME) transfers KeNB to the target eNB, target eNB derives KeNB enc, KeNB int from KeNB dependent on the encryption and integrity protection algorithms it is going to use. For this alternative it is crucial that the intermediate key KeNB is used such that the target eNB can derive separate KeNB enc, KeNB int if it uses encryption and integrity protection algorithms different from the ones used by the source eNB. 
RAN (see TS 36.300, TR 25.813) currently assumes that MME is not involved in intra MME handover procedures. Therefore Alternative 1 does not seem to be easily applicable during this type of handover. In order to circumvent this difficulty, it was suggested in S3-060032 that MME should provide an eNB with keys not only for itself but also for potential target eNBs during AKA. These keys would then be encrypted with the help of a keys shared between MME and the target eNBs. 

Inter eNB, inter UPE, intra MME handover (in case MME and UPE are separate):

In this handover case, the three alternatives for providing the target eNB with the keys for RRC protection are the same as in the last case.
Referring to UP traffic, SA2 currently discusses several alternative solutions to support mobility in active mode (see TR 23.882 and S2-063195). In some of these alternatives UPE relocations only take place in case of sessions that are not delay sensitive. In case of delay sensitive sessions UPE stays the same and mobility support is provided through the flexible nature of S1 (UPE / MME can address eNBs that belong to different service areas).  In case UPE stays the same, the handover procedure does not result in any key handling issue for UP traffic. We therefore only discuss the case of UPE relocation here. 
The three alternatives for key handling in case of UPE relocation are: 

Alternative 1: MME either derives a new KUPE or derives a new KUPE enc, from KASME and transfers it to UPE. If MME transfers KUPE UPE subsequently derives KUPE enc from KUPE
Alternative 2: UPE derives a temporary key K’UPE from KUPE or KUPE enc , and transfers it to the target UPE (directly or via MME). The target UPE subsequently derives KUPE enc from K’UPE for UPE encryption.

Alternative 3: UPE (or MME) transfers KUPE to the target UPE, target UPE derives KUPE enc from KUPE dependent on the encryption algorithms it is going to use (for this alternative it is crucial that the intermediate key KUPE is used such that the target UPE can derive a separate KUPE enc if it uses an encryption algorithm different from the one the source UPE used.

From the current discussion in SA2 on handover with UPE relocation (TR 23.882, S2-063195) it is unclear whether or not MME will be involved in the handover preparation. If MME will be involved in the handover preparation, Alternative 1 above should be adopted by SA3 in order to provide target eNB and target UPE with RRC and UP keys respectively. 
Inter MME handover: 

As for UPE relocation, SA2 currently discusses whether or not MME relocations within on SAE/LTE network are necessary for certain handover types (see TR 23.882 and S2-063195). If MME relocations are implemented, keys for NAS protection have to be provided to the target MME, the target UPE as well as the target eNB. We see the following alternatives for key handling on handover with MME/UPE relocation:
Alternative 1: HSS derives new KASME from CK, IK (with target MME-ID as well as the target PLMN-ID and the target RAT-ID as input) and transfers it to the target MME. The target MME derives KeNB and KUPE (or KeNB enc, KeNB int, and KUPE enc) from KASME and transfers it to UPE and eNB respectively. In addition, the target MME derives KNAS enc and KNAS int from KASME. In case the target MME transfers KeNB and KUPE the UPE derives KUPE enc from KUPE and eNB derives KeNB enc, and KeNB int from KeNB (requires HSS to be involved in key derivation and transfer upon inter MME handover or requires HSS to predict potential MMEs to which UE may relocate and send several encrypted keys.)
Alternative 2: Source MME derives a temporary key K’ASME from KASME using the target MME’s identity and the target PLMN-ID
 as input. Target MME derives KNAS enc and KNAS int from K’MME 

a) The target MME subsequently derives the keys KeNB and KUPE (or KeNB enc, KeNB int, and KUPE enc) from K’MME and transfers it (them) to UPE and eNB respectively. In case the target MME transfers KeNB and KUPE the UPE derives KUPE enc from KUPE and the eNB derives KeNB enc, and KeNB int from KeNB (requires MME to be involved in key transfer)

b) K’UPE and K’eNB are derived by the source UPE (with the target UPE-ID and the target PLMN-ID as input) and the source eNB (with the target eNB-ID and the target PLMN-ID as input) and  keys are transferred to the target UPE and target eNB as in Alternative 2 described above (allows for direct context transfers between UPEs and eNBs)

c) KUPE and KeNB are reused by target UPE and target eNB  as in Alternative 3 described above (allows for direct context transfers between UPEs and eNBs)

Alternative 3: The source MME transfers KASME to the target MME. In addition, the target MME derives KNAS enc and KNAS int from KASME. 

a) The target MME subsequently derives the keys KeNB and KUPE (or KeNB enc, KeNB int, and KUPE enc) from the same KASME that was already used by source MME and transfers them to UPE and eNB respectively. In case target MME transfers KeNB and KUPE UP derives KUPE enc from KUPE and eNB derives KeNB enc, and KeNB int from KeNB (requires MME to be involved in key transfer)
b) KUPE and KeNB are transferred from source UPE to target UPE and source eNB to target eNB as in Alternative 3 described above (allows for direct context transfers between UPEs and eNBs)
HSS involvement during handover procedures with MME relocation seems too time-consuming. In addition, HSS involvement would require HSS to keep additional state about each UE, namely the CK, IK pair from which KASME can be derived. Or else, the HSS would have to predict potential MMEs to which UE may relocate and send several keys KASME  encrypted with keys shared between HSS and MME. But, apart from the complexity, this solution would require that core network security is realized in an end-to-end fashion between HSS and MME, which may not be assumed.  Therefore, Alternative 1 in connection with HSS involvement upon handover seems infeasible. 

In case Alternatives 2 or 3 are chosen by SA3 we propose to use Option a) if the handover procedures adopted by SA2 allow for it. 

3.3 Alternatives for key handling on handover between different SAE/LTE networks

The alternatives for key handling on handover between different SAE/LTE networks are the same as described in the third case (inter MME handover) in the last section. 

If Alternative 2 or 3 are chosen for this type of handover, the target operator should be able to initiate a new authentication as soon as possible after the handover. It is currently ffs whether or not authentication can take place during an ongoing connection. If this is not the case, the target operator should at least be able to initiate a new authentication as soon as UE transits from active to idle (see companion contribution on “Key handling on active to idle and idle to active transitions”. 

3.4 Summary of evaluation of alternatives: 

Table 1 Key derivation alternatives compared for the different handover types

	
	Assumption
	Alternative-1
	Alternative-2
	Alternative_3

	Inter eNB, Intra UPE/MME handover
	MME is not involved in intra-MME handover
	. preferred if generation of encrypted keys for multiple eNBs in MME is acceptable
	OK (alternative 3 preferred)
	OK 

	Inter eNB, Inter UPE, Intra MME Handover (separation case )
	Only UPE relocation
	preferred if generation of encrypted keys for multiple eNBs in MME is acceptable
	OK  (alternative 3 preferred)
	OK 

	Inter-MME Handover (within same PLMN)
	MME relocation
	Unwanted due to creating HSS state.


	OK (alternative 3 preferred)
	OK 

	Inter-MME Handover (between PLMNs)
	MME relocation
	Unwanted due to creating HSS state.
	OK
	OK


4 Conclusion

In this document we proposed several alternatives for key handling on mobility events. We propose that SA3 agrees to use these key handling alternatives for SAE as a basis for further discussion and include them in the TR 33.821.
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� Note that according to TR 23.882, Section 7.20.2, MME-ID, UPE-ID and eNB-ID are unique within a PLMN. Consequently on PLMN changes the PLMN-ID should be used as an additional input for key derivation. In order to support the same procedures in case of Inter-MME handover between PLMNs as within a PLMN, we suggest to use the PLMN-ID in any of the two handover cases. 
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