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Discussion 

______________________________________________________
1 Introduction
In a companion contribution on the SAE key hierarchy it is argued that binding authentication vectors to SAE use is crucial for enhanced security in SAE.

We briefly recap the problem to be solved: authentication vectors used for SAE and pre-SAE systems shall be verifiably separated. In particular, authentication vectors delivered to pre-SAE network entities (e.g. SGSNs or RNCs in visited networks) could be stolen and then used to impersonate an SAE network. If this was possible it would defeat the purpose of key binding in SAE.

We require a binding mechanism to meet the following two requirements:
1) the mechanism shall not require any changes to R99 USIMs;

2) it shall be possible to use the same USIM with SAE-capable MEs as well as with legacy MEs;

Requirement 1) is in accordance with SA3’s decision to allow R99 USIMs for SAE access (TR 33.821). 

Requirement 2) means that a user can buy an LTE-capable ME at a certain point in time without having to change his USIM. A consequence of requirement 2) is that it is not possible for the HSS to generate special SAE authentication vectors for users, based on subscription information, as even SAE subscribers may at some point use their USIM in connection with legacy MEs that do not support a special SAE key derivation. Moreover, an ME cannot explicitly signal its capability to support SAE key derivation to a legacy SGSN. Therefore it must be assumed that the HSS has no information about the UE’s capabilities to support SAE key derivation when the UE attaches to a legacy SGSN. As noted in the companion contribution on the SAE key hierarchy, it is ffs whether this is also true when the UE attaches to an MME or a Release 8-SGSN over UTRAN. 

In this document we present an effective solution for binding authentication vectors to SAE use. This solution is based on the AMF field of an authentication vector. 

The proposed solution shows that it is possible to implement the binding of authentication vectors to SAE use without requiring any changes to R99 USIMs and while keeping AuC changes small. 

The use of the mechanism considered here is independent of the decision whether UMTS 3G AKA or EAP-AKA will be used as it can be used with both variants of AKA. 

2 Use of AMF for SAE binding 

In this section, we show how a particular bit, which we call here the “Separation bit”, in the AMF field of AKA could be used to indicate whether or not an authentication vector is usable for AKA in an SAE context. If the Separation bit is set to 1 the authentication vector is only usable for AKA in Release in an SAE context, if the bit is set to 0, the vector is usable in a non-SAE context only. For authentication vectors with the Separation bit set to 1, the secret keys CK and IK generated during AKA do never leave the HSS. The proposed procedure does not require any changes to current USIMs and keeps AuC changes small. Furthermore, we assume that the changes amount to a configuration of the AuC. Also it does not change the Release 99 specifications and higher versions of 3G TS 33.102. 

The mechanism assumes that not all bits of the AMF are already in use for proprietary purposes. There is some evidence that, in fact, AMF is currently not used at all.

2.1 Background

The 16 bit Authentication Management Field AMF (cf. TS 33.102, Section 6 and Annex F) is inserted into the authentication token AUTN in an authentication vector (AV) by the AuC during AKA in the clear (i.e. not blinded by the anonymity key AK). AMF is also included in the computation of the message authentication code MAC such that it cannot be changed during transfer to UE. There is currently no standardized interpretation for AMF. Examples for possible use cases are included in Annex F of TS 33.102. 

2.2 SAE binding with AMF

HSS and ME follow the rules below for the new key separation: 

Rules: 
· the HSS must never issue an AV with the Separation bit set to 1 to a non-SAE network entity. 

· The HSS performs further key derivation from CK, IK as defined in the companion document on SAE key hierarchy before sending an AV with Separation bit set to 1 to an SAE-MME (or any other SAE entity.).

· An ME attaching to LTE (or another SAE access network) must check during authentication that Separation bit is set to 1 and abort authentication if this is not the case.
Upon receipt of an authentication vector request from an MME, the HSS requests from the AuC one or more new authentication vectors AV* usable on SAE/LTE. AuC generates these authentication vectors AV* using the AMF with the Separation bit set to 1 and transfers them to HSS.  For each received authentication vector AV*, the HSS derives a PLMN- and RAT-specific key KASME from the original CK, IK included in AV* and replaces these by KASME in AV*. How such a key could be transported from HSS to ASME is explained in S3-060632. HSS gets knowledge of the corresponding PLMN, RAT combination and the ASME (MME) identity (cf. companion contribution) as part of the SAE-specific authentication vector request received from MME as HSS needs this information anyway to be able to take authorization decisions of whether PLMN is allowed to serve a particular subscriber in combination with a particular RAT 

HSS transfers the modified AV* to ASME (MME).  ASME (MME) sends RAND, AUTN of the first AV* to UE. Upon receipt of a RAND, AUTN pair, the USIM checks whether MAC is correctly computed over AUTN. USIM is thus assured that AMF was not changed during transfer from AuC to USIM. This is all in accordance with Release 99 specifications. USIM does not interpret AMF. Instead ME interprets AMF and computes the key KASME from CK, IK if the corresponding Separation bit is set to 1. If network selection in SAE/LTE is performed as in UMTS then UE gets to know the RAT / PLMN combination it is currently attached to as part of the beacon information used on network selection (cf. TS 23.122) and can use this information upon key separation. It needs to be checked further how UE obtains the MME identity.

It is important to note that, due to the use of the Separation bit, the AuC cannot simply pre-compute authentication vectors for several sequence numbers any more. This is a result of the use of sequence numbers and the fact that the message authentication code MAC depends on AMF, and AMF depends on the context (SAE or not) which the AuC cannot predict. Nevertheless, it may still be useful to pre-compute authentication vectors for the same context as the previous one as the likelihood of a UE attaching to the same type of network may be reasonably high. 

3 Conclusion

In this document we proposed a viable solution for binding authentication vectors to SAE uses during SAE/LTE AKA. This solution is usable without changes to USIM and requires only minimal configuration changes to AuCs that conform to Release 99 specifications. This SAE binding enables effective separation between PLMNs and RATs during authentication in SAE. While developing this solution we also considered using a Special RAND mechanism to indicate whether an AV is usable on SAE or not. However, there are strong indications that a Special RAND mechanism would interfere with prior discussed uses of Special RAND, such as the indication of the allowed GSM/GPRS encryption mechanisms or possible proprietary uses of RAND-bits. 

We suggest including the proposed AMF based solution in TR 33.821. 
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