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Introduction

The current pCR makes several editorial clarifications and introduces proper specification language where appropriate.
Pseudo-CR:
*********************************************************
**** Begin of changes ****
Introduction

The need to establish a secure channel between a UICC Hosting Device  and a Remote Device connected via a local interface has been identified by the Personal Network Management work (see TS 22.259 [4]), in order to protect the communication between the UICC Hosting Device and the Remote Device.

This document describes key establishment between a UICC Hosting Device and a Remote Device.
**** Next changes ****
2
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
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· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".

[2]
3GPP TS 31.101: "3rd Generation Partnership Project; Technical Specification Group Terminals; UICC-terminal interface; Physical and logical characteristics".

[3]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[4]
3GPP TS 22.259: " Service Requirements for Personal Network Management; Stage 1".

 

[7]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application function using Hypertext Transfer Protocol over Transport Layer Security HTTPS".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

NAF Key Centre: Dedicated NAF in charge of performing the key establishment between a UICC Hosting Device and a Remote Device.

UICC Hosting Device: The entity, which is physically connected to the UICC used for key establishment between UICC Hosting Device and Remote Device. The UICC Hosting Device may be the MT or the ME.

Remote Device:
A Remote Device is physically separated from the UICC Hosting Device (e.g. PNE as defined in TS 22.259 [4]). The Remote Device may host a UICC by itself but this UICC is not involved in the key establishment between the UICC Hosting Device and the Remote Device. For the purposes of the present document, the term Remote Device denotes a trusted device that can establish a shared key with a UICC Hosting Device. 
NOTE 1:
The definition of trusted devices is out of the scope of the specification. It is assumed that the home network can decide whether a remote device is trusted or not. 

Editor’s note: 
Some examples of trusted devices may be included.

Device_ID:
It identifies uniquely the Remote Device. The Device_ID of a ME or MT is the IMEI.

NOTE 2:
In case that the Remote Device is not a ME or MT the definition of the type of Device_IDs is out of the scope of this specification.
**** Next changes ****

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

B-TID
Bootstrapping Transaction Identifier

BSF
Bootstrapping Server Function

GBA
Generic Bootstrapping Architecture

GBA_ME
ME-based GBA

GBA_U
GBA with UICC-based enhancements

Ks_ext_NAF
Derived key in GBA_U

Ks_NAF
Derived key in GBA_ME

Ks_(ext)_NAF
Combined abbreviation denoting Ks_NAF in case of GBA_ME and Ks_ext_NAF in case of GBA_U
Ks_local_device
Derived key, which is shared between a UICC hosting device and a Remote Device

NAF
Network Application Function

SLF
Subscriber Locator Function 

USS
User Security Setting

4 Key Establishment between a UICC Hosting Device and a Remote Device

4.1
Reference model
A Remote Device, which for example could be a PNE as defined in TS 22.259 [4] or any other Remote Device containing a Ua application according to this specification, is connected to a UICC Hosting Device, via a local interface. The communication over the local interface could take place via for example Bluetooth, USB, IR or a serial cable.
GBA_ME or GBA_U is used to provision a shared key (i.e. Ks_local_device) between the UICC Hosting Device and the Remote Device. The shared key (i.e. Ks_local_device) is derived by the UICC Hosting Device and the NAF Key Centre from the Ks_ext_NAF or Ks_NAF residing in the UICC Hosting Device and NAF Key Centre after a complete GBA run according to TS 33.220 [3].
The NAF Key Centre securely delivers Ks_local_device to the Remote Device through a TLS tunnel, which is established between the NAF Key Centre and the Remote Device. The Ks_local_device can then be used to secure the local interface between the UICC Hosting Device and the Remote Device. 
Figure 5.1 shows a network model of the entities that utilize the bootstrapped secrets, and the reference points used between them.
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Figure 4.1: High level reference model

Editor’s note: 
The case, where the UICC holding device has connectivity and the remote device has not, needs to be added.
**** Next changes ****
4.3
Key establishment architecture and reference points
4.3.1
General
This document is based on the architecture specified in TS 33.220 [3]. The Reference Points that are not explained in this section can be found in TS 33.220 [3].

4.3.2
Reference point Ub

The reference point Ub is implemented between the UICC Hosting Device and the BSF as described in TS 33.220 [3]. The UICC Hosting Device runs the HTTP Digest AKA protocol. This allows the UICC/UICC Hosting Device and the BSF to generate the bootstrapping key Ks.

4.3.3
Reference point Ua

The reference point Ua is used to deliver Ks_local_device and the associated parameters to the Remote Device.
4.4
Requirements and principles for key establishment between a UICC Hosting Device and a Remote Device
4.4.1
General requirements 
The following requirements and principles are applicable to the procedure for key establishment between a UICC Hosting Device and a Remote Device: 

· The UICC Hosting Device and the Remote Device shall be able to establish a shared key (i.e. Ks_local_device);

· The UICC Hosting Device shall be trusted;

NOTE:
The definition of trusted UICC Hosting Device is out of scope of the specification. 
· The Remote Device shall be trusted;

NOTE:
The definition of trusted Remote Device is out of scope of the specification. 

·  The Remote Device and the network shall be able to authenticate each other;

· The server implementing the key establishment function (i.e. the NAF Key Centre) needs to be trusted by the home operator to handle the authentication parameters and the shared key;
· The procedure for the key establishment between a UICC Hosting Device and a Remote Device shall be access independent;

· To the extent possible, existing protocols and infrastructure should be reused.
4.4.2
Requirements on the Remote Device
The Remote Device shall support certificate-based mutual authentication as defined in TS 33.222 [7]. Furthermore, the Remote Device shall be equipped with a valid Client Certificate.

**** Next changes ****

4.4.5
Requirements on the NAF Key Centre
The NAF Key Centre shall support certificate-based mutual authentication as defined in TS 33.222 [7].

The NAF Key Centre shall be capable of determining whether a Remote Device is trusted or not.

The NAF Key Centre shall implement GBA_ME and GBA_U as defined in TS 33.220 [3].

The NAF Key Centre dedicated to the Key Establishment Mechanism shall be located in the operator’s Home Network.
Editor’s note: 
Whether the NAF Key Centre dedicated to the Key Establishment Mechanism can be located in a Visited Network is FFS.
The NAF Key Centre shall be capable of deriving the Ks_local_device key from the Ks_(ext)_NAF key.
4.4.6
Requirements on Ks_local_device key and associated parameters handling in Remote Device
One key (i.e. Ks_local_device) shall be established per UICC Hosting Device and Remote Device pair. One established Ks_local_device key shall only be shared between one specific UICC Hosting Device and one specific Remote Device. 

NOTE:
Further key derivations from the Ks_local_device should be allowed to be used at, e.g., application layer to be able to differentiate the keys to be used by different applications. However, this is out of the scope in this specification.

Editor’s note: 
Key lifetime and key handling is FFS.
4.4.7
Requirements on Ks_local_device key and associated parameters handling in UICC Hosting Device
One key (i.e. Ks_local_device) shall be established per UICC Hosting Device and Remote Device pair. One established Ks_local_device key shall only be shared between one specific UICC Hosting Device and one specific Remote Device. 

NOTE: 
Further key derivations from the Ks_local_device should be allowed to be used at, e.g., application layer to be able to differentiate the keys to be used by different applications. However, this is out of the scope in this specification.

Editor’s note: 
Key lifetime and key handling is FFS.
4.5
Procedures
4.5.1
Initiation of key establishment between a UICC Hosting Device and a Remote Device
If the Remote Device has a Ks_local_device key stored for a particular UICC Hosting Device, then the Remote Device should attempt to use it with the UICC Hosting Device. If this fails due to the UICC Hosting Device not sharing the same Ks_local_device key, then the Remote Device shall initiate a new request to the UICC Hosting Device to initiate a new key establishment procedure as described in clause 4.5.2.

4.5.2
Key establishment procedure

 1. The Remote Device has no valid Ks_local_device key stored.

2. The Remote Device sends a request to the UICC Hosting Device to send a  list of available NAF_ID’s with NAF Key Centre functionality stored in the UICC Hosting Device. 

3. The UICC Hosting Device sends its list of available NAF-ID’s with NAF Key Centre functionality to the Remote Device. 

4. The Remote Device selects a NAF-ID with NAF Key Centre functionality from the list provided by the UICC Hosting Device or proposes a NAF-ID stored in it’s own memory.

5. The Remote Device sends a request to the UICC Hosting Device for a B-TID. The Remote Device includes parameters NAF_ID and Device_ID in order for the UICC Hosting Device to be able to calculate a new Ks_(ext)_NAF and Ks_local_device key. 

6. If the UICC Hosting Device does not have a valid B-TID, then the UICC Hosting Device performs a new bootstrapping procedure. The UICC Hosting Device asks for a complete GBA run: a GBA bootstrapping procedure and a GBA_ME – or a GBA_U - NAF Derivation procedure.
7. When the GBA run has been completed then the UICC provides a Ks_ext_NAF key to the UICC Hosting Device if GBA_U has been used; or the CK and IK to the UICC Hosting Device if GBA_ME has been used. If GBA_ME has been used, then the UICC Hosting Device further derives Ks and Ks_NAF.

8. The UICC Hosting Device calculates the Ks_local_device key from the Ks_(ext)_NAF, B-TID, NAF_ID and Device_ID and stores it locally.

9. The UICC Hosting Device sends a response including the B-TID and NAF_ID to the Remote Device.
10. The Remote Device and the NAF Key Centre establish a HTTPS tunnel with certificate based mutual authentication. Confer TS 33.222 section 5.5.
11. The Remote Device sends a “service request” message to the NAF Key Centre node in the mobile operator network. The message is sent within HTTPS tunnel.

The request contains the following payload: the identity (B_TID) and the Remote Device identifier (Device_ID) requiring the establishment of key Ks_local_device.
12. The NAF Key Centre contacts the BSF and sends the identity B_TID in a credential request. 
Editors Note: Authorization of the Remote Device in the NAF Key Centre is FFS.

13. The BSF returns the shared secret Ks_(ext)_NAF to the NAF Key Centre.

14. The NAF Key Centre calculates the Ks_local_device key from the Ks_(ext)_NAF, B-TID, NAF_ID and Device_ID and stores it locally.
15. The NAF Key Centre sends within HTTPS tunnel a request response message to the Remote Device with the following payload: B-TID, Ks_local_device, Key Lifetime.
16. The Remote Device stores Ks_local_device and associated Key Lifetime.
17. The Remote Device sends a response to the UICC Hosting Device to indicate that the key establishment procedure is now completed. 


[image: image2]
Figure 4-2: Key establishment procedure 
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