TISPAN WG7
TD17
Interim Drafting Meeting
Oslo, 19-21 April 2005

3GPP TSG SA WG3 (Security) meeting #46
 S3-070055
Beijing, China, 13 – 16 Feb, 2007 
​
Source:
Huawei
Title:
GBA Push issues without return channel
Agenda item:
6.7.5
Document for:
Discussion and decision
1 Introduction 

After last SA3 #45 meeting, the GBA PUSH issue of whether the UE shall have the return channel to network entities or not is discussed in the SA3 mailing list, but still no consensus was reached. So in this contribution, we summarize the issues if there is no return channel, and provide corresponding suggestions.
2 Summary of issues
Issue 1.  GBA_PUSH_INFO lost
No matter whether the GBA_PUSH_INFO (e.g. AUTN, RAND, B-TID…) is pushed via the BSF or the NAF, it may be lost during the transportation in the network. In this case, if there is no return channel, the network entities (either BSF or the NAF) will be unaware of such an abnormal case, and the NAF will still believe that the security associations between the NAF and UE have been successfully established, and continues to send the PUSH data, which can not be decrypted by the UE, and this may cause a deadlock.
Issue 2.  GBA_PUSH_INFO and PUSH data out of order

In any cases, the UE shall receive the GBA_PUSH_INFO and PUSH data in correct sequence. If the encrypted PUSH data message reaches the UE before the GBA_PUSH_INFO message in some cases, the UE will not be able to decrypt the PUSH data in such an abnormal case. 
Issue 3.  Ks lost when Ks is shared among the NAFs
If the Ks is shared between different NAFs, an issue may occur: Suppose the NAF1 request the GBA_PUSH_INFO from the BSF, and the BSF generates the Ks1 and send the corresponding GBA_PUSH_INFO1(AUTN1, RAND1, B-TID1) and Ks_NAF1 to the NAF1, then the NAF1 pushes the GBA_PUSH_INFO1 to the UE, and the UE generates the Ks1 and the Ks_NAF1; During the lifetime of the Ks1, the UE may lost the Ks1 because of some abnormal reasons (e.g. power down), in this case, if another NAF2 sends a request to the BSF, the BSF checks the Ks1 is still valid, so sends the corresponding B-TID1 and the Ks_NAF2 to the NAF2, then the NAF2 sends the encrypted PUSH data and the B-TID1 to the UE. Because the UE had lost the Ks1, so the PUSH data can’t be decrypted by the UE.
Issue 4.  GBA_PUSH_INFO out of order when Ks is not shared among the NAFs
If the Ks is not shared between different NAFs, a potential issue which is shown in the figure below may occur: The NAF1 requests the GBA_PUSH_INFO from the BSF, and the BSF returns the GBA_PUSH_INFO1 to the NAF1, which contains the sequence number SQN1 in the AUTN1 of GBA_PUSH_INFO1; Just after that, another NAF2 requests the BSF for the GBA_PUSH_INFO, and the BSF returns the GBA_PUSH_INFO2 whose sequence number is SQN2 (SQN2 > SQN1). If the GBA_PUSH_INFO2 reaches to the UE earlier than the GBA_PUSH_INFO1, the AUTN1 in the GBA_PUSH_INFO1 will be considered as reply attack and be rejected by the USIM because of SQN1 < SQN2, and so the corresponding Ks1 will not be able to be derived in the UE. So if the NAF1 continues to send the PUSH data, the UE won’t be able to decrypt them. 
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Conclusion: All the above issues can not be solved if the UE doesn’t have the return channel to the network entities (BSF or NAF).
Someone may argue that the return channel may conflict with OMA’s requirement:
“The mobile client SHOULD preferably not have to contact any network entity to be able to generate the security association and check the message.”
Actually, this requirement doesn’t exclude the UE from using the return channel, instead it means that the UE should not actively use the return channel to contact the network to initiate the push bootstrapping procedures in order to avoid potential DoS attack to the BSF. So it is still aligned with the above requirement.
3 Proposal
We suggest SA3 discuss the above issues and agree the proposal that the UE shall have the return channel.
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