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7.4.4
Key management aspects for LTE/UMTS interworking (from S3-060704)

· that LTE MME shall implement strong backwards key separation towards legacy systems,

· that Rel8 SGSNs shall implement strong backwards key separation towards LTE,

· that possibilities for forward security between Rel8 and LTE are to be further studied.

7.4.5
Security algorithm selection for LTE (from S3-060705)

· LTE should from the start have support for UEA1, UIA1, UEA2 and UIA2. 

· Signalling at UPE and MME relocation should allow the transfer of algorithm information to target UPE, MME and UE.

7.4.6 Key identities in LTE/SAE
Key architecture in LTE/SAE may be different with that in UMTS. A so-called master key may be generated both in UE and MME after AKA authentication. Master key is derived from CK and IK in authentication vector. For example, master key may be got by concatenating CK and IK. That is master key = CK||IK. Master key is used to deduce three key pairs (i.e. CKnas/IKnas, CKas/IKas and CKup). So in this key architecture, CKnas/IKnas, CKas/IKas andCKup are able to be updated based on master key. A re-authentication is not needed for updating keys.

Furthermore, the frequencies of use of different key pairs are different. It is easy to understand that CKup would be used most frequently since CKup is used to cipher user data. Hence the lifetimes of these three key pairs should be different. A mechanism which allows update these key pairs separately would address the different lifetime of these three key pairs. And such a mechanism could make LTE/SAE more flexible and reduce the unnecessary changes of security configurations.
The identities of three key pairs would be different. These identities are called KSInas, KSIas and KSIup. These identities should be used as following:

1) UE send KSInas, KSIas and KSIup to MME. KSIm (which is sent to UE with authentication challenge) may also be included in this message. If KSIx is set to “111”, it means that CKx and IKx are invalid. The “x” should be “nas” or “as” or “up”. For example, setting KSIas to “111” means that CKas/IKas are invalid. If master key is invalid, KSIm would be set to “111”.

2) MME find relative keys according to KSInas, KSIas and KSIup, maybe also and KSIm. MME would send relative key pairs to eNB and UPE. UE and network use these key pairs to protect communication between them. 

3) If value of KSIx is “111”, the key pair CKx/IKx would be updated based on master key. The “x” should be “nas” or “as” or “up”.  New KSIx is sent to UE. If value of Km is “111”, authentication should be performed.

4) UE should deduce new key pairs and store new KSIx.

5) New key pairs would be used to protect the communication between UE and network.

In this solution, different key pairs could be updated separately. So the key update solution is more flexible and unnecessary changes of security configurations are able to be avoided.
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