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1 Introduction
SA3 has identified the need for security associations (based on associated cryptographic keys) between the UE and network entities for various procedures: 

· for protecting NAS signalling (between MME-UE), 

· for protecting RRC signalling (between eNodeB-UE) 

· for user plane encryption (between UPE-UE)
In this contribution, we identify some requirements and desirable characteristics that the method for deriving these keys should satisfy. The criteria for LTE keying structure identified here are described in abstract terms, without reference to any specific method of obtaining the keys. It is proposed that these criteria be included into the SA3 working document TR33.821. 
2 Keying Structure
Reference [1] summarizes the rationale for various decisions taken by SA3 so far regarding threat situations and solutions for 3GPP LTE. A layered approach to security for LTE has been agreed upon (cf. section 4 in [1]), wherein the evolved packet core signalling layer (NAS) and user plane layer (UP) are secured independently (i.e. with separate cryptographic keys) from the evolved UTRAN signalling layer (RRC).
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The primary intent is to minimize the effect of any compromise of the E-UTRAN layer (“security layer 1”) on the EPC layer (“security layer 2”). Section 7.4.3 (specifically 7.4.3.1) in [1] briefly outlines the process for obtaining suitable keys during initial access. It is noted that the CK, IK keys obtained for the authentication exchange (AKA) are the basis for deriving the appropriate keys for use by the MME (NAS), UPE (UP) and eNB (RRC).

This contribution considers some characteristics that the process of obtaining the cryptographic keys required for ciphering and integrity protection of various layers of messaging (RRC, NAS, User Plane) should have. We identify a set of requirements that any process of obtaining the various keys should satisfy. Moreover, these requirements are independent of the specific key derivation functions used for obtaining the various keys for RRC/NAS/UP.

Next we define some terminology which we will use subsequently in detailing the requirements for LTE keying structure.
2.1 Terminology

In describing the requirements, we will use the term scope of a cryptographic key. For the purposes of this discussion, the scope of a cryptographic key is characterized by two attributes, Spatial and Temporal.

1. Spatial scope: This identifies which network entities may possess and use the key. Keys may be narrow spatial scope - keys that can be only used at a small (bounded) and well-defined number of network entities, or wide spatial scope - keys that may remain operational across a large (possibly unbounded) number of network entities. A special case of a narrow spatial scope key is one that is “bound” to a particular network entity, i.e. only that network entity may possess and use that particular key.
In UMTS, for example, CK and IK have wide spatial scope. These keys are not tied to any particular RNC – when SRNS relocation is performed for the UE, the keys may be passed to the new S-RNC and will continue to be used at the new S-RNC. This process may be performed an indefinite number of times at an indefinite number of RNCs, and hence the spatial scope of these keys is unbounded. 
2. Temporal scope: The temporal scope identifies the time duration for which a key may be in use. If this duration is finite, then at the end of this duration, the key becomes inoperative and must be rolled over. Thus the temporal scope of cryptographic keys may be short term, medium term, or long term. These terms are in turn defined as follows:

· Short term keys: Keys that are in use for a small (and bounded, well-defined) amount of time

· Medium term keys: Keys that are in use for a relatively longer (but still bounded and well defined) duration
· Long term keys: Keys that may remain in use for a long and possibly unbounded amount of time.

With the above definitions, we are ready to outline some requirements that any process of obtaining the various keys should satisfy.
3 Requirements on Keying Structure
3.1 Requirement 1 – Scope Identification

Rationale: It is desirable to clearly delineate the duration for which a particular key can remain in use, and which network entities may possess and use it. Such delineation will avoid the security problems arising from of indiscriminate passing of cryptographic keys between network entities. Further, identification of how long a key may remain in operation enables a characterization of the vulnerability due to exposure of the key.
Proposed Requirement: The process for obtaining keys MUST clearly identify the spatial and temporal scope of each key.
Corollary: A well-defined method for obtaining a new key and rolling over to a new key must be provided for use when the spatial or temporal scope of a key is exceeded.
Example: Suppose a particular process of obtaining keys identifies a key K1 being limited for use between UE and a particular eNodeB eNB1. This key thus has spatial scope limited to eNB1. When the UE hands over to another eNodeB eNB2, the spatial scope of K1 is exceeded. Then, a new key K2 must be obtained to use between UE and eNB2, and the process of obtaining keys must include a way to obtain such a new key K2.
3.2 Requirement 2 – Limited Compromise

Rationale:  In the event of compromise of a particular key, it is desirable to limit the temporal and spatial scope of the effect of the compromise.

Examples: 

1.
UE-to-eNB keys: Compromise of a particular eNodeB should not compromise the UE’s communications with any other eNB. Thus the spatial scope of the key used between UE and any particular eNB1 must be narrow. More precisely,

•
The key between UE and eNB1 must have spatial scope limited to eNB1.

•
If the UE hands over to another eNB (say eNB2, which is outside the spatial scope of the key for eNB1), then a  new key must be obtained for use between the UE and eNB2.

•
This new key must have spatial scope limited to eNB2, and so on.

            Further, since the eNB may be in physically vulnerable locations (section 5 in [1]), all session keys used by the eNB for communication with the UE should be short-term, so that any individual key is in use only for a limited/small amount of time. At the end of this time, the key must be rolled over to a new key. This enables the effect of the compromise of any individual key used by the eNB to be limited in time duration, i.e. in temporal scope.

2. UE-to-MME and UE-to-UPE keys: It is expected that the MME and UPE may be in physically more secure locations than eNB. As such, requirements on spatial/temporal scope of keys used by MME and UPE may be weaker than on eNB. However, there is no way to verify the actual level of security of the MME and UPE (e.g. through inter-operability testing). Hence, it is desirable that the keys used by the MME and UPE for communication with the UE should follow similar scope guidelines as the eNB keys.

Proposed requirements on spatial and temporal scopes of keys: 

1.
The keys used to protect communications between the UE and an eNodeB MUST have narrow spatial scope, with scope restricted to that eNodeB. Further, a well defined procedure MUST be provided to roll over to a new key when this scope is exceeded.

2.
The keys used to protect communications between the UE and an eNodeB SHOULD have short term temporal scope with bounded and well-defined duration, and a well defined procedure to roll over to a new key at the end of this duration.

3.
The keys used to protect the control-plane messaging or user-plane data between the UE and another network entity (MME or UPE) SHOULD be (a) Narrow spatial scope with scope restricted to that network entity, with a well defined procedure to roll over to a new key when this scope is exceeded, and, (b) Short-term or medium-term temporal scope with bounded duration, and a well defined procedure to roll over the key at the end of this duration.

3.3 Requirement 3 – Limiting Domino Effects (1)

Rationale: Compromise of a previous key should not affect subsequent keys. For example, a new key should not be derivable from previous keys using deterministic KDFs, or nonces whose exchange itself was protected with the previous key, etc.

Example: Suppose the UE shares a key K1 with a particular eNodeB eNB1. Once the temporal scope limit of K1 is reached, suppose that the UE and eNB1 exchange nonces N1 and N2, where the exchange itself is encrypted with K1, and derive a new shared key K2=KDF(K1,N1,N2). In this case, an attacker who compromises K1 and has observed the exchange of nonces encrypted with K1 can also crack K2. To avoid this, it is desirable that the process of obtaining K2 be such that K2 cannot be derived from K1. In other words, there should not be a domino effect from one key to the next.
Proposed requirement: For the SA between UE and any particular network entity (eNB, UPE, MME) for which the temporal scope of the key is bounded, the next key obtained when the temporal scope of a previous key is exceeded MUST be such that compromise of the previous key does not lead to compromise of the next key.

   Corollary: The method for obtaining a fresh key SHOULD be designed such that either side may initiate the procedure for obtaining a fresh key.

3.4 Requirement 4 – Limiting Domino Effects (2)

When a UE initiates communications with a particular network entity (e.g. with a new eNB after handover), the method of obtaining a shared key between the UE and the network entity may use an existing key from a shared association between the UE and another network entity with which the UE previously shared a key. For example, suppose the UE is in communications with eNB1 and shares a key K1 with eNB1. If the UE hands over to a new eNodeB eNB2, the UE and eNB2 may derive a shared key K2 for their use based on the key K1 shared by the UE with the previous eNB1. We might say that in this example, K1 “bootstraps” K2. A second example is where the UE shares a key K1 with UPE1, and then UPE relocation is performed so that the UE will connect to UPE2. In this case, the UE and UPE2 may derive a shared key K2 for their use based on the key K1 shared by the UE with the previous UPE1. A possible threat in both of these examples is that if the key K1 is subsequently compromised (e.g. by cryptanalysis, or by physical compromise of eNB1/UPE1), the key K2 may also get compromised, unless proper care is taken in the method for obtaining K2.  This is a form of domino effect which could occur when the UE moves across network entities.
Rationale: Compromise of any keys from a “previous” entity that are used to bootstrap a “next” security association should not affect subsequent session keys for the “next” SA.
Proposed requirement: When initiating communications with each other, a UE-Network entity pair MUST obtain a fresh key that is independent of (and hence not deducible from) any keys used by the UE at any previous network entity. 

Example: In the example below, K1 is the shared key between eNB1-UE, K11 is an intermediate bootstrapping key provided to eNB2 (and derived at UE), and K2 is the key that will eventually be the shared key between UE and eNB2. The proposed requirement would imply that K2 should be such that it cannot be deduced from K1 and K11. 
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3.5 Requirement 5: Low-latency key-bootstrapping for hand-over

Rationale: To reduce the latency of handover of a UE from eNB1 to eNB2, the signalling for obtaining the UE-to-eNB2 key should not involve high latency. In particular, there should not be a need to make a transaction to a “remote” entity, as localized operation will offer lower latency. Typically, eNB1 may be considered local, since it is a neighbouring base station of eNB2. However, other entities like MME, UPE may need multiple routed hops to reach from eNB2, hence may be considered remote. 
Proposed requirement: Following the handover of a UE from eNB1 to eNB2, the procedure for obtaining the keys between the UE and eNB2 SHOULD only involve entities local to eNB2.
Example: In the following example, eNB1 is a neighbouring base station of eNB2, and considered local. MME is considered remote, typically being multiple IP-routed hops away. The example illustrates that the process of obtaining the new key K2 between UE and eNB2 should involve only localized signalling, without any remote transactions.
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4 Conclusions
This document has identified several requirements on the procedure for obtaining shared keys between the UE and various network entities (eNodeB, UPE, MME). It is proposed to adopt these requirements and include them in the working document TR33.821 [1].

5 References
[1] TR 33.821, “Rationale and track of security decisions in Long Term Evolved (LTE) RAN / 3GPP System Architecture Evolution (SAE)”, 3GPP Release 8, Draft version 0.0.5 (2006-12-03), Dec. 2006.
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