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1 Introduction
SA2 has sent a LS S2-070590 requesting SA3 to provide information on the security impacts of placing the LTE User Plane Ciphering function in the eNodeB. This information will be used by SA2 in making a decision on the placement of the LTE User Plane Ciphering function at their joint meeting with RAN2 and RAN3 in St. Louis.
This document provides some considerations for discussion that SA3 could use as the basis for a reply LS to SA2. It also provides a proposed response LS to SA2 as an attachment. 
2 Scope of the discussion
It may be noted that SA2 has asked SA3 to "supply information on the security impacts of placing the LTE User Plane Encryption function in the base station (or at the base station site)". In particular, SA2 is not asking SA3 to express a preference for one architecture over another. 
Therefore, it is recommended that SA3 should focus the discussion on:

· Identifying threats for the specific scenario proposed by SA2

· Identifying whether acceptable counter-measures are possible for this specific scenario.
SA3 should provide information on what counter-measures should be put in place to mitigate the threats arising from this architectural scenario in order to achieve an acceptable level of security. However, the broader evaluation of the trade-off between system cost and performance should be left to SA2 (since this could depend on several other non-security factors).

This contribution provides an outline of the threats and counter-measures relevant to the particular scenario that SA2 is considering.
3 Security considerations for performing LTE ciphering at the eNodeB
In the working document [1], SA3 has already identified various threat scenarios related to performing LTE ciphering at the eNodeB. Various counter-measures have also been already identified in [1]. The threats are largely in two categories:
· Physical threat to eNodeB

· Threats to last-mile transport links
The following provides an outline of the various threats and counter-measures, and provides some additional considerations related to each. The section numbers referred to in the following are from [1]. 

3.1 Physical threat to eNodeB

The following threats have been noted in section 5.2.4 in [1]:

· Breaking the eNodeB to get the keys and unencrypted data is theoretically possible 

· The attacker steals an existing and deployed eNodeB to sell or deploy for own use 

· The attacker gains access to the OM&A security context at the eNodeB (and uses these to attack other network elements)
The following counter-measures have also already noted in section 5.2.4 in [1]:

· Use physical security: alarm systems, (including intrusion detection systems etc.)

· Store long-term keys and identity of base station in secure storage inside base station (e.g. trusted platform module – TPM)

· “Security context at the eNodeB (i.e., RRC keys, S1-C/U keys, eNodeB OM&A keys, etc.) can be also protected by the means of ensuring Platform Security and/or Physical Security of the eNodeB.”

· Use identification and separate private keys between MME/UPE and each eNodeB
In addition to the above, the following points may be noted:

· Even if encryption was not in the eNodeB, the eNodeB would still need long-term keys (e.g. private keys or shared secrets) to bootstrap security associations with other network elements and the OM&A system.
· The same threat applies to these keys, irrespective of whether encryption is in eNB.
· Therefore, the above countermeasures are required at the eNodeB anyway.
· Further, if encryption is added to the eNodeB, the additional keys used for encryption should also be protected through similar secure processing, not exposing them unencrypted outside of silicon.

· The countermeasure of using separate keys between MME/UPE and each eNodeB enables limiting any vulnerability due to compromise of a given eNodeB. This principle could be applied to the design of the keying structure for as well, in order to limit the vulnerability due to the compromise of a particular eNodeB.
In summary, it is recommended that SA3 should note the following in its reply back to SA2:

· Report to SA2 the already noted countermeasures regarding secure storage and processing requirements for long-term keys and permanent identities for base stations.
· Additionally, a countermeasure of using the separate keys will limit the vulnerability due to a compromise of a particular eNodeB.
· Given these countermeasures, report to SA2 that the physical threat to Node B can be sufficiently countered.
3.2 Threats to last-mile transport links

The following threats and related counter-measures have already been noted in [1] (in the indicated section numbers from that document).

· 5.2.1 user plane packet injection

· Threats :

· Attacker injects (upstream or downstream) packets into the last-mile link

· Abuse of outsourced transport network capacity (insider attack)

· Countermeasure : integrity protection of U-plane traffic

· 5.2.2 user plane packet modification

· Threats:

· Attacker drops/modifies packets so that the UE sees degradation of QoS

· Attacker can do this e.g. by hijacking one of the switches/routers in the transport network

· Countermeasure :  integrity protection of U-plane traffic (note: does not protect against packet drops really, but modifications will be at least detected)

· 5.2.3 user plane eavesdropping

· Threats: 

· Attacker can steal confidential information from payload, or steal control information like identities etc.

· Countermeasure : Confidentiality protection of U-plane traffic 

In addition to the already noted counter-measures, the following should also be noted: 
· All the above threats can be countered by using a separate security association (e.g. based on IPSec) from the eNodeB to an appropriate network element (e.g. SAE-GW/UPE, other eNodesB, or an “SEG” as used in NDS/IP framework 33.210). 

· This results in two “chained” security associations, one over the air interface and one for the backhaul

· Internal implementation of Node B should ensure that data is never exposed in the clear when being piped from one security association to the other

· Also described in S3-060654 in the context of allowing ciphering at Node B for HSPA evolution, noted in the SA3 LS to SA2 S3-060789 in the same context

· Protection of the long-term keying material required within eNodeB for establishing these SAs can be done in the same way as described in “Physical threats to Node B”.
· It may also be noted that it is not always true that wireless backhaul links are insecure, although this is indeed the case for microwave links in use today as circuit-switched backhaul. Many high-speed wireless point-to-point backhaul links (such as those suitable for use in a broadband technology like LTE) already support strong encryption methods like AES. Further, in many cases, the physical security level of the backhaul transport network may already be at a level acceptable to the network operators. While it is acknowledged that in many cases the threats to the last mile links noted in [1] are indeed legitimate, they do not uniformly apply to all network deployment situations. For this reason, it is recommended that the use of security procedures over backhaul links should be optional, depending on proper identification of security perimeters in specific operator deployment scenarios.

· It is also increasingly true in today’s applications that where the traffic payload is considered confidential by the user, end-user applications themselves provide end-to-end encryption for ensuring confidentiality, especially since the traffic may traverse the public internet. This is the case for commercial (e.g. banking) applications where the use of SSL has become widespread, and even for VoIP, where publicly available clients provide strong end-to-end encryption capabilities. This trend is likely to become widespread in the likely deployment timelines for LTE. SA3 should note this trend.
In summary, it is recommended that SA3 should note the following in its reply back to SA2:

· Report to SA2 that the suitable countermeasures for providing confidentiality and integrity protection over backhaul links can be accomplished by use of SAs between eNodesB and other network elements, e.g. following the model of NDS/IP (33.210).
· Additionally, recommend that implementations of eNodeBs should take care that the chaining of two security associations does not result in exposure of payload data or control information while piping between from the backhaul SA to the air interface SA and vice versa.
· Report to SA2 that if these countermeasures are put in place, the threat to last mile transport links can be sufficiently countered.
4 Conclusions

We propose that in the liaison reply to SA2, SA3 should provide the following information regarding security considerations on potential implementations of LTE ciphering in the eNodeB.
· Various security threats arise from placing the LTE ciphering functionality in the eNodeB, largely in the categories of physical threats to eNodeB and threats to last-mile transport links. 

· However, these threats can be countered by following specific counter-measures, as noted in [1] and with additional notes provided in this contribution. These counter-measures include secure implementation of the functionality in the eNodeB (i.e., secure platform, etc.), and the use of secure tunnels (i.e., IPSec, TLS, etc.) from the eNodeB to appropriate other network elements.

· While the need to enhance the security of the eNodeB in situations where the eNodeB is deployed in an untrusted environment will incur an additional cost, platform security measures have matured to an extent where they can provide acceptable security without prohibitive cost. 

· As the specifications progress, SA3 can provide recommendations on various aspects, such as implementation of base stations (including the use of trusted platform modules), security measures appropriate for specific deployment scenarios, etc.

· The broader evaluation of the trade-off between system cost and performance should be left to SA2 (since this could depend on several other non-security factors).
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