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Introduction

In the past several meetings, the confidentiality of user plane has been discussed. In order to save electric power consumption of UE and meet the diversity of security requirement in SAE/LTE, we propose to use differentiated security mechanism on user plane. 

Discussion

The differentiated security mechanism means that security can be provided with several security degrees. Both operators and users can configure or select suitable security degree for particular service. The necessity to use the differentiated security mechanism on user plane is as follows:

Diversity of security requirements

When more and more services are transmitted on mobile network, information asset of data disperses largely. In fact, most packages on user plane only carries low information asset, or even open information. For example, browse of public website, access multimedia resource or ordinary voice communication. Attackers cannot get evident profit when they obtain the transmitted packages. Either users or service providers will lose little if their transmitted packages are stolen. If all data on user plane are protected with single and strong confidentiality, it will waste a lot of electric power of UE and network resource. 

Differentiated security mechanism on user plane

Although network cannot sense information asset of transmitted packages because it is application issue, the information asset can be perceived by either service providers or users.  If security mechanism from bearer layer to application layer can be arranged together and classified by differentiated security degrees, duplicate protection on different layers can be avoided and network resources can be saved. 

In terms of SA3, it is necessary that the confidentiality on bearer network layer can be split into several security degrees from strong to weak. Thus, the confidentiality on bearer network can be configured by security policy on upper layer. If SAE/LTE has differentiated security mechanism, operators can configure the security mechanism according to the requirements from both users and service providers. For example, operators can select strong or weak confidentiality on user plane.

Further consideration

Similar with QoS, security is in fact a kind of fundamental service. Parameter of security degree has also been defined to carry differentiated security mechanism, such as RFC3329[1]. As SAE/LTE is designed for 10 years future, we need enough flexibility of security mechanism on the security architecture.

It is also evident that the flexibility of security mechanism may increase the complexity of control plane. However, if all the security mechanisms are set by default, it is the same as the current security solution. By this means, the differentiated security mechanism only changes the security solution from unique to extensible. 
Conclusions and proposal

The differentiated security mechanism can be reflected in security association (SA) on user plane that at least includes parameter of security degree and its relationship to security mechanisms. We propose to include the “differentiated security mechanism” as one of candidate solutions on the user plane in the SA3 Security Rationale document [2]. 
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