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CableLabs is presenting a CR against TS 33.203 to add support for SIP Digest and TLS in IMS. The procedures presented in the CR were developed by CableLabs members for inclusion in CableLabs PacketCable specifications. CableLabs and its members welcome technical feedback on the architecture.

SIP Digest authentication as described in RFC 3261 uses a challenge-response framework for authentication of SIP messages and access to services. In this approach, a user is challenged to prove their identity, either during registration or during other SIP dialogue initiations. 

SIP authentication is handled in a similar manner to IMS AKA, and follows RFC 3261, which is based on HTTP Digest RFC 2617. This approach minimizes impact to the existing IMS authentication flow by maintaining existing headers and round trips. Unlike IMS AKA, however, challenges are not precomputed. In order to maximize the security of SIP Digest authentication, cnonces and qop directives are used. 

Figure 1 shows the message flow for SIP based authentication during a registration.
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Figure 1 - SIP Digest Authentication
For SIP Digest authentication during registration, the following basic steps occur. RFC 3329 headers and other SIP header content is not shown for simplicity.

1. The UE sends a register request to the P-CSCF. The message includes an Authorization header which includes the private identity of the subscriber. An example authorization header is shown below:

REGISTER sip:home.atlanta.com SIP/2.0

Authorization: Digest username="alice_private@atlanta.com",

      realm=" atlanta.com", nonce="", uri="sip:home.atlanta.com",

      response=""

2. The P-CSCF forwards the register request to the appropriate I-CSCF, which forwards the request to the appropriate S-CSCF of the subscriber's home network.

3. The S-CSCF contacts the HSS using a MAR command towards the HSS on the Cx interface. The MAR message includes the private identity of the subscriber and the S-CSCF information. This information is used by the HSS to update the S-CSCF URI for the private identity and to deliver the correct authentication vector information to the S-CSCF. The IMPI is used by the HSS to determine the authentication scheme for the UE. 
4. The HSS returns an MAA message on the Cx interface. The MAA message includes the public identities and authentication vector for that subscriber. The HSS determines the authentication mechanism to utilize based on the IMPI, as only one credential is associated with each IMPI. The contents of the authentication vector for SIP Digest are shown in Figure 1. The main differences are the lack of a CK and IK, and the contents of the SIP-Authenticate data element. Instead of AKA data, the SIP-Authenticate AVP contains data the S-CSCF requires for computing a Digest response, primarily HA1.

5. The S-CSCF creates a SIP 401 (Unauthorized) response, which includes a challenge in the www-authenticate header field, and other RFC 3261/2617 fields. An example header is shown below:

SIP/2.0 401 Unauthorized

      WWW-Authenticate: Digest realm="atlanta.com",

        nonce="CjPk9mRqNuT25eRkajM09uTl9nM09uTl9nMz5OX25PZz==",

        qop=auth,auth-int, opaque="5ccc069c403ebaf9f0171e9517f40e41",

              algorithm="MD5"

Details on nonce creation are described in a later section. Based on local policy, the server sends back the qop parameters the client must choose from. 

6. This response is routed back to the P-CSCF, and then to the UE. 

7. Once the UE receives the challenge, the UE calculates the response based on items in the WWW-Authenticate header and additional items (e.g., cnonce) generated by the UE. The values in the Authorize header are calculated as per RFC 3216, and thus RFC 2617. The qop value is selected from the choices provided by the S-CSCF. Cnonce values are computed as described in a later section. The UE sends a second register request with the Authorization header. An example Authorization header is shown below:

REGISTER sip:home.atlanta.com SIP/2.0

      Authorization: Digest

              username="alice_private@atlanta.com", realm="atlanta.com",

              nonce="CjPk9mRqNuT25eRkajM09uTl9nM09uTl9nMz5OX25PZz==",

              uri="sip:home.atlanta.com", qop=auth-int, nc=00000001, cnonce="0a4f113b",

              response="6629fae49393a05397450978507c4ef1",

              opaque="5ccc069c403ebaf9f0171e9517f40e41", algorithm="MD5"

8. The P-CSCF forwards the message to the appropriate I-CSCF which forwards to the appropriate S-CSCF.

9. Upon receiving the second register from the UE, the S-CSCF calculates the challenge in the same manner as the UE, in order to compare the two results and thus authenticate the subscriber. Using parameters from the HSS such as HA1, and the parameters from the Authorization header such as cnonce, the S-CSCF computes the challenge response as per RFC 3261 and thus RFC 2617. The computation is performed in a manner consistent with the qop parameter sent by the UE. 

If the two challenge results are identical, the S-CSCF performs a SAR procedure on the Cx interface, informing the HSS the user is registered and requesting the user profile.

10. The HSS returns a SAA message to the S-CSCF containing the user profile, which includes, among other things, the collection of all the Public User Identities allocated for authentication of the Private User Identity, as well as the initial filter criteria.

11. The S-CSCF sends a 200 OK response to the register request. The response includes an Authentication-Info header, which allows the UE to authenticate the network, or S-CSCF. The rspauth value is calculated per RFC 2617. The 200 OK message is forwarded to the UE. An example Authentication-Info header is shown below:

SIP/2.0 200 OK

        Authentication-Info:

        qop=auth-int, rspauth="7729fae49393a05397450978507c4ef1",

        cnonce="0a4f113b",nc=00000001, 

        nextnonce="8829fae49393a05397450978507c4ef1"

12. The 200 OK is routed to the appropriate P-CSCF, and then to the UE.

13. The UE validates the rspauth value, to authenticate the network, or S-CSCF.

Adding support for SIP digest impacts the IMS specifications in the following ways:

· New digest algorithms are allowed to be present in the www-authenticate and Authorization headers.

· The HSS must compute and store new types of parameters.

· UEs and S-CSCFs must be able to support and compute new types of digest responses.
UE Impacts

UEs supporting Digest authentication must conform to RFC 3261, and thus RFC 2617. Upon receiving a challenge from the S-CSCF in a 401 Unauthorized message, UEs must create an Authorization header including a challenge response as described in RFC 2617 based on the algorithm parameter in the www-Authenticate header. Cnonce and nc parameters must be included in the challenge response. The cnonce should be 32 octets encoded as ASCII hexadecimal as per RFC 2617, following the guidelines of RFC 4086 Randomness Requirements for Security. The qop value used for the response calculations and returned in the Authorization header must be one of the values received in the 401 www-Authenticate header from the S-CSCF. UEs must be able to validate Authentication-Info header values returned from the S-CSCF with the 200 OK message.

UEs must be able to securely store usernames and passwords in a manner that minimizes risk. UEs may optionally prompt users for username and password input.
P-CSCF Impacts

P-CSCFs supporting Digest authentication must perform different actions based on the authentication scheme. For example, CK and IK will not be present during Digest authentication.

S-CSCF Impacts

In order to support new forms of authentication, the S-CSCF must understand new values for the 'algorithm' parameter in the Authorization headers sent by UEs. 

In order to support SIP Digest, the S-CSCF must be able to calculate Digest responses as described in RFC 3261 and RFC 2617. The S-CSCF will receive HA1 from the HSS over the Cx interface, and the S-CSCF must use this HA1 value to create the digest response for this private identity. This response is compared to the response received by the UE, so it must be calculated in the same manner. The qop value received from the UE must be used for the response calculation. If the S-CSCF calculated response is identical to the response received from the UE, the S-CSCF sends a 200 OK containing an Authentication-Info header per RFC 2617. 

Because the security of Digest depends greatly on the calculation of the nonce, the S-CSCF must follow these guidelines during nonce creation and use:

· The nonce must be 32 octets encoded as ASCII hexadecimal as per RFC 2617.

· The nonce should be generated following pseudo random number generation such as RFC 4086.

· Nextnonce may be sent in Authentication-Info responses (e.g., 2xx responses) to successful authentication of the UE.

HSS Impacts

In order to support new authentication schemes, the Cx interface and procedures must be extended. Digest authentication adds new parameters to the Cx interface, specifically the SIP-Auth-Data-Item AVP present in both MAR and MAA procedures. The authentication vector provides the S-CSCF with HA1 and other elements to allow the S-CSCF to compute responses.
Signaling Security

Signaling security in the form of Transport Layer Security (TLS) should be provided to protect SIP Digest exchanges from known Digest attacks.

