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ITU-T Study Group 17, Question 9 (Q.9/17) is progressing work regarding correlative reactive system in mobile data communication (X.crs) and authentication architecture in mobile end-to-end data communication (X.msec-4). Q.9/17 recognizes that these two Recommendations might be related to your activities. For developing further collaboration, Q.9/17 would like to draw your attention to our work on correlative reactive system and authentication architecture:
· X.crs, Correlative reactive system, describes an open architecture of correlative reacting system, which protects the network against potential security threats from insecure mobile terminals. This architecture provides operator networks with the enhancement of security capability by network access control and application service restrictions, which results in a mechanism that can prevent virus or worms from rapidly spreading through the operator network.
· X.msec-4, Authentication architecture in mobile end-to-end data communication, describes generic authentication architecture for mobile data communication to satisfy various requirements of application service authentication methods between mobile users and application servers. 

The summaries of draft Recommendation X.crs and X.msec-4 are reproduced below. The current texts of draft Recommendations X.crs and X.msec-4 are attached for your consideration. Q.9/17 would appreciate receiving any comments or feedback based on your expertise.
Summary of X.crs, Correlative reacting system in mobile network
This Recommendation describes the generic architecture of a correlative reactive system deploying which the mobile network and its user terminals can cooperate interactively to combat various security threats for secure end-to-end data communications. Such threats include, for example, Virus, worms, Trojan-Horses or other network attacks etc. to both the mobile network and its mobile users. Protocol and procedures are comprehensively specified and some important application issues are addressed. For the cases that viruses or worms have already been spreading in the mobile network, the correlative reactive system also provides a mechanism to keep them spreading in configurable scope, thus saving time for the network operator to recover, and finally to reduce the lost to the lowest possible.

Summary of X.msec-4, Authentication architecture in mobile end-to-end data communication
This Recommendation constructs generic authentication architecture for mobile data communication to satisfy various requirements of application service authentication methods between mobile users and application servers. The architecture applies to mobile terminal users subscribed to different mobile networks and application service providers inside the mobile network or in open networks.
Attachments: 2
Draft Recommendations X.crs (COM 17-TD 2442 Rev.1)
Draft Recommendation X.msec-4 (COM 17-TD 2446 Rev.1)
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