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Dear SA3,

Once again, no major drawbacks were encountered with SA3 input at the SA#34 plenary meeting in Budapest, Hungary 4-7 December 2006. The main points with impact to SA3 are listed in the following:

1. All except one of our proposed CR’s were approved and only one was modified. It was found out that the release 7 version of CR to 33.246 “Correction of the MIKEY Extension payload coding” (S3-060815) had been prepared against the release 6 baseline, instead of against version 7.1.0 of the TS. These kind of shortcuts in preparing CR’s are of course totally unacceptable and there is a real risk that implementation errors occur because of these kind of lapses. Michael corrected the CR in SP-060898 which was then approved;
2. The CR sent back to us was the CR to 33.246 “MSK storage on UEs” (S3-060824/825). As you remember we sent an LS to CT6 about this (S3-060826). Axalto had submitted a company contribution SP-060885 to SA#34 about the issue, containing also summary of the email discussions held after our meeting. Various solutions explained in SP-060885 were not discussed but, nevertheless, the Axalto proposal to send the CR back to us was accepted by SA.
3. The “template” CR’s we prepared for A5/2 removal (S3-060790/791/792) were discussed but SA did not approve them. We have had significant progress on the issue itself, though. One of the relevant certification bodies, PTCRB, has promised to change their test sets in such a way that an MS without A5/2 would not anymore fail in the tests. The other relevant certification body, GCF, is likely to take a further step, still during 2006, by adding testing of absence of A5/2 support. On the other hand, there still seem to be operators who have not agreed to remove A5/2 from their networks. Therefore, SA#34 felt that it is premature to add a requirement of A5/2 non-support as a replacement of the current strong recommendation. In line with this decision, SA approved instead CR’s to Rel-99 03.20 and Rel-4 43.020 (see SP-060907) that simply correct the CR implementation error that had accidentally removed this strong recommendation from Rel-99 and Rel-4 earlier.
4. Our request for permission to continue LI work for MBMS still in Rel-7 was granted (see SP-060791). 

5. The TS 33.110 on “Key establishment between a UICC and a terminal” was approved, and it is now under change control.
6. Our two proposed WID’s, “Key establishment between a UICC hosting device and a remote device” (S3-060843) and “IMS Enhancements for Security Requirements in Support of Cable Deployments” (S3-060780), were both approved. The latter one was modified slightly, the “UICC apps” impact was changed from “No” to “Don’t know” (see SP-060933 for the approved version). Note also in this context that SA endorsed the conclusions of the Palm Springs September IMS workshop. 
7. Our LS about “Coexistence between TISPAN and 3GPP Authentication Schemes” (S3-060784) did not cause much discussion anymore. The important outcome was that SA endorsed our request to include HTTP Digest (as defined by TISPAN) in the TR.
8. In the SAE/LTE area I re-emphasized that our intention is that SIM access to LTE is prohibited. This time it was explicitly requested that if there are companies who want to challenge this because of non-security reasons they have bring contributions on the issue to the next SA plenary in March 2007. I also had off-line discussion with the SA2 chairman about how to introduce our two TR’s (“Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution” and “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”) into the SAE study WID. We agreed that as long as we just update the “security aspects” section and add the two TR’s to the list of new specifications it seems appropriate to submit the proposed change directly to SA#35.
9. The status of IMS expansion discussions can be found in SP-060891. At the moment there are no implications, e.g. on our co-operation with TISPAN. Note here that it was decided not to postpone SA1 nor SA2 chair elections (due in January 2007) because of IMS expansion discussions.   
10. Issues of interest in SA1 area:

· From SA#33 I reported that (inspired by our CR to 33.220 “Correction to the UICC selection procedure in GBA”) SA1 wanted to take a look at whether the case of on-the-fly change of USIM should be supported. However, so far they have no progress on this;
· SA1 TS 22.278 on “Service requirements for evolution of the 3GPP system” was approved and security and privacy sections had been updated;
· Several new SA1 WID’s were approved that highlight there are some security aspects: “Support of Service-Level Interworking for Messaging Services” (SP-060915), “Study on Supplementary Service for Short Message Service” (SP-060786), (study on) “Non 3GPP access NSP network selection Principles” (SP-060930), (study on) “Requirements for seamless handover between mobile and WLAN networks” (SP-060936); One WID was also updated and the security aspects were updated as well: “Multimedia Priority Service Requirements” (SP-060780)
11. Issues of interest in SA2 area:

· This time it was the SAE/LTE architecture that got the biggest attention of the whole meeting. Before the meeting there were two competing architectural approaches but a compromise was finally reached. The updated WID is SP-060926 (please note also that an SA3 building block is anticipated here) while SP-060925 is an LS that contains SA guidance to SA2. The updated SAE/LTE work plan can be found in SP-060937. This document also contains a list of critical dependencies that RAN groups have identified. For us, RAN2 has listed “Ciphering algorithm” and RAN3 has listed “Key management for RRC (RAN3 impact is transport of RRC keys over S1), RAN network security (if to be specified by 3GPP), Rel6/GSM inter-working security”. I have to try to find out from RAN2/3 chairmen what kind of concrete output they want from our next meeting; 
· A new SA2 WID was approved that highlighted some security aspects: “LCS for 3GPP Interworking WLAN” (SP-060818).
12. Issues of interest in CT area:

· CT has removed end-to-end encryption from “VGCS enhancements for public authorities” WI. SA agreed to do the same. It was explained that market requirements have changed (see SP-060922);
· CT has also approved CRs related to our CR’s in Liberty-3GPP Interworking;

· There is an IETF dependency on “ietf-sip-outbound” draft because of multiple registrations and NAT traversal. It was reported that the 3GPP use case has to be clarified (see SP-060888). 
13. Issues of interest in GERAN area:

- 
Two meetings ago I reported that there was an issue with testing of IPsec certificates. Now the issue has been solved: they are going to use self-signed certificates that are only valid in test mode (slide 22 in SP-060838);

14. Issues of interest in TISPAN area:
· TISPAN progress was reported in SP-060910. TISPAN had defined a schedule for their release 2: stage 1 to be completed in March 2007, stage 2 in May and stage 3 also still in 2007. SA#34 felt this schedule is ambitious. 
15. About the work plan (SP-060940): There is some pressure on us to finish also our current study items. Especially for “Protection against SMS and MMS spam”, we were advised to check the support in our next meeting.
16. The freezing date for Rel-7 stage 3 is still March 2007. There is now a specific template form for exceptions (SP-060939). Working groups were asked to fill the form for all WI’s for which an exception to continue the work still for Release 7 after March is requested. 

Attached: my status report slides (SP-060790)
Best regards,

Valtteri Niemi

SA3 chairman

