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1. Introduction

The following pseudo CR to S3-060564 proposes changes in structure of the document and adds a section on mobility management threats.

SA3 is kindly requested to consider the proposed changes and accordingly modify the document S3-06564.

2
Pseudo CR 

*** First change ***

As this is a baseline document, we start with change proposal in the table of contents as given below. 
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Original (old) ToC:
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*** Second change ***

<<Note 1: ToC needs to be updated when the contribution is finalized>>.

7. Threats related to mobility management

This chapter describes threats that are relevant to mobility management functionality. The term mobility management in this context covers both the protocol and the architecture used for UE handovers between different access networks. These handovers can be both inter-technology as well as inter-domain. The threats that we discern originate from the Technical Specification 3GPP TS 21.133 V4.1.0 (2001-12) on Security Threats and Requirements (Release 4). 

7.1. Unauthorised access to control plane data

Mobility management traffic could disclose sensitive data related to users or network providers. An example is network provider resource utilisation data. Inference of information through observing mobility traffic can lead to a violation of confidentiality.

7.1.1. Threats

a) Eavesdropping to mobility management control plane traffic when carried unprotected.

b) When encryption is used to protect control traffic, an encryption termination point can be:

· compromised.

· rogue

· masqueraded

7.1.2. Countermeasure

For mitigating the eavesdropping threat a), encryption can be used to protect traffic. For protecting against compromising in case b), the entity holding the keys (i.e. the encryption termination point) must be physically protected, and access must be authenticated and authorized. To prevent rogue and masquerading nodes accessing the control plane data, authentication must be used and where possible monitoring should be used for detection of these situations.

7.1.3. Conclusion

7.1.4. Track of the decision
7.2. Privacy

Observation and/or analysis of mobility management traffic could lead to privacy violations such as disclosure of user location.
7.2.1. Threats

The same set of attacks defined for the confidentiality threat can be applied to violate privacy; additionally we identify the following threats:

a) Derivation of privacy sensitive information by linking of clear-text identifiers.

b) Browsing of mobility related information could disclose privacy sensitive information.

7.2.2. Countermeasure

In general the confidentiality countermeasures can be used to mitigate the afore-mentioned threats. For threat a) and b) encryption and hashing can be applied.

7.2.3. Conclusion

7.2.4. Track of the decision

7.3. Unauthorised manipulation of control plane data

Unauthorised manipulation of mobility management control violates control plane integrity.

7.3.1. Threats

a) Replay attacks

b) Manipulation of mobility management control data when carried unprotected.

c) When encryption is used to protect control traffic, an encryption termination point can be:

· compromised.

· rogue

· masqueraded

7.3.2. Countermeasure

Encryption can be used to prevent unauthorised access to control plane data in general in case of threat b). Furthermore, signatures can be used to guarantee the integrity of the data. Time stamping and packet counters can be used to mitigate the risk of replay attacks in threat a). For additional counter measures regarding c) see the counter measures described at the Confidentiality threat.

7.3.3. Conclusion

7.3.4. Track of the decision

7.4. Disturbing or misusing network services

Disturbing or misusing network services leading to denial of service or reduced availability. Note that this concerns authorised users as opposed to unauthorised users described in the next threat.

7.4.1. Threats

a) Redirection of other users traffic and control traffic (to attacker or black hole, to flood a victim third party)

b) Flooding the RAN

c) Replay attack

d) Flooding the core network

· From outside the network (e.g., Internet)

· From inside the network (e.g., replace a network element)
e) Rogue network entity misusing its privileges

7.4.2. Countermeasure

Authentication, monitoring and logging are appropriate countermeasures for mitigating the afore-mentioned threats.

7.4.3. Conclusion

7.4.4. Track of the decision

7.5. Unauthorised access to network services

By circumventing authorization procedures unauthorized access to network services can be obtained.
7.5.1. Threats
a) Intruders can access services by masquerading as users or network entities (impersonation).

b) Users or network entities can get unauthorised access to services by misusing their access rights.

7.5.2. Countermeasure

Intrusion detection and authentication methods are suitable countermeasures for these threats.

7.5.3. Conclusion

7.5.4. Track of the decision

*** End changes ***





























































