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6.2
Determination of requested authentication scheme in S-CSCF



6.2.1.
Problem description

Several authentication methods for IMS have been defined or endorsed:

By 3GPP

· IMS-AKA for NAT-free access

· Enhanced IMS-AKA for access with NAT

· Early IMS (EIS)

By TISPAN

· Endorsement of enhanced IMS-AKA

· NASS-IMS bundled authentication (NBA)

· HTTP Digest (optional feature)

More authentication methods for IMS may be defined in the future, which have not yet been seen in 3GPP.


Problem: the S-CSCF has to behave differently, depending on the authentication method. How can the S-CSCF know from the IMS registration request and, possibly, additional information, which specification to follow?

6.2.2.
Stepwise approach

It is proposed that the S-CSCF distinguishes among authentication methods using the following three steps. How these steps are performed is described in the following section.

· Step 1: the S-CSCF first checks whether the IMS registration request relates to IMS-AKA or not. In the case of IMS-AKA, the S-CSCF shall behave according to 3G TS 33.203. Otherwise, the S-CSCF proceeds to step 2.

· Step 2: for a non-IMS-AKA registration request, the S-CSCF next checks whether the request relates to a 3GPP authentication method (i.e. Early IMS) or a TISPAN-defined authentication method. In the case of Early IMS, the S-CSCF shall behave according to 3G TS 33.978. In the case of TISPAN-defined authentication methods, the S-CSCF proceeds to step 3.

NOTE: a distinction between 3GPP and TISPAN authentication methods is required at this stage, because a TISPAN-specific Cx-MAR-request (e.g. using the value “unknown”) will be handled by the UPSF (defined by TISPAN) and not the HSS (defined by 3GPP), and the UPSF will not be able to handle 3GPP authentication methods (i.e. Early IMS) and vice versa.

· Step 3: In step 3, the S-CSCF follows the TISPAN specifications ETSI TS 183033 for handling non-IMS-AKA registration requests.

6.2.3.
Mechanisms for performing steps 1 to 3

Step 1:

The S-CSCF checks for the presence of an Authorization header, and, if present, checks further for the presence of an “integrity-protected” flag within this header. If the flag is present the S-CSCF concludes that the IMS registration request relates to IMS-AKA.


Step 2: 

Several solutions were discussed during SA3#44:

a) 

b) 
This approach makes two assumptions:
1) the S-CSCF knows (by configuration or additional protocol information), which P-CSCFs can be trusted to insert a P-Access-Network-Info header with correct information in the registration request. 
2) it is ensured by the P-CSCF that a registration request not containing a trusted P-Access-Network-Info header was received over a 3GPP access network. 
, The S-CSCF then proceeds as follows: If there is no Authorization header, and there is no trusted P-Access-Network-Info header or the access-type parameter in the trusted P-Access-Network-Info header represents 3GPP access then Early IMS is used. Otherwise, if there is no Authorization header or no “integrity-protected” parameter in the  Authorization header, and the access-type parameter in the P-Access-Network-Info  header represents TISPAN access, the S-CSCF proceeds to step 3.

Step 3: 

This is left to TISPAN specifications as the remaining authentication methods which the S-CSCF may still have to distinguish are all TISPAN-defined methods not used in 3GPP networks. 
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