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1. Introduction

This contribution discusses the security (integrity/ciphering) algorithms for LTE and some aspects on their handling.
2
Security Algorithms for LTE
It seems desirable not to require any new cryptographic algorithm development for LTE. Cryptographic algorithm development is time consuming: if one wants to design algorithms with high security assurance, large amounts of independent evaluation and analysis is needed on top of the non-trivial task of the design itself. We note that the existing UEA1 (and UEA2) are still widely believed to provide sufficient security. 

There is an agreement that LTE shall support up to 256 bits of keys. While UEA1 does not support this, UEA2 (SNOW) in principle does, so this seems to satisfy the immediate needs for LTE, but of course does not rule out that LTE in the future will support even more algorithms for security and/or performance reasons.
Regarding integrity, basically the same applies for UIA1 and UIA2. (While the internal “state” of UIA2 is fixed at 64 bits, UEA2 is actually a building block of UIA2, still supporting 256 bits of key.)

3
Security Algorithm Selection at Hand-over
Currently in existing Rel6 UMTS networks, there are difficulties with signalling the choice of security algorithms at SRNC relocation [1]. This means that there could in principle arise cases when the target RNC has not been upgraded with the same algorithms as the UE and source RNC, causing fault/error conditions. Considering that we now have two sets of UEA/UIA algorithms in UMTS and in the future, potentially more algorithms, we propose that at least in LTE we should make provisions for algorithm signalling at UPE and MME relocation to make the design more robust and future proof.
4
Conclusion and Proposal
It is proposed that the following is adopted as working assumption and added to the “tracking” document:
· LTE should from the start have support for UEA1, UIA1, UEA2 and UIA2. 
· Signalling at UPE and MME relocation should allow the transfer of algorithm information to target UPE, MME and UE.
4
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