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Introduction

After the last SA3 meeting, some items in the GBA Push Specification draft [1] were pointed out that were not clear to the readers. Also, the requirements for the Zn’ and Dz reference points are currently not stated. Therefore this Pseudo-CR proposes some changes to the text to increase general understanding and readability.
Pseudo-CR:
2
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4.3
GBA Push Requirements

4.3.1 
General GBA Push Requirements
The following general requirements are applicable to enable GBA Push:
-
A network entity functioning as a NAF shall be able to securely trigger the generation of a security association between itself and a mobile client.

-
The network entity shall be able to send a secured message (also with deferred delivery) to a mobile client, which enables the mobile client to generate the shared security association. 

-
The mobile client should preferably not have to contact any network entity to be able to generate the security association and check the message.

4.3.2 Requirements on Reference Point Up
The requirements for reference point Up are:
-
the UE shall be able to identify the push originator i.e. the BSF;

-
the UE shall be able to authenticate the network (i.e. the BSF) based on AKA;
NOTE1: 
The NAF is indirectly authenticated by its knowledge of Ks_NAF (i.e., BSF has authenticated the NAF).
-
the BSF shall be able to send a bootstrapping transaction identifier to the UE;

-
the UE and the BSF shall establish shared keys;
-
the BSF shall be able to indicate to the UE the lifetime of the key material. The key lifetime sent by the BSF over Up shall indicate the expiry time of the key. The key lifetime transfer shall be integrity protected.

Editor’s Note: 
The integrity protection requirement needs to be verified. 

NOTE2: 
The requirements for the Up reference point are based on the requirements of the Ub reference point c. f. TS 33.220 [1].

4.3.3 Requirements on Reference Point Zh
The requirements for reference point Zh are the same as those described in TS 33.220 [1] for the Zh reference point.

4.3.4
Requirements on Reference Point Zn and Zn’
Most of the requirements for reference point Zn are the same as those described in TS 33.220 [1] for the Zn reference point. For clarity reasons, all requirements to the Zn reference point are listed here if used in GBA Push. 
-
Mutual authentication, confidentiality and integrity shall be provided;

-
If the BSF and the NAF are located within the same operator's network, the DIAMETER based Zn reference point shall be secured according to NDS/IP [xx];
-
If the BSF and the NAF are located in different operators' networks, the DIAMETER based Zn' reference point between the Zn-Proxy and the BSF shall be secured using TLS as specified in RFC 2246 [yy];
NOTE 1:

TS 33.220 [1] specifies the TLS profile that shall be applied.
-
An HTTP based Zn/Zn' reference point shall be secured using TLS as specified in RFC 2246 [yy];
NOTE 2:

[1] specifies the TLS profile that shall be applied.
-
The BSF shall verify that the requesting NAF is authorised to obtain the key material or the key material and the requested USS;

-
The NAF shall be able to send a key material request to the BSF, containing NAF's public hostname corresponding to the use over Ua reference point. The BSF shall be able to verify that a NAF is authorized to use this hostname, i.e. the FQDN seen by UE on Ua reference point;
NOTE3:
This requirement is a modified requirement from [1] that has been adapted for the GBA Push purpose.
-
The BSF shall be able to send the requested key material to the NAF;

-
The NAF shall be able to get a selected set of application-specific USSs from the BSF, depending on the policy of the BSF and the application indicated in the request from the NAF over Zn;

-
The NAF shall be able to indicate to the BSF the single application or several applications it requires USSs for;
NOTE2:
If some application needs only a subset of an application-specific USS, e.g. only one IMPU, the NAF selects this subset from the complete set of USS sent from BSF.

-
The BSF shall be able to be configured on a per NAF or per application basis 
-
whether private subscriber identity, i.e. IMPI, may be sent to the NAF;

- whether a particular USS may be sent to a NAF;
-
If a NAF requests USSs from the BSF and they are not present in subscriber's GUSS, it shall not cause an error, provided the conditions of the local policy of the BSF are fulfilled. The BSF shall then send only the requested and found USSs to the NAF;

-
It shall be possible to configure a local policy as follows: BSF may require one or more application-specific USS to be present in a particular subscriber’s GUSS for a particular requesting NAF, and to reject the request from the NAF in case the conditions are not fulfilled. In order to satisfy this local policy, it is not required that the NAF requests the USSs over the Zn reference point, which the BSF requires to be present in the GUSS, rather it is sufficient that the BSF checks the presence of the USSs locally. It shall also be possible to configure the BSF in such a way that no USS is required for the requesting NAF;

NOTE3: For more information on the local policy usage, see TS 33.220 [1].

-
The BSF shall be able to indicate to the NAF the bootstrapping time and the lifetime of the key material. The key lifetime sent by the BSF over Zn shall indicate the expiry time of the key, and shall be identical to the key lifetime sent by the BSF to the UE over Ub.
NOTE 4:
This does not preclude a NAF to refresh the key before the expiry time according to the NAF's local policy.
NOTE 5:
If one or more of the USSs that have been delivered to the NAF has been updated in subscriber's GUSS in the HSS, this change is propagated to the NAF the next time it fetches the USS from the BSF over Zn reference point (provided that the BSF has updated subscriber's GUSS from the HSS over Zh reference point).
-
NAF shall be able to indicate to BSF the protocol identifier of Ua security protocol it requires the key material by sending NAF-Id to BSF (c. f. [1] TS 33.220).
-  The NAF shall be able to indicate to the BSF that a new bootstrapping is required.

Editor’s Note: 
The necessity of this requirement needs further evaluation i.e. solutions could require to always bootstrap for GBA Push.
· The NAF shall be able to indicate the user identity to the BSF. 



-

-


 


· 
4.3.5
Requirements on Reference Point Ua

The requirements for reference point Ua are the same as for the Ua reference point as outlined in TS 33.220 [1].

4.3.6
Requirements on Bootstrapping Transaction Identifier
The requirements for B-TID are the same as those described in TS 33.220 [1] for the B-TID, except the following:
· NAF shall be able to detect the home network and the BSF of the UE from the B-TID.

that is reformulated into and replaced by 

-
The UE shall be able to identify the BSF from the B-TID.

4.3.7

Requirements on Reference Point Dz
This interface between BSF and SLF is used to retrieve the address of the HSS and the requirements are the same as described in TS 33.220 [1].  This interface is not required in a single HSS environment. 

4.3.8
Other Requirements 
- 
The UE and the NAF shall be able to use bootstrapped SA on Ua reference point independent on whether the bootstrapping has been performed via Ub or Up reference point.

NOTE:
The fact that a GBA-push mechanism was used to create a GBA-security association between the UE and the BSF shall not restrict a NAF to use the derived security association for network initiated protocols only. Analogously, the fact that UE initiated GBA was used shall not restrict a NAF to use the derived security association for UE-initiated protocols only (Ua reference point). 

Proposal

For SA3 to review the proposed changes and to add them to [1],
References

[1]
TS 33.223  Generic Authentication Architecture (GBA) Push
