​3GPP TSG SA WG3 (Security) Meeting #45                                  S3-060625
Ashburn, USA, 31 Oct- 3 Nov 2006

Title:
Key management for MBMS services over broadcast mode

Source:
Siemens Networks, Ericsson, Vodafone 

Document for:
Discussion/Decision

Agenda Item:
MBMS

1 Problem statement

An MSK is delivered via a PtP channel to the UE, encapsulated in a MIKEY message, protected by the user individual key MUK. When the user is listening to a broadcasted TV channel (protected by MBMS security), then the user does not need to maintain an active PDP context with the Mobile Network. Consequently the BM-SC has no IP address with which the user can be reached to send user individual key management messages (e.g. a new MSK, or update of the MSK validity). This contribution discusses the possible solutions how to provide (more) reliable MSK delivery for protected MBMS services send over MBMS broadcast mode.

2 Solutions

2.1 Active PDP context requirement (Sol-A)

For MBMS multicast mode (section 8.2 of TS 23.246[5]), a general purpose PDP context is required to be set up at MBMS Multicast service activation. 'The UE activates a general purpose PDP context if one is not already established'.  The MBMS Multicast service activation procedure links the PDP context NSAPI to the MBMS UE context. Within the MBMS multicast service deactivation procedures (section 8.7 of TS 23.246[5]) the following is described : 'If the PDP context linked to the MBMS UE context by the linked NSAPI is deactivated by the UE or SGSN or GGSN, then the SGSN shall perform the MBMS deactivation procedure starting with step 7). The UE will remove all MBMS UE Contexts locally after the Linked PDP Context was deactivated.'

Although not explicitly stated in TS 23.246[5], we may safely assume that the linked PDP context shall be activated as long as the MBMS multicast mode is activated. This requirement is not present for MBMS broadcast mode as the MBMS broadcast mode does not require the UE to join at MBMS bearer level, but the specifications could be modified to impose such a requirement.  For the purposes of Push based MSK key management, for both multicast and broadcast mode, some method is needed to inform the BM-SC about whether a specific UE is contactable at an IP level and what its current IP address is.

For MBMS multicast mode, the MSISDN (together with IMSI) is passed from GGSN to BM-SC in the MBMS Authorization request (see 23.246[5]). The exact nature of the signalling between GGSN and BM-SC is specified in 3GPP TS 29.061[6]. This mechanism ensures for Multicast mode MBMS services that the BM-SC knows that a specific UE is contactable. The BM-SC should become aware of the IP-address of the UE via other mechanism than Gmb. As soon as the UE leaves the MBMS Multicast, then on the Gmb reference point a Session Termination request is sent towards the BM-SC.. Note that the deactivation may be triggered by the UE, or it may be triggered by the SGSN if the UE has lost coverage or performed an uncontrolled power down. For protected MBMS multicast services (using multicast mode or broadcast mode), the use of key management procedures can ensure that the BM-SC is aware of the IP-address of the user. This is explained in the next paragraph. 

TS 33.246[1] has specified three UE-initiated procedures between the BM-SC and the UE for the purpose of key management: MBMS User Service Registration procedure, MBMS User Service Deregistration procedure and MSK request procedure. There are also two BM-SC-initiated key management procedures: MSK Push and BM-SC Solicited Pull procedure. For protected MBMS services, for both broadcast and multicast mode, TS 33.246 describes that if protection of the MBMS User Service is applied then the UE shall register for the MBMS User Service otherwise the MBMS user service registration procedures shall not be used. The MBMS user service registration could be seen as a message to inform the BM-SC that the UE is ready to receive MSK updates. Note that for broadcast mode the UE should not wait until the exact moment that the user decides to listen/watch to a broadcast service. Instead MBMS user services registration should be sent in advance e.g. as an automatic procedure after power on. This is to ensure that the UE can receive the necessary MSK updates in advance to avoid network overload if many users try to request a new MSK when the first MTK protected under that MSK is received (this is the "fallback" mechanism described in clause 2.3). TS 33.246[1] does not specify the conditions on which the user shall use MBMS user service deregistration procedures i.e. clause 6.3.2.1B reads ' When the UE desires to deregister from one or more MBMS User Services'. However TS 26.346[2] clause 5.3.2 clarifies this relationship: when the user leaves the service at bearer level, also an MBMS user Service Deregistration Request shall be sent for the purposes of key management. 

For MBMS broadcast mode, clauses 5.3.1 and 5.3.2 of TS 26.346[2] do not apply, so for MBMS broadcast mode it is specification-wise unclear when the user should register/deregister or not. This would need to be clarified/corrected. Using the concept of MBMS user service registration/deregistration and ensuring that the UE always keeps up an active PDP context could help ensure that pushed key management messages from the BM-SC can always be routed correctly to the UE. However, there is one significant limitation in MBMS broadcast mode: a UE that looses coverage or performs an uncontrolled power down may not get a chance to initiate an MBMS User Service Beregistration procedure. This means that the BM-SC may not be aware that the IP address provided during MBMS user service registration is no longer contactable or has been allocated to another UE.

In order to remove the above limitation, some method is needed for broadcast mode to inform the BM-SC that the UE is no longer contactable at the IP address that was provided during MBMS User Service Registration procedure. It is possible that such a mechanism already is in place. For example, in section 10.3 of TS 23.246[5] it is stated that the BM-SC needs to know both IMSI and MSISDN for charging purposes. This requires some method to convey the MSISDN to the BM-SC (the IMSI is already conveyed to the BM-SC by the UE). One approach would be for the GGSN to send a Radius (DIAMETER) accounting start message to a database (or BM-SC) when the PDP context for the MBMS service is activated. This would contain the IMSI and MSISDN of the UE. When the PDP context is deactivated, a corresponding Radius stop message would be sent. The BM-SC would then query this database to fetch the MSISDN. This mechanism could be extended so that the Radius accounting message also conveys the IP address allocated to the UE. This approach would allow the BM-SC to be kept informed about whether the UE is still contactable at a particular IP address.

The above Radius-based mechanism has the advantage that the same approach may already be used for other purposes and could be re-used. For example, Radius is commonly used to convey the IP address and MSISDN of a mobile to a WAP gateway so that the MSISDN can be included in HTTP request in order to support personalized browsing and content purchase on an operator's WAP portal. However, there may be other methods to inform the BM-SC that the mobile is no longer contactable. For example, in IMS the GGSN has to inform the PDF/P-CSCF that the mobile is no longer contactable. This is done using a COPS message (see section 6.3.6 of TS 23.207). A similar message could be used to inform the BM-SC that the PDP context has been released. This may mean that PCC/PCRF needs to be mandated for MBMS.
Under the condition that SA3 agrees to go forward with Sol-A, we propose that CT3 (cc SA2) takes care of selecting the most appropriate method to inform the BM-SC about whether the UE is still contactable at a particular IP address. 

Differently from SOL-A, the solutions in section 2.2 do not require an active PDP context to be available permanently.

2.2 Key management triggers/deliveries (Sol-B/C)

(SOL-B) OMA-contribution [3]
 creates the possibility to deliver the MIKEY-message out-of-band via SMS. The lack of IP-address is cited as the reason for developing this solution. The advantage of [3] is that the user does not need to have an IP-address as connectionless WAP is used. In the event that the user is not registered to the mobile network then the SMS gets stored in the SM-SC and will be sent later when the user registers again. A disadvantage of this solution is that it requires the BM-SC to implement the interface towards a PPG (Push Proxy Gateway) and that the UE needs to implement WAP-protocols. More information on SMS push architecture can be found in [4]. Note that according to [2] OTA PUSH may optionally already be available for 'User service announcement over SMS bearers or HTTP' as described in section 5.2.4.1.6 and section 5.2.4.1.5 of [2].  The main difference of SOL-B compared to SOL-A is that SOL-B creates a broadcast service specific solution, while for SOL-A, the broadcast mode solution is more aligned with the multicast mode solution. Because of the latter SOL-A is preferred. We note that SOL-A is not conflicting with SOL-B, so in practice they could coexist and that SOL-B is restricted to the LTKM (Long Term Key Management Message) initiating BM-SC solicited pull procedures over SMS [3].
(SOL-C) Another solution might be to use BM-SC solicited pull message [1] over the broadcast channel of the service, e.g. as a FLUTE object. It could trigger those listeners to update the currently used MSK. This solution cannot reach those users that are currently not listening to the broadcast service. A characteristic of a BM-SC solicited pull message is that the pull message is a user individual message (protected by MUK). Therefore the amount of data will grow as the user base for the broadcast will grow. This would render the approach extremely inefficient. In order to reduce the amount of data, the solicited pull message may be protected by the former MSK, which however would create UICC impacts due to the use of different types of keys for solicited pull messages. It would also create potential DoS issues because any user who knows the former MSK could spoof a BM-SC solicited pull message.

The solutions in section 2.2 have different usability scopes. SOL-C can deliver key management messages only to users that are currently listening to the service, where SOL-B also can reach all MBMS-service users registered and not-registered
 to the network. For the delivery of key management messages to not-registered users, the push message will be stored in the network until the UE attaches to the network. Together with the push solutions specified in [1] section 6.3.2.2, SOL-B and SOL-C are solutions to proactively push MSK's from the BM-SC to the UE.

2.3 Do not use MSK push mechanisms (SOL-D)

In this solution we propose that MSK push is not used. Instead new MSKs are only fetched when the first MTK protected under a new MSK is received. 

Extract from Section 6.3.3.2.2 "MTK delivery in streaming": 

"Reliability of MTK delivery is reached by re-sending MTK messages periodically. In order to increase the possibility that UEs receive a new MTK in time, MTK messages may be sent before the RTP traffic changes over to a new MTK."

Thus, the request for a new MSK would happen when the first MTK protected under that MSK is received.

This approach has two major disadvantages:

· No mechanism to update MSK validity

· No way to spread MSK updates over long period of time meaning that BM-SC will have to deal with a high peak load when the first MTK protected under a new MSK is sent.  

NOTE: the BM-SC may use Back off mode parameters to be able to spread UE's simultaneously fetching MSKs.

3 Conclusions

We propose that SA3 agrees to go forward with Sol-A (i.e. Active PDP context requirement).
A Rel-6/7 CR to TS 33.246 is available in S3-060633/626 to clarify the use of the MBMS User Service Registration and Deregistration procedures for MBMS User Services in broadcast and multicast mode and to incorporate the requirement to maintain an active PDP context between the MBMS User Service Registration and the Deregistration.

The mechanisms to communicate IP-addresses/MSISDNs allocations/deletions between the GGSN and the BM-SC may be impacted. So we propose that CT3 is informed (cc SA2) by means of a Liaison Statement.
We also propose that the chosen solution is communicated to OMA BCAST and that SA4 is requested to check if TS 26.346[2] is impacted.
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� Under discussion at OMA BCAST


� Location of the subscriber is unknown to the mobile Network.





