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1
Opening of the meeting

The SA WG3 Chairman, Mr. V. Niemi opened the meeting which was hosted by North American Friends of 3GPP in Ashburn, USA, 31st Oct  - 3rd November 2006. 
Apologies were received from Mr Nigel Barnes from Motorola. 

2
Agreement of the agenda and meeting objectives

TD S3-060613: Draft Agenda for SA WG3 meeting #45; introduced by SA WG3 Chairman was approved.
The meeting objectives were:

-  A major objective of the meeting is to complete the stage 2 work for Release 7;

-  Related to the previous objective, we should pay attention also on the study items. For SAE/LTE related work we should define milestones for the remaining work in the study phase. For each of the other TR’s, we should either 

-  submit the TR for approval in SA December plenary or 

-  update the schedule of the work item and continue the work according to the new schedule      

-  A secondary objective is to progress work that we believe would end into Release 8.

The draft agenda was then approved.

2.1 
3GPP IPR Declaration

The SA WG3 Chairman reminded delegates of their companies' obligations under their SDO's IPR policies:

IPR Declaration:
The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-  to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-  to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/ipr/).
3
Assignment of input documents

The documents available at the beginning of the meeting were allocated to their appropriate agenda items, which are reflected in the document list.

4
Meeting reports

4.1 
Approval of the report of SA3#43
TD S3-060614: Draft Report of SA WG3 meeting #43; introduced by SA WG3 Secretary. It was revised to TD S3-060772 and it was approved.
There were some minor changes related to the colouring of “not approved” and the time of finishing of the meeting. It was revised to TD S3-060534 and was approved.
AP 44.01  Charles Brookson to check if the GSMA briefing documents could be made available to SA and to brief his GSMA delegate to SA.

Closed:  Done

AP 44.02  Fredrik Lindholm to contact the authors of the expired documents identified in TD S3-060439 (particularly [37]) to determine if the document should be renewed in IETF. 

Closed:  This was checked and their understanding in the IETF was that the renewal of the documents in is not needed. So now SA3 has some references to documents that will not exist in the future. 
AP 45.01 All to consider how to deal with the reference [37] in 33.234 since the internal draft will expire and will not be renewed. Bengt Sahlin.
AP 44.03  Chairman to ask SA if the correction in S3-060540 should be extended to Rel-6.

Closed: Done, this was asked and it was not extended. 
AP 44.04  Guenther to inform the authors of the internet drafts identified in TD S3-060491 that there did not appear to be a need to add this mechanism to WLAN but perhaps there could other uses in other areas in Rel-8. The 

Closed:  Done

AP 44.05  Nigel Barnes to make ETSI SCP aware of the liaison statement from OMA in TD S3-060418. 

Closed:  To be checked.
AP 44.06  MCC to tell SA1 that an email discussion will held and the result to be communicated to SA1 by MCC. The email will be run by China Mobile.

Closed:  Done

AP 44.07  All to provide comments on the SA3 workplan items in TD S3-060524 by 13th September. This has been determined by the workplan manager and is not under control of the secretary and so is not extendable.

Closed:  Done

4.2 
Report from SA#33

TD S3-060615: Report from SA#33 plenary introduced by the SA WG3 Chairman. It was noted that there were several comments on the SA3 CRs (one sent back to SA3) and the fact that there were hanging paragraphs and other editorials. It was suggested that a look at 22.801 would be appropriate. If mistakes are noticed after SA3, then some comments should be sent to the email list so that comments could be made to SA and to have a backup ready for presentation to SA. 
Regarding HTTPDigest is was noted the result in SA was that:
“After off-line discussions Members were asked to provide their issues and proposals to TSG SA meeting #34. SA WG3 are asked to continue analysis and discussions on the interaction issues, but not to include this in a TR at this point.”
TR without it and another version showing how the TR would look with it included. (See 6.1.3.)
It was asked regarding LTE and the USIM and SIM. At the last SA3 it was the intention to propose to SA to rule out the 2G SIM. From the security point of view it would be good to exclude the 2G SIM, but this is a business decision and this could only be done in SA. This was done:
 “The SA WG3 Chairman explained that SA WG3 intends to exclude SIM access to LTE. SA WG3 would like to know rather sooner than later if companies have problems with this.
The TSG SA Chairman asked companies to take note of this and provide feedback to SA WG3 of any problems they have.”
There was some concern that the comments should be brought back to SA3 as the business case really should be taken in SA. It would appear that there is no contribution at this meeting on the use of a SIM with LTE. There is an assumption that it is exlcuded for the time being (TD S3-060564). The point is that if there are comments then there is nothing wrong with compilling them here and sending them to SA in a liaison statement. The chairman indicated that if there are some comments on a commercial decision, then companies were asked to direct them to SA. The document was noted.
TD S3-060728 (IMS-060022): conclusions from IMS workshop in Palm Springs introduced by Mr Bernie Mckibben. 
It was commented that all at the workshop seemed to be united in a single IMS. This does not mean that celullar operators will need to have changes in their business model. So some clear distinction should be made. Also, it was commented that any issue concerning security should be brought back to this group. However, on slide three there are some issues on security and there was some concern by TISPAN that 3GPP (or SA3) has been reluctant to adopt security policies. This is really not the case and there are good reasons why SA3 has some reservations. It was noted. 
4.3 
LI meetings
Points to be done:

New document including the scope of the TC LI WI to deliver IRI & CC defined in TS 33.108 via TS 102 232.

This scope had to include:

- All options of 33.108 including CS & PS will be supported/mapped, 

- Nothing will be changed within 33.108

- The intention of this new document is not to displace 33.108

- The intention of this document is to give a guideline for national regulation E-Mail approval of this text/document within this list (SA 3 LI) Done by Ian Cooper, TC LI details will be handled by Peter van der Arend

Begin; Continue and End for SIP; DTS/LI-00024 v0.5.0 Service-specific details for IP Multimedia Services of TC LI. 

This definition will be extended to also allow the delivery via Report, as this is defined within our specifications.

Agreed text will be included in the report. Peter van der Arend will bring this into TC LI as Liaison officer.

Done by Peter van der Arend & Ian Cooper

There are two CR's, but no liaison statements.  
TD S3-060655: CR to TS 33.107 - LI in the MGW, Annex D introduced by Alex Leadbetter. There are a number of changes that are intended to be editorial. Clause D.1 shows one scenario how interception can be done and mentions that other means exist. There is no text describing  the implications of different solutions. Now also announcements are considered. There was a commenting document in TD S3-06756. This TD comments on TD S3-060655, which is an LI from SA3-LI which presents a CR to TS 33.107. TD S3-060655 requires support of ITU-T H.248.1 version 3 on the Mc profile, which is not agreed at this stage by 3GPP CT WG4. This TD shows it is possible to achieve same result without having to support H.248.1 version 3. This really needs to be sent back to the LI group with S1-06756. 
TD S3-060656: CR to TS 33.107 - Pseudo CR MBMS Interception introduced by Alex. The intention was to send it to SA for information in order to pave the way for a Rel-7 at the edge of the freezing of the release. The problem with this is that SA has no concept of a pseudo-CR and may well rejected it just because it is. Another point could be to put this on the SA3 exception list for Rel-7. Another alternative would be to present this document to SA without a cover page for information as a forewarning that this will come either in March or very soon after. It was revised to TD S3-060773. It was revised to TD S3-060845.
It was decided to send this to SA for comment.
5 Reports and Liaisons from other groups

5.1 
3GPP working groups

There was no report at this meeting. 
5.2 
IETF

There was no report at this meeting. 
5.3 
ETSI SAGE

There was no report at this meeting. 
5.4 
GSMA

Charles Brookson gave a review of GSMA Security Group activities and the main items of the GSMA SG 2007 workplan: 
Charles Brookson gave a review of GSMA Security Group activities and the main items of the GSMA SG 2007 workplan: 
-
Finalise GSMA position in relation to the identification, reporting and correction of IMEI security weaknesses at minimum cost to GSMA and its members

-
Produce white paper for the guidance of operators on SIP IMS security issues 

-
Publish, on a public portal, information and guidance on secure use of mobile for the benefit of consumers and to encourage them to take responsibility for their own security

-
Emergency messaging and warning - Ensure 3systems can technically support, in a standardised manner, a secure emergency warning system in the event of a disaster.

-
3G Laptop Security Guidelines - develop guidelines for operators to secure laptops with embedded (U)SIM and GPRS/3G/HSPA radio modules.

-
Mobile Malware and SMS/MMS Spam Solutions - analyse impact on network operators and customers; ensure necessary information and countermeasures are available to network operators. Counter phishing techniques that hamper the ability of operators to communicate with customers by identifying policies and technical solutions to allow the customer to validate communications from operators 

-
Conduct security risk assessment of emerging services including PVI, IM Phase 2, Video Share phase 2, Op. ENUM, NFC, M-Payment and Identity Management.

The next meeting will be in November 2006. For S3-060757  “Reply LS to 3GPP SA3 on Issues concerning the security of inter operator IP based communications” from GSMA  will be taken in Agenda Item 6.3

A discussion took place on the A5/2 withdrawal document S3-060751 “Withdrawal of A5/2 from Handsets Deadline”. It was decided that CRs could be prepared to take the issue forward to SA should the Certification bodies agree. The latest situation on the feedback from manufacturers and operators will be tabled at the meeting for information.

Document TD S3-060752 contained a liaison statement on Withdrawal of A5/2 from Handsets Deadline. SA WG3 is being asked to inform SA of the requirement to withdraw A5/2 support in terminals, with an absolute deadline of the end of 2006. This will enable manufacturers to support this initiative. The action was to inform SA about the absolute deadline at the end of 2006. This was done at SA #33, but it was suggested that this be done again. The comment in SA was that really PTCRB should be brought on board before a final date is defined. 

However, the CRs to do this could be written at this meeting. This was done (see section 6.6).
Document TD S3-060752 contained a liaison statement on Withdrawal of A5/2 from Handsets Deadline. SA WG3 is being asked to inform SA of the requirement to withdraw A5/2 support in terminals, with an absolute deadline of the end of 2006. This will enable manufacturers to support this initiative. The action was to inform SA about the absolute deadline at the end of 2006. This was done at SA #33, but it was suggested that this be done again. The comment in SA was that really PTCRB should be brought on board before a final date is defined. 
However, the CRs to do this could be written at this meeting. This was done (see section 6.6). Document S1-06751 was noted (see CRs in TD S3-060790, TD S3-060791 and TD S3-060792).
	Document Number
	Title
	Source
	Result

	S3-060790
	CR to 03.20 on Removal of A5/2
	Vodafone
	Agreed to be sent to SA for approval

	S3-060791
	CR to 43.020 on Removal of A5/2 (Rel-4)
	Vodafone
	Agreed to be sent to SA for approval

	S3-060792
	CR to 43.020 on Removal of A5/2 (Rel-5)
	Vodafone
	Agreed to be sent to SA for approval


5.5 
3GPP2

3GPP2 Security group (3GPP2 TSG-S WG4) met twice since SA3#44 and are also meeting this week in Northbrook, IL, USA. 

Work is continuing to develop security framework for Network Firewall Control & Configuration (NFCC). Baseline is expected to be agreed before December 2006. 

Work is also continuing on developing guidelines for 3GPP2 preferred cryptographic profiles (PCP) for TLS & IPSec.

Work is also progressing on the next release of GBA specs. Some of the 3GPP features (e.g., security mechanisms using GBA) that were not included the earlier release of 3GPP2 GBA is planned to be included in this version of the GBA specs.

Inconsistencies between the textual description & reference implementation of some 3GPP2 AKA functions (e.g., f3) that were identified earlier for "Enhanced Cryptographic Algorithms" spec (S.S0055-A v3.0) is also being corrected for “Common Security Algorithms” (S.S0078-A v3.0)

Solutions for extending MMD/IMS security to support legacy R-UIMs (i.e., 2G R-UIMs that support CAVE authentication, but not AKA) is also being worked on.

AP 45.02
Anand was asked to provide more information on specifications Network Firewall control and configuration work item. 
5.6 
OMA

There was no report at this meeting. 
5.7 
TR-45 AHAG
A separate session was held on Wednesday, see section 7.

5.8 
TCG

A report of the TCG was given by Silke Holtmanns:-
-
TCG Mobile Trusted Module Specification" v0.9 has been published.

-
https://www.trustedcomputinggroup.org/specs/mobilephone/
-
Overview at: https://www.trustedcomputinggroup.org/specs/mobilephone/Final_spec_overview_CTIA_sept_13.pdf
-
TCG MPWG is working on getting an accompanying reference architecture spec out ASAP.

-
Specification do not contain policy requirements or measurement criteria for platforms.

5.9 
Other groups

6
Work areas

6.1
IP multimedia subsystem (IMS)

6.1.1
TS 33.203 issues

TD S3-060729: LS Response on UDP encapsulation of Ipsec introduced by Siemens on behalf of TC TISPAN WG 7, WG3. This LS is from TISPAN to CT1 and SA3 indicating that it has analyzed the technical solution of UDP encapsulation using IPsec for NAT traversal of protected SIP signalling as developed by SA3 in TS 33.203 Annex M and considered the solution from the viewpoint of suitability for TISPAN Next Generation Networks (NGN). It believes that the secure NAT traversal solution with the enhancements as defined in TS 33.203 and in TS 24.229 do adequately meet TISPAN NGN release 1 security requirements. It was noted. 
It was commented that this was dated July and a feasibilty study has since been opened up to look at other alternatives for release 2.
TD S3-060741: Support of multiple simultaneous IMS registrations introduced by Qualcomm on behalf of SA1. In this LS SA1 is telling SA2 that continuity of IMS services has already been considered in SA1 and is required. As support of multiple simultaneous IMS registrations is an integral part of that, SA1 supports the progression of this work in SA2 and is asking SA2 to liaise with SA3. It was noted. 
TD S3-060708: Reply LS on support for multiple simultaneous registration introduced by Qualcomm on behalf of CT1. Regarding the support of multiple registrations, SA2 requested CT1 to provide feedbacks on whether solutions identified in S2-062213 are feasible or not. In the attached contribution (C1-061636), the proposed solutions in S2-062213 are analyzed and one additional solution is identified in order to support multiple registrations.
TD S3-060700: Security impacts of multiple simultaneous registrations introduced by Ericsson. This contribution analyses the security impacts of simultaneous multiple registrations.

TD S3-060661: Analysis of Solutions for Simultaneous IMS Registrations introduced by QUALCOMM Europe. This document contains a comparison of three solutions discussed in CT1 regarding multiple registrations. 
TD S3-060722: Draft reply LS to CT1 on support for multiple simultaneous registrations in IMS introduced by Siemens Networks. CT1 sent an LS C1-061867 = S3-060708 on support for multiple simultaneous registrations from their meeting CT1#43 to this SA3 meeting#45. It is proposed to use the text in the following section as a basis for a reply to this LS.
It was noted that none of the documents on this give a preference on the solution. If the number space is fixed, then multiple IMPIs may not be possible. It was answered that there if the space is generated in the usual way, then extension are possible. 
This was taken off line and a response liaison statement was compiled from TD S3-060700 and TD S3-060661 and TD S3-060722 was provided in TD S3-060774. It was agreed to send this liaison statement. 
TD S3-060738: LS on AS initiated requests on behalf of a user introduced by Ericsson on behalf of SA2. SA2 has agreed on procedures to allow a SIP Application Server to originate sessions on behalf of a user. SA2 is asking SA3 to review the procedures for AS initiated calls on behalf of a user and inform if any security mechanisms are required.
The CR in the attachment was for Rel-7 and perhaps some protection could be found using TLS and NDSI. The security hole is apparently the transitive trust but including all third parties. It was asked of the 3rd party could be held accountable for this. This depends on the contract. 
A proposed response was provided in TD S3-060775. It was agreed to send this liaison statement. 
TD S3-060723: Discussion of IETF Requirements on Media Security from IMS point of view introduced by Siemens on behalf of Ericsson, Siemens Networks, Vodafone. The purpose of this contribution to SA3 is to evaluate the IETF requirements with respect to their relevance for 3GPP.
It was suggested that all these should be collected in a 33.8xx series. Before a decision was made, the liaison statement from TISPAN was taken. 
TD S3-060759: Liaison on Media Security introduced by Siemens on behalf of TISPAN WG7. TISPAN WG7 is informing SA3 that it recently have started a Feasibility Study on Media Security in the context of Next Generation Networks (NGN) Release 2. The feasibility study is pursued as a Technical Report (TR). TISPAN WG7 is looking for feedback.
Taking both documents together, it was asked what requirements should be included from TD S3-060723. It was decided that a 33.8xx TR should be provided under the WI “IMS security extensions” in SP-060395. (Perhaps 33.804 as 33.803 is taken for Coexistence between TISPAN and 3GPP authentication schemes.)
A response to TD S3-060759 was provided in TD S3-060776. It was agreed to send this liaison statement. 
TD S3-060641: CR to Removal of incorrect text in a note introduced by Nokia on behalf of Nokia and Vodafone. NDS Authentication Framework Extension for TLS was approved in SA#33 plenary. TS 33.203 has a note that states the 3GPP specifications do not provide support for TLS certificate management. There were a few problems with the text, indeed the orginal text too and so it needed a revision. This was provided in document TD S3-060777. It was agreed to be sent to SA for approval as rev1.
It was suggested to create another CR to 33.210 to refer to authentication framework as there is no reference therein. There is another CR that could also benefit from this. This was provided in TD S3-060778. It was agreed to be sent to SA for approval as rev1.
TD S3-060621: Update to procedures to allow multiple UEs behind a NAT CableLabs. This was replaced by TD S3-060763. This document contains some procedures for randomizing port_us at the UE and clarification of error codes at the S-CSCF accommodate multiple UEs behind a NAT. It was commented that really it is multiple SIP Clients and not UEs behind a NAT. This adds a note and so is informative and so it was questioned how useful it really is. It was revised to TD S3-060779 and it was agreed to be sent to SA for approval. 
TD S3-060622: IMS Enhancements for Security Requirements in Support of Cable Deployments presented by CableLabs. The objective of this work item is to enhance IMS security specifications to support cable security requirements. (This WI really needs to be discussed on Thursday at the latest). It was revised to TD S3-060752 and then to TD S3-060764 prior to presentation. CableLabs mentioned that the enhancements will not add requirements to non-cable networks and that the changes envisioned will not impact the IMS architecture as specified in 23.228. It was commented that the requirements could well be no different from the TISPAN requirements. But this was not sure. Also, something may need to be added to the co-existance TR 33.803. CableLabs mentioned that cable operators are seeking changes to technical specifications rather than technical reports in an effort towards a single IMS solution.
It was revised to S1-060780 and it was agreed to be sent to SA for approval.
6.1.2
Security for early IMS

TD S3-060620: CR to TR 33.978 on Correction of a reference introduced by Nokia. The clause on Authentication procedure references wrong 3GPP TS for one of the exceptions from TS 29.228 for authentication procedure in Early IMS Security. The detailed behaviour in authentication is specified in TS 29.228. It was agreed to be sent to SA for approval. 
TD S3-060667: Solution for solving Early-IMS impersonation threat introduced by Huawei. This CR proposed that the P-CSCF shall check that the REGISTER request is received from a GGSN. It was commented that it would be difficult to check that the request was received from a GGSN. It was revised to TD S3-060781 as rev1 and it was agreed to be sent to SA for approval. 
TD S3-060724: Correction of text on check of IP addresses introduced by Siemens. The CR 15 corrected text on the checking of IP addresses, which which was not fully appropriate for IPv6. One piece of text in TR 33.978, which should have been corrected with the other changes in CR015, was overlooked. The document had CR number 15 on it and it was noted that CR15 was approved at SA #33. It was revised to TD S1-060782 and it was agreed to be sent to SA for approval as CR 0018.

6.1.3
Co-existence TR 

TD S3-060730: LS on coexistence of NASS-IMS bundled authentication introduced by Siemens on behalf of TC TISPAN WG 7, which is seeking feedback from SA3 on issue#2 (see 10tTD387 “Summary Table on NBA issues”) and issue #5 together with CT1. This was overtaken by events and TD S3-060758.
TD S3-060758: Liaison reply on on “Coexistence of NASS-IMS bundled authentication” introduced by Siemens on behalf of TISPAN WG7 which is asking SA3 to continue the work on the co-existence issues taking into account the information and actions in this liaison statement.
On issue #2, it was noted that SA3 favoured a configuration based solution. It was commented that TISPAN WG7 were leaning towards a protocol based solution but did not know what header to use. This is not in the liaison statement, however. It was also noted that this is not a security issue and, in fact, CT1 is the group that should make the decision. The action was accepted from TISPAN; it may be that this is forwarded to CT1.
On issue #5, it was noted that the further work would be based on 2c as per the liaison statement.
It was considered that the actions in TD S3-060730 appeared to be covered by the actions in TD S3-060758 and so it was noted. 
TD S3-060760: Liaison on HTTP digest introduced by Siemens on behalf of TISPAN WG7. It has come to our attention that in recent meetings of 3GPP SA and 3GPP SA3, there was some lack of clarity about the support for the authentication method HTTP Digest required by ETSI TISPAN. ETSI TISPAN would therefore like to point out that support for HTTP Digest is defined as option for simple NGN scenarios where terminals cannot and will not support an ISIM application, cf. ETSI TS 187001 “NGN SECurity (SEC); Requirements, clause 4.2 Early Deployment”.
It was commented that at least one company wanted to get HTTP Digest into the SA3 TR. This goes against the direction of SA. The group thought that HTTP Digest could be put into the TR. It was noted. 
TD S3-060718: Issues with coexistence between TISPAN- and 3GPP-authentication methods introduced by Siemens on behalf of Huawei, Nokia, Siemens Networks. This document contained a proposed to replace a reference to specific authentication methods NBA an EIS used in 3GPP and TISPAN with a general reference to 3GPP and TISPAN to align with section 1 on Scope. It was agreed to be put into the TR with some minor modifications. 
TD S3-060719: Solution for determination of requested authentication scheme in P-CSCF introduced by Siemens on behalf of Huawei, Nokia, Siemens Networks. It was noted that in several places there is a “should” where the author would have like “shall”. These will be changed when it is implemented into the TR. It was agreed to be put into the TR with some minor modifications. 
TD S3-060720: Solution for determination of requested authentication scheme in S-CSCF introduced by Siemens on behalf of Huawei, Nokia, Siemens Networks. The changes were commensurate with the selection solution 2c) in section 6.2.3 of the current text. The P-CR also removed inappropriate notes, editor’s notes and references to temporary documents, made some editorial modifications. It also proposed the insertion of text from 11tTD121r2, agreed at TISPAN11ter, into section 6.2.3, step 2. It was decided to remove the sentence starting “More authentication methods for IMS may be …..”. It was agreed to be put into the TR with some minor modifications.
TD S3-060701: TISPAN-aware and legacy P-CSCFs coexistence introduced by Huawei. This P-CR proposed to add a new section 6.3 to include possible solutions. 
TD S3-060721: TISPAN-aware and legacy P-CSCFs coexistence introduced by Siemens on behalf of Nokia, Siemens Networks. This P-CR, does largely the same thing by insertion of text into a new section 6.3 reflecting the progress jointly made by TISPAN WG7 and 3GPP SA3. 
It was decided to add an editor’s note from TD S3-060721. Some parts of TD S3-060701 was taken into the changes to go into the TR. 
With the approval of the P-CRs, it was suggested that the TR be sent to SA for information. There was a little concern that with the implementation of TD S3-060720 there would be an implicit adoption of HTTP Digest. The sixth bullet in 6.2.1 of TD S3-060720 would be the only place that HTTP Digest is explicitly mentioned in the TR. It was decided that some text would be added to mitigate the mention of HTTP Digest. 
TD S3-060717: Draft LS to SA on coexistence of authentication methods in IMS introduced by Siemens Networks. This document contained a proposed liaison statement in response to TD S3-060758. It was revised to TD S3-060784.
The revised TR 33.803 was provided in TD S3-060783. 
This will be sent to SA #34 for information of a sort. The meeting report of SA did indicate that:
“After off-line discussions Members were asked to provide their issues and proposals to TSG SA meeting #34. SA WG3 are asked to continue analysis and discussions on the interaction issues, but not to include this in a TR at this point. The LS and contribution under this were then noted.”

The liaison statement to send this to SA was provided in TD S3-060784. It was agreed to send this liaison statement. 
6.2
Network domain security: TCAP layer (NDS/TCAPsec)

6.3
Network domain security: IP layer (NDS/IP)

TD S3-060757: Reply LS to 3GPP SA3 on Issues concerning the security of inter‑operator IP‑based communications from GSMA introduced by Vodafone. The GSMA IREG Packet group is responding to the SA WG3 liaison statement on "Issues concerning the security of inter operator IP based communications". GSMA IREG Packet discussed the LS in their meeting #26 and can therefore have provided answers to the questions posed by 3GPP SA3. On c) contributions were invited as SA3 does have some work to do here. The liaison statement was noted. 
TD S3-060619 Discussion paper: Supporting Hubs in NDS/IP introduced by Nokia on behalf of Nokia and Vodafone. The 3GPP has defined the use of IPsec and TLS to secure various forms of IP-based inter-operator communication. In addition, 3GPP has defined an inter-operator PKI to facilitate the establishment of IPsec connections between operators. While 3GPP has an important role to play to define specifications for inter-operator security, organisations such as the GSM Association also have a role to play to define guidelines and recommendations for security over inter-operator networks. [S3-060512] analysed existing 3GPP specifications and GSM Association guidelines in the area of inter-operator security, identifies some issues and proposes how those issues should be resolved. The liaison statement [S3-060591] was written to highlight differences between 3GPP specifications and GSMA guidelines concerning the security of inter-operator IP-based communication. The liaison statement was agreed in SA3#44. This discussion paper analyses one of the issues, impact of the use of proxies/hubs within GRX/IPX on 3GPP specifications, in more detail.

TD S3-060618 Rel-7 CR to TS 33.210: Clarifying the use of transit security domains introduced by Nokia on behalf of Nokia and Vodafone. It was revised to TD S3-060785 and it was agreed to be sent to SA for approval as rev1.
6.4
Network domain security: Authentication Framework (NDS/AF)

TD S3-060640 Specification of TLS protocol profile for interoperability introduced by Nokia. This contained a CR to 33.310 for Rel-7. In SA3#44 it was decided that NDS/AF standard can use TLS. In particular, TS 33.220 was mentioned as a source for TLS usage in interoperator communication. The TLS certificate profiles have been specified in quite detailed, but not the same level of detailed have been done for the TLS protocol profile.
There were some problems with this CR. There is some duplication of another TS and there are some inconsistences between the Zn interface and IMS interfaces. The CR seemed to be a positive approach, but another way is requried to harmonize the approach for Rel-8.
6.5
UTRAN network access security

TD S3-060742: Reply LS on algorithm change introduced by Vodafone on behalf of RAN5. This LS relates to S3-060596 in which SA3 informed RAN5 about the introduction of the new encryption/integrity algorithms UEA2 and UIA2. It was noted. 
TD S3-060627: Support of algorithm change features (Siemens Networks) containing a CR to TS 33.102. Design decisions on the support of UTRAN algorithm change features have been made (see S3-060596), and their documentation in TS 33.102 is seen as very useful.
This seems to be in line with the liaison statement to the RAN groups, but it was asked if SA2 should wait until the RAN groups answer. RAN2 has received it, but there is no response as yet. It was suggested that a follow-up liaison statement could be sent with this CR to prompt RAN2 to answer. It was decided not to confuse RAN2. It was revised to TD S3-060787 and it was agreed to be sent to SA for approval as Rev1.
TD S3-060628: Support of UIA2, UEA2 algorithms (Siemens Networks, TeliaSonera). This contained a CR to TS 33.102 to clarify whether the newly developed UIA2, UEA2 algorithms are mandatorily to be supported or not. It was asked if it should be mandated that UIA2 be supported in RNCs. Still it was decided to send it to SA. It was revised to TD S3-060788 and it was agreed to be sent to SA for approval as rev 1.

TD S3-060663: Clarification to ME handling of challenge re-transmissions (QUALCOMM Europe). This contained a CR to 33.102 to clarify that the UE is permitted to store AUTS to prevent synchronisation failures. It was commented that the original mechanism may well be done on purpose. Hence, it was suggested to leave the text as it was. Also, this affects AKA and so AHAG needs to be forwarded to AHAG also. Noted.
There is also an impact on TS 24.008 and it was asked if it would be better to solve this issue there instead. It was dicsussed off-line. 
TD S3-060745: LS on Security in HSPA Evolution introduced by Nokia on behalf of RAN3. RAN WG3 would like to know the view of SA WG3 on the potential security issues when collapsing RNC security functionality  into NodeBs. In particular, RAN WG3 would like SA WG3 to answer the question if SA3 foresees any means to overcome security issues in the proposed “collapsed” architecture option.
TD S3-060664: Security for HSPA Evolution introduced by QUALCOMM Europe. The HSPA evolution activity is leading to a variety of system solutions, some of which have all radio related procedures terminating in the radio edge node—the so-called “Node B+”—which is seen as possibly bringing system performance enhancements.

TD S3-060654: HSPA Evolution Option Security introduced by Nokia on behalf of Nokia, Lucent, T-Mobile, Vodafone, Alcatel. New Rel-7 Study Item Future FDD HSPA Evolution has been started in TSG-RAN. RAN WG3 has sent a LS (R3-061429) to SA3 about an option of a combined NodeB and Radio Network Controller (RNC) security for HSPA evolution. This contribution shows how acceptable security can be reached for this option.
It was noted that there are some security threats in this, but that none of them are show-stoppers. Another issue, which is not addressed, is the scope of session keys and how they are transferred around the network. Document TD S3-060664 mentions the needs of proper security requirements in this area, but there is no plan on how to deal with them. It was answered that there is probably not time to do a TR in the study item phase. It was suggested to inform RAN 3 in the study item phase, the informaiton in TD S3-060654, but that SA3 would expect a specification phase and then SA3 and RAN3 cold colaborate on security on Node B and key management.  
It was decided to send a reply to RAN3. This was provided in document TD S3-060789. It was suggested to attach TD S3-060654. It was decided to attach only TD S3-060654. It was agreed to send this liaison statement. 
Documents TD S3-060664 and TD S3-060654 were noted. 

6.6
GERAN network access security

6.7
Immediate service termination (IST)

6.8
Fraud information gathering system (FIGS)

6.9
GAA and support for subscriber certificates

6.9.1
TR 33.919 GAA

6.9.2
TS 33.220 GBA
6.9.2.1
TS 33.220 GBA 

TD S3-060697: Storage of IMPI together with the GBA keys introduced by Ericsson. This contained a Rel-7 CR to 33.220 to allow the storage in non-volatile memory the IMPI together with the GBA keys at UE power off in order to remember what UICC application that was used with a Ua application. If the ME has stored the GBA keys together with the IMPI at UE power off, then at UE power on then the ME shall reselect the same UICC application as indicated by the stored IMPI in order to be allowed to reuse the GBA keys stored at UE power off. Also, if a new UICC application has been selected for a Ua application at UE power up different to the UICC application terminated at UE power off, then the ME shall delete the GBA keys stored in non-volatile memory.
TD S3-060699: Two NAF applications having the same NAF keys introduced by Ericsson. It contained a Rel-7 CR to 33.220. The CR added a note to state that if a NAF hosts two or more applications with the same FQDN and Ua security protocol identifier, they will share the same NAF specific keys. This could be avoided by differentiating the applications on FQDN level or by further key derivation in the NAF.

It was decided that the reason for change needs to be reflected in the note as the front cover is not implemented in the TS. It was revised to TD S3-060794 and it was agreed to be sent to SA for approval as rev1. 
TD S3-060635: Addition of note on out-of order case for BSF introduced by Nokia. During the discussion on GBA Push is was noted, that in 33.220 there is the possibility that the BSF may experience an out-of-order case when the UE request keys for two NAFs using different B-TIDs. This rare out-of-order situation corrects itself. Some information on this case is added as information to implementors. It was revised to TD S3-060795 and it was agreed to be sent to SA for approval as rev1. 
TD S3-060711: Correction of Requirements on GBA keys Rel-6 CR introduced by Siemens Networks on behalf of Nokia, Siemens Networks. This CR clarifies the requirement for deletion of GBA related keys and corresponding values with respect to dependence on Ks and UICC change. It was revised to TD S3-060796 and it was agreed to be sent to SA for approval as rev1. 
TD S3-060712: Correction of Requirements on GBA keys Rel-7 CR mirror introduced by Siemens Networks on behalf of Nokia, Siemens Networks. This CR clarifies the requirement for deletion of GBA related keys and corresponding values with respect to dependence on Ks and UICC change. It was revised to TD S3-060797 and it was agreed to be sent to SA for approval as rev1.
TD S3-060713: Suppression of NAF Group attribute within USS on Zn and Zn’ interfaces introduced by Siemens Networks on behalf of Nokia, Siemens Networks. This CR ensured that the BSF removes NAF Group attribute from USS (if existent) before sending the USS to NAF. It was agreed to be sent to SA for approval.
TD S3-060636: Using pseudonyms over Zn to ensure service continuity introduced by Nokia. Current TS 33.220 specifies that if the BSF does not send the IMPI or any other user identity with the keys over to the NAF, the user remains anonymous to the NAF. For many applications, this privacy feature is desirable. However, if the UE has bootstrapped during an ongoing Ua session and contacts the NAF with a new B-TID, the NAF is not able to correlate the received B-TID to the previous B-TID used by the UE. Consequently the NAF is not able to update the NAF specific keys for this Ua session and thus the Ua session will be discontinued, which may be undesirable, if service continuity is desired.
TD S3-060698: Using pseudonyms over Zn to ensure service continuity CR R7 introduced by Ericsson. This is similar to TD S3-060636. This was withdrawn in favour of TD S3-006636.
TD S3-060636 was revised to TD S3-060798 and it was agreed to be sent to SA for approval as rev1. 
TD S3-060753: Addition of text regarding the use of the NDS authentication framework for Zn/Zn' CR R7 Late Doc introduced by Vodafone on behalf of Vodafone and Nokia. Text which indicates that there is no authentication framework for TLS is modified. Text is added to indicate that use of NDS/AF is optional when NDS/IP is used. It was revised to TD S3-060799 and it was agreed to be sent to SA for approval as rev1. 

TD S3-060709: GBA: Discussion of user identity privacy on Ub reference point introduced by Siemens Networks. The present contribution suggests a simple mechanism for IMPI protection on Ub, which solves the backward compatibility. It is proposed to take this mechanism as the basis for the trade-off of cost and benefit.
TD S3-060710: Introduction of temporary identifier for bootstrapping procedure (CR R8) introduced by Siemens Networks. For each new bootstrapping run a new temporary user identifier is used. This temporary identifier is created on each bootstrapping run for use with the next bootstrapping procedure. It is generated locally in BSF and UE, thus it is used in the network only once.
It was decided to make some further study on how the mechanisms would work with IMS. It will be brought back to the next meeting. 
TS 33.223  GBA push

TD S3-060631: GBA Push requirements clarifications introduced by Siemens Networks. The P-CR contained proposed clarifications to GBA push requirement. It was noted that there is some overlap with TD S3-060634. 
TD S3-060634: GAA Push – Clarifications and addition of Zn’, Dz reference point introduced by Nokia. After the last SA3 meeting, some items in the GBA Push Specification draft were pointed out that were not clear to the readers. Also, the requirements for the Zn’ and Dz reference points are currently not stated. The Pseudo-CR proposes some changes to the text to increase general understanding and readability.
The documents were merged and were introduced into 33.223. 
TD S3-060617: For Information Background doc: Email discussion on GBA Push introduced by Ericsson. This was what is says. It was noted. 
TD S3-060629: Discussion / Decision Ks-models for GBA push solutions (Siemens Networks, Nokia). This contribution lists the possible Ks models for GBA push and evaluates (dis-)advantages & impacts. The proposal was accepted and contributions were solicited for the future. 
TD S3-060703: Synchronization failures with Ks shared between GBA Push and normal GBA introduced by Ericsson. This document contained an analysis of error cases that occur when Ks is shared between GBA Push and normal GBA. Further discussion was required on this document, and it was noted for the time being. 
TD S3-060665: Discussion of Up-based GBA PUSH solution introduced by huawei. This contribution proposed the introduction of an Up-based GBA PUSH solution with a return channel to the BSF. The group did not really support the proposal to take Up-based GBA PUSH solution. 
TD S3-060666: CR Up-based GBA PUSH procedures to S3-060665 introduced by huawei. This P-CR to add an Up reference point based solution with a return channel from UE to BSF was not considered based on the result of TD S3-060665.
TD S3-060630: Discussion / Decision GBA Push flows clarifications introduced by Siemens Networks. The P-CR proposed clarifications to GBA push flows. It was asked to add a note indicating that one use case of the no-connection scenario is the broadcast case. There was a problem with step 7 and the order of receiving the two messages. An editors note needed to be added. A couple of other changes were made and it was approved to be put into the TS. 
TD S3-060676: Clarify the use of GBA_U in GBA Push introduced by Nokia on behalf of Gemalto. This P-CR proposes to clarify the use of GBA_U.  It was approved to be added to the TS. 
The resulting TS from the addition of the P-CRs was provided in TD S3-060800. It was approved as the basis for future work.
6.9.3
TS 33.221 Subscriber certificates

6.9.4
TS 33.222 HTTPS-based services

6.9.5
TS on GBA push

6.10
WLAN interworking

TD S3-060733: Fast re-authentication identities. introduced by Lucent on behalf of CT4. CT4) has noticed that the current text in 3GPP TSG-SA3 specification 3GPP TS33.234 sub-clause 6.4.3 effectively restricts the efficient use of fast re-authentication identities. CT4 interpretation of the note in the 3GPP TS33.234 sub-clause 6.4.3 does not allow using realms returned from the 3GPP AAA Server along with the fast re-authentication identity that are different from the realms used with permanent user identities. CT4 is asking SA3 to review the note concerning the re-authentication and the use of realms in 3GPP TS33.234 sub-clause 6.4.3, and preferably allow using realms returned along with fast re-authentication identities. This would also mean relaxing the restriction and preferably removing the note in 3GPP TS33.234 sub-clause 6.4.3.
TD S3-060660: Discussion document regarding 33.234 to adapt fast re-authentication identities.doc introduced by Lucent. This supports the removal of the note to allow EAP-AKA/SIM fast re-authentication. It was not sure why the note was there in the first place. Before decided if the note should be deleted or modified, it should be check whether the text is EAP-SIM or EAP-AKA. This supported the view in TD S3-060773.
The response to TD S3-060733 was provided in TD S3-060804. It was agreed to send this liaison statement. 
The CR to correct this issue was provided in TD S3-060813. The note in the sub-clause 6.4.3 is being aligned with the text and the intent of the RFC 4187 (EAP-AKA). It was revised to TD S3-060846 and it was agreed to be sent to SA for approval as rev1.
TD S3-060688: Mandate the format of PDG ID. introduced by Nokia. In SA2 #36 meeting contribution S3-040927 it was proposed that the PDG shall authenticate itself with identity "pdg.mncNNN.mccMMM.3gppnetwork.org". There were comments that "3gppnetwork.org" limited the usage of PDG in 3GPP domain. So in the current TS33.234 the name “pdg,mncNNN.mccMMM. 3gppnetwork.org” is only an example. This leaves a hole to the attacker to masquerade as a PDG. It was noted that these were put in to give examples. See the CR in TD S3-060687.
TD S3-060687: Mandate the format of PDG ID. introduced by Nokia. This the CR to go with TD S3-060688. It was revised to TD S3-060805. There was some uncertainty that it was correct and so it was postponed for next meeting.
TD S3-060690: Support of IMS emergency call over I-WLAN for UICC-less case introduced by Nokia. In SA2 #54 meeting the details of the support for IMS Emergency Calls over I-WLAN is added to TS23.234. To keep the work align with SA2, SA3 need to start the according work to solve the security issues caused by IMS Emergency Calls. See CR in TD S3-060689. 
TD S3-060689: Support of IMS emergency call over I-WLAN for UICC-less case introduced by Nokia. The CR proposed to add the procedure of support for IMS Emergency Calls when I-WLAN is the IP-CAN and no UICC is present. It was commented that there is a liaison statement from the IEEE to TISPAN regarding just this problem and there is a danger of having separate solutions. 
There were a number of issues not least of which was how to link this with IMS in the first place especially item 2. It was decided that this should be investigated for the next meeting. In particular a review of the target position against SA2 documents should be conducted. 
TD S3-060762: Liaison to 3GPP SA3 from IEEE 802.11, IEEE 802.11u requirement on MAC Address Anonymity introduced by IEEE 802.11. The IEEE 802.11 WG would like to thank 3GPP SA3 for their liaison (S3-060335) continuing the dialogue regarding IEEE 802.11u requirements, specifically the clarification that the MAC Address Anonymity issue is relevant when a terminal may implement multiple network interfaces, one conforming to 3GPP specifications and one conforming to IEEE 802.11 specifications.
It was asked if there was anything in the rationale TR that could be used as a basis for a response. Another approach was not to bother. It is not really up to SA3 to invent arguments to support their work. The lack of anonymity of the MAC addresss may well circumvent the work SA3 has done on dual mode terminals. 
A response to thank them for the liaison statement and request the requirements attachment was provided in TD S3-060806. It was agreed to send this liaison statement. 
TD S3-060739: Response LS to Reply LS on “Extension of protocol used on Ww interface” introduced by Siemens for SA2. This is a response to SA3 on Extension of protocol used on Ww interface. SA2 would like to clarify the intention of related CR against TS 23.234. Intention of the CR was to align the description of Ww reference point as per the scope of I-WLAN, which is not limited to WLAN technologies (see section 1 in TS 23.234). As SA3 asks in their LS for more information about the capabilities of the non-WLAN access networks, SA2 would like to answer SA3’s detailed questions.
In light of the answer from SA2, contributions are invited for the next meeting. 

TD S3-060740: Reply LS on Continuing dialogue regarding IEEE 802.11u requirements introduced by Nokia for SA2. This is a liaison between SA2 and IEEE. SA2 is asking IEEE 802.11u to consider the previous 3GPP SA3 response to your group as the view of 3GPP regarding this issue. It was noted happily. 
6.11
Visibility and configurability of security

6.12
Push

6.13
Priority

6.14
Location services (LCS)

6.15
Feasibility Study on (U)SIM Security Reuse by Peripheral Devices 

6.16
Open service architecture (OSA)

6.17
Generic user profile (GUP)

6.18
Presence

6.19
User equipment management (UEM)

6.20
Multimedia broadcast/multicast service (MBMS)

TD S3-060734: Liaison Statement on “Essential correction of the authenticate command in order to process message longer than 255 bytes” introduced by Gemalto on behalf of CT6. This LS relates to an SA3 CR on security of MBMS which implies that MIKEY messages can now contain unknown extension payloads in MBMS Rel-6. Consequently, the impact on the USIM is the increase of the size of MIKEY message, which could now exceed 253 bytes. Unfortunately no upper bound can be given by SA3, but SA3 expects that the size of 253 bytes would not be significantly exceeded. CT6 is asking SCP what it thinks of the upper limit
TD S3-060735: Reply Liaison Statement on “Essential correction of the authenticate command in order to process message longer than 255 bytes” introduced by Gemalto on behalf of SCP. This is a reply to S3-060734. SCP is informing 3GPP CT6 that they have approved the CR on Authenticate command as requested by 3GPP CT6 on TS 102 221 for release 6.
Both liaison statement were noted. 
TD S3-060750: LS to 3GPP SA3 on BM-SC solicited pull procedure initiation over SMS bearer introduced by Ericsson on behalf of OMA BCAST, which is working on the Mobile Broadcast Enabler (BCAST 1.0). In the BCAST 1.0 Smartcard profile for service and content protection, BCAST Long-Term Key Messages may be pushed to devices using MIKEY sent over unicast UDP. A problem has been identified for devices in that context, since they may not be reachable over IP. A solution to that problem, involving sending a trigger to the device over SMS, has been proposed in OMA BCAST ([OMA-BCAST-2006-0807], see attached). BCAST would like to get feedback on the identified problem and its possible solution, including feedback on the proposal made in OMA BCAST. We kindly ask SA3 to give such feedback and recommendation on how to proceed. We would welcome such communication, ideally before our next face-to-face meeting starting 13 November 2006. A description of the problem was provided in TD S3-060625.
The response was provided in TD S3-060809. It was agreed to send this liaison statement. 
TD S3-060625: Key management for MBMS services over broadcast mode by (Siemens Networks, Vodafone, Ericsson). When the user is listening to a broadcasted TV channel (protected by MBMS security), then the user does not need to maintain an active PDP context with the Mobile Network. Consequently the BM-SC has no IP address with which the user can be reached to send user individual key management messages (e.g. a new MSK, or update of the MSK validity). This contribution discusses the possible solutions how to provide (more) reliable MSK delivery for protected MBMS services send over MBMS broadcast mode.
TD S3-060633: Clarify the use of MBMS User Service Registration/Deregistration for Protected MBMS User Services. (Siemens Networks, Vodafone, Ericsson). This was a CR to 33.246 Rel-6. It was revised to TD S3-060807. It was agreed to be sent to SA for approval as rev1. 
TD S3-060626: Clarify the use of MBMS User Service Registration/Deregistration for Protected MBMS User Services (Siemens Networks, Vodafone, Ericsson). This is a mirror of TD S3-060633 and it was revised to TD S3-060808. It was agreed to be sent to SA for approval as rev1. 
It was suggested that a liaison statement be sent to CT3 and SA4 as these changes will have an impact on their TSs. It was decided to send it to CT1 and SA2 for information. It was provided in TD S3-060810. It was agreed to send this liaison statement. 
TD S3-060624: SRTP key derivation rate shall be zero introduced by Siemens Networks. MBMS key management hierarchy has been specified without requiring SRTP to derive further session keys (subsequent to the initial session keys) from the SRTP master key i.e. MTK (see RFC 3711 section 2.1). MBMS security achieves the same goal of avoiding that too much SRTP traffic is encrypted by the same session keys, by refreshing the MTK i.e. by frequently changing MTK's. It was agreed to be sent to SA for approval. 
TD S3-060623: Keys derived from MTK (Siemens Networks). This CR proposes the Removal of a NOTE concerning the key derivation functionality of the MIKEY protocol. It was agreed to be sent to SA for approval. 
TD S3-060677: Correction of MTK Processing Procedure by (Siemens Networks and Gemalto). The random received by the UE during a MSK update procedure shall be stored in the MGV-S and used during the MTK Processing procedure. It was revised to TD S3-060811.
TD S3-060678: Correction of MTK Processing Procedure (Siemens Networks and Gemalto). It was revised to TD S3-060812. It was agreed to be sent to SA for approval. 
TD S3-060679: Correction of the MIKEY Extension payload coding (Siemens Networks, Ericsson, Gemalto). The random received by the UE during a MSK update procedure needs to be stored in the MGV-S and used during the MTK Processing procedure. It was asked if the Rel-6 CR is required. The reason for change is that there could be inter-operability problems. Another point was if 31.102 is already in line with this change or if a change to this is also required. It was revised to TD S3-060793 and it was agreed to be sent to SA for approval as rev1. 
TD S3-060680: Correction of the MIKEY Extension payload coding (Siemens Networks, Ericsson, Gemalto). This is the Rel-7 mirror for TD S3-060679. It was revised to TD S3-060815 and it was agreed to be sent to SA for approval as rev1. 
TD S3-060681: AES Key Wrap not required for MBMS (Siemens Networks, Ericsson, Gemalto Axalto). The coding of the Extention payload in the MIKEY messages was aligned to the one of the document [16]. The reference of the document [16] is proposed to be updated. This is not considered for Rel-6. It was withdrawn. 
TD S3-060682: AES Key Wrap not required for MBMS (Siemens Networks, Ericsson, Gemalto). This was the Rel-7 mirror of TD S3-060681. It was revised to TD S3-060816 and it was agreed to be sent to SA for approval as rev1.
TD S3-060683: Correction to the Processing of received messages in the ME introduced by Siemens Networks, Ericsson, Gemalto. This CR proposed to indicate in the Annex E that the AES Key Wrap algorithm is not required for MBMS. It was revised to TD S3-060817 and it was agreed to be sent to SA for approval as rev1.
TD S3-060684: Correction to the Processing of received messages in the (Siemens Networks, Ericsson, Gemalto). This was the mirror to TD S3-060683. It was revised to TD S3-060818 and it was agreed to be sent to SA for approval as rev1.
TD S3-060685: Specify the authentication key length of MIKEY introduced by Gemalto. This CR proposes to specify that it is up to the ME to check for every MIKEY message if it indicates a BM-SC solicited pull procedure. It was revised to TD S3-060819 and it was agreed to be sent to SA for approval as rev1.
TD S3-060686: Specify the authentication key length of MIKEY introduced by Gemalto. This is the Rel-7 mirror to TD S3-060685. It was revised to TD S3-060820 and it was agreed to be sent to SA for approval as rev1.
TD S3-060726: Typical MSK, MTK and salt key size (Rel-6) introduced by Gemalto (Gemplus, Axalto). This CR proposed to add a note to provide a typical size of the MSK, MTK and salt keys. The RFC3830 allows to transport keys of various size. There is no indication of a typical size for the MSK, MTK and salt keys. This was not appropriate for Rel-6 and so this was withdrawn.
TD S3-060727: Typical MSK, MTK and salt key size (Rel-7) introduced by Gemalto (Gemplus, Axalto). This CR is the Rel-7 mirror to TD S3-060726. It was revised to TD S3-060821and it was agreed to be sent to SA for approval as rev1.
TD S3-060725: Issues regarding missed MSK key validity updates in MBMS introduced by Vodafone. Due to the text in section 6.3.2.3.1 of TS 33.246, where it states that acknowledgements of MSK updates are optional, it may happen that a UE misses an MSK update, e.g. due to loss of coverage, and the BM-SC is unaware of it. This means that the BM-SC may not re-transmit the MSK update so that it is successfully received by the UE. To cope with this situation the missed key update procedure is defined in section 6.3.2.2.3 of TS 33.246. However, it may happen that the UE has the correct MSK but has missed an update of the MSK key validity which extends that key's lifetime. According to section 6.5.4 of TS 33.246, the UE would reject MTK updates that are protected under an MSK where the MTK ID is outside the range of acceptable values indicated in the current MSK key validity information held by the UE. Therefore it could happen that a UE misses an MSK key validity update and as a consequence cannot access MBMS services it is entitled to access. There was some concern that time needs to be given in order to ensure this is correct. Equally, there was some concern of the situation in the OMA and the timescales therein. Still it was decided to consider this for the next meeting. It was noted. 
TD S3-060768: MTK storage on UEs introduced by Vodafone. Currently TS 33.246 does not specify how long to store MTKs in the UE. This means that the BM-SC cannot be sure that the UE still has an MTK that was previously distributed. The document suggests that it is reasonable to assume that T3 would generally be much greater than T1. Therefore it was proposed that the UE need only keep the two most recent MTKs used per MBMS streaming or download session. This would be in-line with the rules for storing MSKs. Furthermore, it was proposed that MTKs associated with an MBMS streaming or download session should be deleted at the end of that session. If this change is agreed, then BM-SCs should take the UE behaviour into account when distributing and using MTKs. 

TD S3-060769: MTK storage rules on UEs (Vodafone). It was agreed to be sent to SA for approval. 
TD S3-060770: MTK storage rules on UEs (Vodafone). It was agreed to be sent to SA for approval. 
TD S3-060801: Issues regarding MSK storage on UEs introduced by Vodafone. Based on the current MBMS specifications, the BM-SC cannot be sure whether the UE still has an MSK that was previously distributed. This could lead to long channel switching times and inefficient MSK distribution in some situations. A solution is being proposed which would require some changes to the UE behaviour in TS 33.246 and which would impact the USIM specification in TS 31.102. Corresponding Rel-6 and Rel-7 CRs to TS 33.246 are provided in companion contributions. We propose that these are agreed by SA3 and that an LS is sent to CT6 to ask them to make corresponding changes to TS 31.102.

TD S3-060802: MSK storage on UEs introduced by Vodafone. It was revised to TD S3-060824 and it was agreed to be sent to SA for approval as rev1.
TD S3-060803: MSK storage on UEs introduced by Vodafone. It was revised to TD S3-060825 and it was agreed to be sent to SA for approval as rev1
TD S3-060826: LS to CT6 on MSK and MTK storage on UEs introduced by Vodafone. It was noted that there is an impact on the UICC and possibly this could be unacceptable to CT6.  It was decided to go ahead with the CRs and revserse them next year if CT6 cannot agree. This will need to be mentioned in SA when the CRs are presented. It was agreed to send this liaison statement. Later it was found there was a problem with the liaison statement (missing attachement) and so it was revised to TD S3-060838 and it was agreed to send this liaison statement. 
6.21
Key Management of group keys for Voice Group Call Services

6.22
Guide to 3G security (TR 33.900)

6.23
Selective disabling of UE capabilities

TD S3-060732: Security on 3GPP terminals using Device Management introduced by Gemalto on behalf of CT1. This LS is a communication between CT1 and OMA on device management. CT1 would also like to inform that it foresees new 3GPP managed objects and to this respect SA3 has expressed some security concerns which are generic to any use of OMA Device Management in a 3GPP terminal in their liaison C1-060690 (“Reply LS on Selective Disabling of UE Capabilities”).
TD S3-060766: LS from OMA on Device Management introduced by OMA DM. This was received as a draft, but it would appear that the original was not available.
6.24
Trust requirements for open platforms

TD S3-060642: Reference to terminology TR introduced by Nokia. All 3GPP Technical Reports and Technical Specifications should reference 3GPP TR 21.905: "Vocabulary for 3GPP Specifications". This reference is added and also already resolved editor’s notes are removed. It was approved to be put into the TR.
TD S3-060643: Split terminal section introduced by Nokia. All 3GPP Technical Reports and Technical Specifications should reference 3GPP TR 21.905: "Vocabulary for 3GPP Specifications". This reference is added and also already resolved editor’s notes are removed. It was approved to be put into the TR. 
TD S3-060644: Input for IMS section introduced by Nokia. The TR 33.905 has currently no content in the IMS Recommendation section. This proposal adds references to the relevant specifications and provides some input on the currently empty IMS section. There was some concern of this document and that it is not complete. Indeed, one of the reasons for this is that inputs have not arrived. It is was not agreed. Furthermore, it will reported to SA since the inputs expected for IMS have not arrived. In the meantime, TD S3-060644 should be used as the baseline for contributions on IMS for 33.905.
The resulting TR 33.905 1.2.0 was provided in TD S3-060827. This was noted as the basis for furture work. 
6.25
Liberty-3GPP security interworking

TD S3-060637: Addition of a reference to the GAA Service Type Code in TS 29.109 (Nokia, Siemens Networks). The CR proposed the addition of a reference to the GAA Service Type Code in TS 29.109. It was revised to TD S3-060828 and it was agreed to be sent to SA for approval as rev1 . 
TD S3-060638: Removal of editor’s note and validation of received identity introduced by Nokia. Editor’s note points out missing service type definition and validation of received identity. No clear need could be identified for the service type. It was revised to TD S3-060829 and it was agreed to be sent to SA for approval as rev1.

TD S3-060639: Addition of Note pointing to work related to 3GPP external entities (Nokia, Siemens Networks). The CR proposed the addition of Note pointing to other standardisation bodies for specification of authentication context.  It was revised to TD S3-060830 and it was agreed to be sent to SA for approval as rev1.
TD S3-060714: Clarification of usage of TLS mechanism and of indication of GBA-based authentication support in GAA - ID-FF interworking. introduced by Nokia, Siemens Networks. The CR proposed the clarification of GAA – ID-FF inter working based on HTTPS. It was revised to TD S3-060831 and it was agreed to be sent to SA for approval as rev1.
TD S3-060715: Replacement of Editor’s Note concerning LAP re-authentication. introduced by Nokia, Siemens Networks. GBA-based authentication support indication is proposed to be included in request to service provider. It was revised to TD S3-060832 and it was agreed to be sent to SA for approval as rev1.
6.26
SAE/LTE security
LTE Threats and Countermeasures

TD S3-060748: Reply LS to SA3 on MAC, RLC and RRC layer security (RAN2). RAN2 is responding to the SA3 LS on the current status of work regarding security mechanisms applicable to the MAC, RLC and RRC protocol layers. It was noted and SA3 looked forward to the further response from RAN2. 
TD S3-060746: LS on assumptions for security procedures (RAN2). RAN2 has started to discuss the necessary security procedures related to the RRC in the ENodeB and the protocol design for the RRC part located in the ENodeB for LTE which has raised several questions. There were answers A and B, for 1 and 2 the answer was confirmed and for 3 and 4 and offline discussion was held. The response was provided in TD S3-060833. It was agreed to send this liaison statement. 
TD S3-060649: Discontinuous Packet Sequence Numbers (Nokia). RAN2 attempted to answer the questions indicated in the SA3 LS S3-060567. This document continues the discussion around the threat of user tracking based on continuous packet sequence numbers (SN) over the air (see S3-060456). RAN WG2 informed in their reply-LS (R2-062718) that resetting the RLC SN to zero is their proposed way to make the RLC SN discontinuous. This is not possible if the same keys are used and there is no offset value. However, resetting the RLC SN to zero by adjusting the offset variable in such a way that COUNT-I/C values are still continuous for the ciphering and integrity functions has no point and is actually less secure than using random offset. If keys are changed between eNBs then resetting RLC SN to zero would be possible for the RRC ciphering and integrity only. However, this does not make the PDCP SN discontinuous. This paper studies this issue and provide feasible solution alternatives for discussion and decision.

There was some discussion during which it was questioned if it was possible for the eNodeB to look at the PDCP numbers and if RAN2 think it is feasible. It was asked if there was an advantage to the security in having the offset. The answer was that this would decrease the possibility tracking the user. This question will be put into the liaison statement back to RAN2 in TD S3-060833. It was decided not to adde to the rational document at this time.
TD S3-060706: Mobility Management threats in TD S3-06564 (DoCoMo). This was revised to TD S3-060765.
TD S3-060765: Mobility Management threats in TD S3-060564 (DoCoMo). The included pseudo CR to S3-060564 proposed changes in structure of the document and adds a section on mobility management threats. Some of these threats were already in the rational document. However, It was decided to add the section and then see if there are any overlaps. 
The rational document has been sent to SA2, but there has not been a response. So really the rationale document was in TD S3-060564. 
TD S3-060659: SAE LTE RRC specific attacks.doc (Lucent). This is a discussion on specific to LTE  RRC attacks. The goal of this contribution is to add these threats/attacks and associated countermeasures to the SA3 TR Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution (Release 7).

For Slide 4 on DoS there is already text in the rational document. On slide 7 and service theft, this is not really different from service theft in general. This should already be in. On slide 8 and compromising linkability and anonymity, this needed to be checked. It was noted. 
TD S3-060650: LTE Security Layers (Nokia). This document contained a description of the two layer security approach followed in the LTE. An implicit principle for the protocol design in maintaining and improving the overall LTE security goals with minimal cost impacts was identified. The principle strengthens the two layer security approach in SAE/LTE by minimizing the risk of compromised first layer (E-UTRAN) for the second layer (EPC). This contributes to the wellbeing of the operators and users as they have fewer things to worry about (phew). It was included in the rational document with some modification.
TD S3-060657: Secure Processors  Lucent/IBM presentation (IBM, Lucent). This was a discussion document on the ways to provide Platform Security at the cellsite. It was asked if this would mean lower cost secure technology in the base stations. The key word is cost and it was noted that Lucent would not go into the technology if it were not cost effective. It was commented that ths could also help in the HSPA work. It was asked if the keys were put into the device at manufacture. The answer was that this is possible, but it is not the policy of IBN to do this; there is a process to allow this entered after manufacture. It was noted. 
TD S3-060646: IMSI Catching Attack Mitigation (Nokia). The SA3 Security Rationale document describes the IMSI catching attack threat and concludes that UEs must be able to reject the plain text IMSI queries coming from untrustworthy sources in order to mitigate the threat. This document described two approaches to encrypt the IMSI, namely public key based and secure pseudonym based. Public key based solution does not require any changes to the HLR and AKA implementations, but requires updating the identity request/response procedures. Pseudonym procedure requires updates to the AKA quintets, and thus requires changes to the HLR/HSS and USIMs. However, the pseudonym procedure is independent of the access network technology as it is AKA specific. Bootstrapping the required setup for IMSI protection is not considered a problem, because it does not happen continuously, and attacker can not take advantage of it after the bootstrapping has been done.

There were a couple of issues; the situtation for emergency calls and the situation when users are moved between HLRs. With these comments, it was agreed to be put into the rationale document. Of course, it was not clear which elements of the document have been adopted by SA3 and those that have not. 
EAP AKA versus UMTS AKA

TD S3-060747: Reply LS on the choice between UMTS AKA and EAP AKA for LTE access (RAN2). After reviewing the LS and the attached document S3-060564, RAN2 had some comments on it.

TD S3-060744: Reply LS on the choice between UMTS AKA and EAP AKA for LTE access (RAN3). This was a communication between SA2 and RAN3 on the choice between UMTS AKA and EAP AKA for LTE access. It was noted.
TD S3-060761: Reply LS on the choice between UMTS AKA and EAP AKA for LTE access (SA2). This LS was aresponse to S3-060563 and the analysis. The LS contains the comments of SA2. It was noted. 
TD S3-060662: Some Observations on the Performance of EAP AKA (QUALCOMM Europe). This document contained an examination of some of the performance aspects of EAP AKA for use in LTE.
TD S3-060647: Reuse of UMTS-AKA in SAE/LTE authentication (Nokia, Siemens Networks). This document proposed to reuse UTMS AKA in LTE/SAE authentication.
The intention of the liaison statement was to get information to make a decision, but one the questions was not which mechanism was preferable. Another suggestion was that really the comparison should be between AKA  + EAP-ER and plain AKA. There was not a lot of confidence that a decision could be made at this meeting. 
A response for TD S3-060747 was provided in document TD S3-060835. It was agreed to send this liaison statement. 
Key Management and Algorithms

TD S3-060632: 256 bit keys for SAE/LTE (Siemens Networks). At SA3#44 a requirement was accepted to allow for keys of size 128 or 256 (see section 2.1) in LTE. This contribution looks at the effects of introducing 256-bit keys in SAE/LTE. Two features can be identified, which can be realized separately. The first feature, which has not been discussed yet in SA3, is the generation and transport of a single 256-bit entropy key per AKA run. The second feature is the use of 256-bit keys within LTE in addition to 128-bit keys. All of these were addressed in the document. It was added to the rationale document.
TD S3-060716: Serving Network Authentication for LTE access (Siemens Networks, Vodafone). The purpose of this paper was to trigger a discussion in SA3 about whether in SAE session keys should be bound to serving networks identities and whether serving network authentication should be provided in SAE. It was approved to be put into the document-with-the-long-name. Opinion were requested so that a decision could be made whether to have serving network authentication or not. Delegates were asked to determine if this is a theat or not. 

TD S3-060648: Generation of separate keys for NAS/UP/RRC during initial access and handover (Nokia). This contribution discussed the need of separate keys in the SAE/LTE system and how to generate them for protection NAS, UP and RRC. It was considered as an independent issue with authentication method (UMTS AKA or EAP AKA) will be used in the system. However, examples provided with this contribution were based on UMTS AKA for easier to discuss. The key distribution during inter RAT handover and needed conversion function and derive function in different cases were also discussed. It was not intended to add the conclusion. With this, and with editor’s notes, it was agreed to be added to the rationale document. 
TD S3-060692: Key Derivation in LTE/SAE (Samsung). This document presented key derivation alternatives for LTE/SAE. In the last SA3#44 meeting, SA3 requested to bring back the contribution (S3-060430) on “Key Derivation in LTE/SAE” with updates according to the comments. This contribution proposed updates S3-060430 according to the SA3#44 meeting comments. The document indicated that alternative 1, but it was asked to add both. In the end, alternative 1 was added to rationale document.
TD S3-060704: Key management aspects for LTE/UMTS interworking (Ericsson). This contribution addressed some principles for key management in relation to LTE/intra-3GPP access interworking, e.g. handovers between LTE and UTRAN. Section 5 was intended to be added. This was agreed with some parts of 3 and 4.
TD S3-060705: On security algorithm selection for LTE (Ericsson). This contribution dealt with the security (integrity/ciphering) algorithms for LTE and some aspects on their handling. It was decided that UEA2 and UIA2 should be mandated and it will be for further study if UEA1 and UIA1. It was decided that two algorithms would be mandated, though it was not sure which ones they would be. The document was added to the rationale document.
Control Plane Security

TD S3-060658: On some security assumptions for LTE.doc (Lucent). This contribution re-introduces some the discussions on the architectural principles of the LTE security and also discusses solutions that could be used for encryption of the NAS messages. The goal of this contribution is to add this discussion and proposed solutions to the SA3 TR Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution (Release 7).

There is no section on the setup of security mode; this needed to be added. It was agreed to put this document into the rationale document and detail the alternatives.
User Plane Security

TD S3-060737: Reply LS on User Plane Integrity Protection for LTE (SA4). SA3 asked SA4 to provide information that could help SA3 in deciding on User Plane integrity protection, and in particular to answers to some questions. It was noted.
TD S3-060749: Reply LS on User Plane Integrity Protection for LTE (RAN2). RAN2 has attempted to answer the questions indicated in the SA3 LS S3-060567. It would appear the RAN2 are not very supportive on this. It was noted in question 1 (bullet 3) that it is not mandatory to implement integrity protection. Another point is if this is intended to be turned on and off by the applications making use of it, then some logic needs to be added to allow the upper-layers to communicate this. It was noted.
TD S3-060670: integrity protection of user plane (Huawei). In last SA3 meeting, integrity protection of user plane was discussed. A LS was sent to other groups for comments. This paper analyzes the implications of applying integrity protection to user plane. It is proposed that integrity protection of user plane should not be applied in LTE/SAE. There was a working assumption that user-plane integrity protection would not be introduced for the time being. It was decided that the content would not be added, but that a conclusion would be added that the work assuption is that no integrity protection would be provided in the User Plane.
TD S3-060743: LS on NDS/IP and S1 Connectivity (RAN3). RAN3 has asked SA3 to provide confirmation/comment on RAN3’s understanding about the relation between NDS/IP and S1 Connectivity and feedback/comment regarding RAN3’s concern on the relation between NDS/IP and IP Multicast transport.
A proposed response was provided to deal with this liaison statement in TD S3-060834. It was agreed to send this liaison statement. 
TD S3-060651: S1 User Plane Interface Security (Nokia). SA3 Security Rationale document describes user plane integrity protection between eNB and UPE as one mitigation solution possibility for packet injection attack if the S1 interface is insecure. We will discuss the cost impact and severity of the threat in this contribution for the user plane. This has an implication on how the charging is to be done. With this it was decided to add this to the rationale document.
Interworking

TD S3-060693: Bootstrapping of Mobile IPv6 parameters (Samsung). Current baseline document “Security aspects for inter-access mobility between non 3GPP and 3GPP access network” does not address bootstrapping of Mobile IPv6 parameters. In this document, we propose bootstrapping of Mobile IPv6 parameters for SAE as defined in IETF draft [draft-ietf-mip6-bootstrapping-split-02.txt]. 
This is yet another alternative, although possibly not everyone’s favourite. It was suggested to add it with an editor’s note indicating that is is one of a number of options and needs to be studied whether running IKEv2 is cost effective or appropriate for this solution. 
TD S3-060707: Network based mobility in TD S3-06562 (DoCoMo). This pseudo CR to S3-060562 proposed to add text to section 7.1 on requirements for IP mobility and Section 7.4.2 on NetLMM. There was a proposal to remove the rirst paragraph and first three bullets (and sub-bullets) of section 7.1 from the document. Also, on the second paragraph of 7.1, it was suggested to add “when procedures are not properly secured”. Finally a further explanation should be added under the last bullet in 2 of 7.4.2 and “(NetLMM or MIPv6)” was deleted. With these changes, it was agreed to be added. 
TD S3-060653: Pseudo-CR on consideration of re-keying for roaming cases (Nokia).During SA3#45 it was decided that the security parameters for Mobile IP would utilize GBA. If the mobile terminal then moves from his home network to another foreign network and re-keying is required (e.g. keys are deleted, expired or NAF requirement), then a re-keying must be performed. The terminal is now located physically in a foreign network and the foreign network may not allow IP connectivity till the user is authenticated by the home network. But to contact the BSF and acquire new credentials, the terminal would need an IP connection. This document contained a pseudo CR for consideration to be added to the S3-060592 document “Security aspects for inter-access mobility between non 3GPP and 3GPP access network”. It was withdawn.

Editorial and Others

TD S3-060652: Pseudo-CR on editorial updates for SA3 Security Rationale document (Nokia, Huawei). It was agreed to be added to the rationale Sdocument.
It was decided to implement the P-CRs first and then do a major review to make the structure neat and tidy. The document allocated for the version with P-CRs was TD S3-060839 (27/11/06). 

Both TRs were agreed to be made available 17/11/06. Comments were expected on 24/11/06. The final version would be made available on the 27 /11/06. It was decided that discussion on the structure and editorials should be provided for the 15/12/06. The baseline for P-CR should be made available for 18/12/06 (TD S3-060840).
The next version of the Intworking mobility security TR was provided (after the meeting) in TD S3-060841.
TD S3-060731: LS on 3GPP SAE&LTE Workplan (SA). The meeting filled in the expected timescales and it was provided in TD S3-060842.
AP 45.03
Bengt Sahlin to send TD S3-060842 to Jan Ellsberger and to Chris Pudney.
6.27
Key establishment between UICC and terminal

TD S3-060668: Discussion of Multiple Ks_locals per Ks_int_NAF (huawei). In this document, a kind of mechanism for deriving a new Ks_local reusing the old Ks_int_NAF and Ks is introduced. In the current TS 33.110, whether a derived Ks_local is valid depends on not only Ks_local lifetime, but the value of Ks_local counter. So there is a possibility that this Ks_local becomes invalid long before the lifetime of the associated Ks_int_NAF and Ks expires. In this document, a kind of mechanism for deriving a new Ks_local reusing the old Ks_int_NAF and Ks is introduced.
TD S3-060669: Multiple Ks_locals per Ks_int_NAF (huawei). A variational value was proposed to be added as one of parameters to derive Ks_local to make sure that different Ks_local value can be derived from one  Ks_int_NAF and Ks. It was agreed to be inserted into the TR 33.110. 
TD S3-060671: Answers to open issues on the key establishment between a UICC and a terminal (Gemalto (Gemplus, Axalto)). This document provided answers to open questions listed in TS 33.110 _ Annex A "Pending issues". 
TD S3-060672: Removal of open issues from Annex A (Gemalto). The open questions identified in sections A.1 and A.2.1 of Annex A "Pending issues" were not relevant and were proposed to be removed. It was agreed to be inserted into the TR 33.110.
TD S3-060673: Terminal authentication for HTTPS tunnel between the Terminal and the NAF Key Center ((Gemplus, Axalto)). It was proposed to add a note in the procedure for the key establishment (section 4.5.2) to indicate that TCG MPWG work can be optionally used for the HTTPS tunnel establishment in order to produce some evidence that the Terminal is in a secure state for the establishment of the HTTPS tunnel between the Terminal and NAF Key Center. Also the related pending issue described in Annex A was to be removed. It was agreed to be inserted into the TS 33.110.
TD S3-060836: Secure channel requirements and usage of ICC ID (SCP). SCP has been working on the definition of the requirements for establishing a secure channel and a set of use cases and requirements has been included in the Requirement specification (See section 4 for an extract of the approved requirements from TS 102 412). Concerning the usage of the ICC ID, SCP is of the opinion that this number, which is described in the ITU standard (see GSMA SE.13), is unique, and can therefore be used in the manner described in the SA3 LS.  It should, however, be pointed out that this uniqueness is subject to everybody having followed the rules and procedures for assigning this number. There are reported instances of there being two ICC IDs on a card, possibly changing dynamically (at REFRESH of the card), each still unique, so SA3 are invited to consider whether this fact may affect their work.  It is to be noted that this behaviour is not covered by the specifications. It was noted, see CR in TD S3-060674.
TD S3-060674: Clarify the key establishment procedure (Gemalto). The CR Clarifies the procedure for key establishment and adds editor’s notes related to terminal authentication and ICCID are removed. It was approved with some minor changes and will be put into the the TS 33.110.
TD S3-060754: Corrections to take into account received comments (Gemalto (Gemplus, Axalto)). On comment was that a sentence needs to be added that the NAF ID needs to be stored in the UICC. It was approved with some minor changes and will be put into the the TS 33.110
TD S3-060675: Removal of Editor’s note ((Gemplus, Axalto)). It was withdrawn. 
TD S3-060736: Answer to OMA-BCAST on secure channel (OMA-BCAST-2006-0481R01) (SCP). This LS is between SCP and OMA BAC. It is noted that regarding secure channel, the scope of ETSI SCP work is related to the definition of a way to establish a secure channel between the UICC and a Terminal. All item related to key generation and distribution is under the scope of SA3. It was noted.
The final version of 33.110 and the cover page was provided in TD S3-060837. It was agreed to be sent to SA for approval. 
6.28
Protection against SMS and MMS spam
6.29
Other areas 
TD S3-060691: Security study of VCC (Nokia). In SA3 #44 meeting there was a discussion paper on the security of VCC. It was based on 3GPP TR 23.806 since there wasn’t enough content in TS23.206 to be referred when the contribution was prepared. Now TS23.206 v7.0.0 is approved by SA plenary. In this discussion paper the procedures to show in which order the SAs are set up in both directions of handover (i.e. from CS to IMS/WLAN and vice versa) are provided based on TS23.206.

This was noted. Other cases can be added in the future. 
TD S3-060694: Key establishment between a UICC hosting device and a remote device (Ericsson, 3, Nokia, Rogers Wireless, Vodafone). This WI was proposed to define how to provision a shared key between a UICC hosting device  and a remote device via a local interface. It was revised to TD S3-060843 and it was agreed to be sent to SA for approval. 
TD S3-060696: Key establishment between a UICC Hosting Device and a Remote Device: solution proposal (Ericsson, 3). A new WID is proposed to this SA3#45 meeting to start a new work item on the use case of “Key establishment between a UICC Hosting Device and a Remote Device. This discussion paper attempts to discuss the requirements and terminology to solve this usage scenario. Attached to this discussion paper there is a pseudo-CR to a new Technical Specification for REL-7.

TD S3-060755: Comments and Improvement Suggestions to S3-060696 and S3-060670 (of Ericsson and 3). This was noted. One editor’s note needed to be added to the TS. 
TD S3-060695: Key establishment between a UICC Hosting Device and a Remote Device (Ericsson, 3). This document contained a proposal for the TS. It was revised with some comments to TD S3-060844, which was noted as baseline for future work. 
7
Joint session with TR-45/AHAG (Wednesday 1:30 pm)

7.1
Status update from AHAG

TD S3-060786: Status of AKA in TIA Standards introduced by Chair, TIA TR-45 AHAG. 

Regarding the issues it was noted:

-
Any changes to the jointly-controlled clause numbers? None
-
Are the document revisions referenced in TIA-946 still applicable? None
-
Last year we noted that 33.103 was no longer being maintained; however, we have still not updated the references
-
The informative text from 33.102 on maintenance of sequence numbers has not been added

-
Is there any additional material that might be considered for joint control? None
-
Any other issues? None

It was asked if a formal session is required every year. The answer was that it is probably not needed although the AHAG chair is always welcome. It was noted that the chairman would need to refer this to TIA, as it is a change in the process, but it should not be a problem. The presentation was noted. 
7.2
Status update from 3GPP

TD S3-060767: Status update of AKA in 3GPP introduced by SA3 Chairman. This presentation was noted. 
8
Review and update of work programme

TD S3-060616: Review of WIs for Rel-7 and Rel-6 (MCC). This was presented for information. Delegates, particularly Rapporteurs, were requested to provide input as soon as possible to the Secretary, but before the 27/11/06. It was noted.
9
Future meeting dates and venues

Deadlines for contributions to next meeting: First Deadline: Tuesday 6th February 2006, 16.00 CET. Comments deadline: Thursday 8th February 2006, 16.00 CET.
The planned meetings were as follows:
	Meeting
	Date
	Location
	Host

	S3#46
	13 - 16 Feb 2007
	Beijing, P.R.China
	

	S3-adhoc
	27 - 29 March 2007
	Sophia Anitipolis
	ETSI

	S3#47
	22 - 25 May 2007
	EU, T.B.A
	EF3

	S3#48
	10 – 13 July 2007
	
	

	S3#49
	9 – 12 Oct 2007
	
	

	S3#50
	
	
	


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#24
	6 - 8 Feb 2007
	USA
	

	SA3 LI-#25
	25 - 27 Apr 2007
	EU
	


TSGs RAN/CN/T and SA Plenary meeting schedule

	Meeting
	2005
	Location
	Primary Host

	TSGs #34 
	4 - 7 Dec 2006    
	Budapest  
	

	TSGs #35 
	12 - 15 Mar 2007    
	EU  
	

	TSGs #36 
	4 - 7 Jun 2007    
	KR  
	

	TSGs #37 
	10 - 13 Sep 2007    
	Riga  
	

	TSGs #38 
	3 - 7 Dec 2007    
	US  
	

	TSGs #39 
	10 - 13 Mar 2008    
	tbd  
	

	TSGs #40 
	2 - 5 Jun 2008    
	tbd  
	

	TSGs #41 
	29 Sep - 2 Oct 2008    
	tbd  
	

	TSGs #42 
	8 - 11 Dec 2008    
	tbd  
	


9 Any other business

There was no other business. 
10 Close

The Chairman, Valtteri Niemi, thanked delegates for their hard work during the meeting. He thanked the Hosts, North American Friends, for the excellent facilities in Ashburn. He then closed the meeting at 16.00.
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	Lucent
	6.26
	839
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	Lucent
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	QUALCOMM Europe
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	774
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	QUALCOMM Europe
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	QUALCOMM Europe
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	QUALCOMM Europe
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	huawei
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	None
	Not supported at this time

	S3-060666
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	huawei
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	huawei
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	huawei
	6.27
	669
	Noted see P-CR in 669
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	6.9.5
	800
	Approved to be put into the TR
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	6.20
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	6.20
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	Siemens Networks, Ericsson, Gemalto Axalto)
	6.20
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	Siemens Networks, Ericsson, Gemalto
	6.20
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	Siemens Networks, Ericsson, Gemalto
	6.20
	817
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	Siemens Networks, Ericsson, Gemalto
	6.20
	818
	CR number missing; Revised to 818

	S3-060685
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	Gemalto
	6.20
	819
	Revised to 819

	S3-060686
	Specify the authentication key length of MIKEY
	Gemalto
	6.20
	820
	Revised to 820

	S3-060687
	Mandate the format of PDG ID.
	Nokia
	6.10
	805
	Revised to 805
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	Nokia
	6.10
	687
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	S3-060689
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	Nokia
	6.10
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	S3-060690
	Support of IMS emergency call over I-WLAN for UICC-less case
	Nokia
	6.10
	689
	See CR in 689

	S3-060691
	Security study of VCC
	Nokia
	6.29
	None
	Noted.

	S3-060692
	Key Derivation in LTE/SAE
	Samsung
	6.26
	839
	Alternative 1 added to rationale document.

	S3-060693
	Bootstrapping of Mobile IPv6 parameters
	Samsung
	6.26
	839
	Added to rationale document with editor's note.

	S3-060694
	Key establishment between a UICC hosting device and a remote device
	Ericsson, 3, Nokia, Rogers Wireless, Vodafone
	6.29
	843
	Revised to 843

	S3-060695
	Key establishment between a UICC Hosting Device and a Remote Device
	Ericsson, 3
	6.29
	755
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	S3-060696
	Key establishment between a UICC Hosting Device and a Remote Device: solution proposal
	Ericsson, 3
	6.29
	844
	Revised to 844

	S3-060697
	CR to 33.220 (Rel-7): Storage of IMPI together with the GBA keys
	Ericsson
	6.9.2
	793
	CR number missing; Revised to 793

	S3-060698
	CR to 33.220 (Rel-7): Using pseudonyms over Zn to ensure service continuity
	Ericsson
	6.9.2
	None
	CR number missing and Rev-1; withdrawn

	S3-060699
	Two NAF applications having the same NAF keys
	Ericsson
	6.9.2
	794
	CR number missing; Revised to 794

	S3-060700
	Security impacts of multiple simultaneous registrations
	Ericsson
	6.1.1
	774
	Noted; combined with 661 and 722 into 774

	S3-060701
	TISPAN-aware and legacy P-CSCFs coexistence
	Huawei
	6.1.3
	783
	Partly merged with 721 to be put into TR

	S3-060702
	GERAN access security review upate
	Ericsson
	6.6
	
	Withdrawn

	S3-060703
	Synchronization failures with Ks shared between GBA Push and normal GBA
	Ericsson
	6.9.5
	None
	Noted as a good analysis

	S3-060704
	Key management aspects for LTE/UMTS interworking
	Ericsson
	6.26
	839
	Section 5 was added and some parts of 3 and 4

	S3-060705
	On security algorithm selection for LTE
	Ericsson
	6.26
	839
	Agreed to be added to rationale document

	S3-060706
	Mobility Management threats in S3-06564
	DoCoMo
	6.26
	765
	Revised to 765

	S3-060707
	Network based mobility in S3-06562
	DoCoMo
	6.26
	839
	Agreed to be added to rationale document with modification

	S3-060708
	Reply LS on support for multiple simultaneous registration
	CT1
	6.1.1
	774
	Noted; Response in 774

	S3-060709
	GBA: Discussion of user identity privacy on Ub reference point
	Siemens Networks
	6.9.2
	710
	See CR in 710

	S3-060710
	Introduction of temporary identifier for bootstrapping procedure
	Siemens Networks
	6.9.2
	None
	Noted; contributions invited at the next meeting.

	S3-060711
	Correction of Requirements on GBA keys
	Nokia, Siemens Networks
	6.9.2
	796
	Revised to 796

	S3-060712
	Correction of Requirements on GBA keys
	Nokia, Siemens Networks
	6.9.2
	797
	Revised to 797

	S3-060713
	Suppression of NAF Group attribute within USS on Zn and Zn’ interfaces
	Nokia, Siemens Networks
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060714
	Clarification of usage of TLS mechanism and of indication of GBA-based authentication support in GAA - ID-FF interworking.
	Nokia, Siemens Networks
	6.25
	831
	Revised to 831

	S3-060715
	Replacement of Editor’s Note concerning LAP re-authentication.
	Nokia, Siemens Networks
	6.25
	832
	Revised to 832

	S3-060716
	Serving Network Authentication for LTE access
	Siemens Networks, Vodafone
	6.26
	None
	Approved for the Rationale doc

	S3-060717
	Draft LS to SA on coexistence of authentication methods in IMS
	Siemens Networks
	6.1.3
	784
	Revised to 784

	S3-060718
	Issues with coexistence between TISPAN- and 3GPP-authentication methods
	Huawei, Nokia, Siemens Networks
	6.1.3
	783
	Agreed to be put into the TR with some minor modifications

	S3-060719
	Solution for determination of requested authentication scheme in P-CSCF
	Huawei, Nokia, Siemens Networks
	6.1.3
	783
	Agreed to be put into the TR with some minor modifications

	S3-060720
	Solution for determination of requested authentication scheme in S-CSCF
	Huawei, Nokia, Siemens Networks
	6.1.3
	783
	Agreed to be put into the TR with some minor modifications

	S3-060721
	TISPAN-aware and legacy P-CSCFs coexistence
	Nokia, Siemens Networks
	6.1.3
	783
	Mainly agreed to be put into the TR

	S3-060722
	Draft reply LS to CT1 on support for multiple simultaneous registrations in IMS
	Siemens Networks
	6.1.1
	774
	Noted; combined with 661 and 700 into 774

	S3-060723
	Discussion of IETF Requirements on Media Security from IMS point of view
	Ericsson, Siemens Networks, Vodafone
	6.1.1
	None
	Noted; to be used as baseline for 33.8xx TR

	S3-060724
	Correction of text on check of IP addresses
	Siemens
	6.1.2
	782
	Revised to 782

	S3-060725
	Issues regarding missed MSK key validity updates in MBMS
	Vodafone
	6.20
	None
	Noted; to be considered at the next meeting.

	S3-060726
	Typical MSK, MTK and salt key size (Rel-6)
	Gemalto

(Gemplus, Axalto
	6.20
	None
	Withdrawn as not appropriate for Rel-6

	S3-060727
	Typical MSK, MTK and salt key size (Rel-7)
	Gemalto

(Gemplus, Axalto
	6.20
	821
	Revised to 821

	S3-060728
	Conclusions from IMS workshop in Palm Springs
	Workshop
	4.2
	None
	Noted

	S3-060729
	LS Response on UDP encapsulation of Ipsec
	TC TISPAN WG 7, WG3
	6.1.1
	None
	Noted

	S3-060730
	LS on coexistence of NASS-IMS bundled authentication
	TC TISPAN WG 7
	6.1.3
	758
	See another LS in 758.

	S3-060731
	LS on 3GPP SAE&LTE Workplan
	SA
	6.26
	842
	Revised to 842

	S3-060732
	Security on 3GPP terminals using Device Management
	CT1
	6.23
	None
	Noted

	S3-060733
	Fast re-authentication identities.
	CT4
	6.10
	804
	Response in 804

	S3-060734
	Liaison Statement on Essential correction of the authenticate command in order to process message longer than 255 bytes”
	CT6
	6.20
	735
	Noted see response from SCP in 735

	S3-060735
	Reply Liaison Statement on “Essential correction of the authenticate command in order to process message longer than 255 bytes”
	SCP
	6.20
	None
	Noted

	S3-060736
	Answer to OMA-BCAST on secure channel (OMA-BCAST-2006-0481R01)
	SCP
	6.27
	None
	Noted

	S3-060737
	Reply LS on User Plane Integrity Protection for LTE
	SA4
	6.26
	None
	Noted

	S3-060738
	LS on AS initiated requests on behalf of a user
	SA2
	6.1.1
	775
	Response in 775

	S3-060739
	Response LS to Reply LS on “Extension of protocol used on Ww interface”
	SA2
	6.10
	None
	Noted, contributions invited for next meeting

	S3-060740
	Reply LS on Continuing dialogue regarding IEEE 802.11u requirements
	SA2
	6.10
	None
	Noted happily

	S3-060741
	Support of multiple simultaneous IMS registrations
	SA1
	6.1.1
	None
	Noted; see response from CT1 in 708.

	S3-060742
	Reply LS on algorithm change
	RAN5
	6.5
	None
	Noted

	S3-060743
	LS on NDS/IP and S1 Connectivity
	RAN3
	6.26
	834
	Revised to 834

	S3-060744
	Reply LS on the choice between UMTS AKA and EAP AKA for LTE access
	RAN3
	6.26
	None
	Noted

	S3-060745
	LS on Security in HSPA Evolution
	RAN3
	6.5
	789
	Revised to 789

	S3-060746
	LS on assumptions for security procedures
	RAN2
	6.26
	833
	Response in 833

	S3-060747
	Reply LS on the choice between UMTS AKA and EAP AKA for LTE access
	RAN2
	6.26
	835
	Response in 835

	S3-060748
	Reply LS to SA3 on MAC, RLC and RRC layer security
	RAN2
	6.26
	None
	Noted and SA3 looked forward to the further response from RAN2

	S3-060749
	Reply LS on User Plane Integrity Protection for LTE
	RAN2
	6.26
	None
	Noted

	S3-060750
	LS to 3GPP SA3 on BM-SC solicited pull procedure initiation over SMS bearer
	OMA BCAST
	6.20
	809
	Response in 809

	S3-060751
	Withdrawal of A5/2 from Handsets Deadline
	GSMA SG
	5.4
	
	Noted see CRs 790, 791, 792

	S3-060752
	IMS Enhancements for Security Requirements in Support of Cable Deployments
	CableLabs
	6.1.1
	764
	Revised to 764

	S3-060753
	Addition of text regarding the use of the NDS authentication framework for Zn/Zn'
	Nokia, Vodafone
	6.9.2
	799
	Revised to 799

	S3-060754
	Corrections to take into account received comments
	Gemalto (Gemplus, Axalto)
	6.27
	
	Agreed to be inserted into the TR 33.110

	S3-060755
	Comments and Improvement Suggestions to S3-060696 and S3-060670 (of Ericsson and 3) 

Key establishment between a UICC Hosting Device and a Remote Device: solution proposal
	Nokia
	6.29
	None
	Noted

	S3-060756
	Comments to S3-060655
	Alcatel
	4.3
	None
	Sent to SA3 LI with 655.

	S3-060757
	Reply LS to 3GPP SA3 on Issues concerning the security of inter operator IP based communications
	GSMA IREG PACKET
	6.3
	None
	Noted

	S3-060758
	Liaison reply on Coexistence of NASS-IMS bundled authentication”
	TC TISPAN WG 7
	6.1.3
	717
	See draft in 717

	S3-060759
	Liaison on Media Security
	TC TISPAN WG 7
	6.1.1
	776
	Response in 776

	S3-060760
	Liaison on HTTP digest
	TC TISPAN WG 7
	6.1.3
	None
	Noted; part of the LS to be put into 33.803.

	S3-060761
	Reply LS on the choice between UMTS AKA and EAP AKA for LTE access
	SA2
	6.26
	None
	Noted

	S3-060762
	Liaison to 3GPP SA3 from IEEE 802.11, IEEE 802.11u requirement on MAC Address Anonymity
	IEEE 802.11
	6.10
	806
	Response in 806

	S3-060763
	Clarification to procedures for multiple UEs behind a NAT
	CableLabs
	6.1.1
	779
	Revised to 779

	S3-060764
	IMS Enhancements for Security Requirements in Support of Cable Deployments
	CableLabs
	6.1.1
	780
	Revised to 780

	S3-060765
	Mobility Management threats in S3-060564
	DoCoMo/Telematica Instituut
	6.26
	839
	To be added to rational doc in 564

	S3-060766
	LS from OMA on Device Management
	OMA DM
	6.23
	None
	Noted

	S3-060767
	Status update of AKA in 3GPP
	SA3 Chairman
	7.2
	None
	Noted

	S3-060768
	MTK storage on Ues
	Vodafone
	6.20
	769, 770
	see CRs in 769 and 770.

	S3-060769
	CR to 33.246 on MTK storage rules on Ues
	Vodafone
	6.20
	822
	Revised to 822

	S3-060771
	Not used
	-
	
	
	Not allocated

	S3-060772
	Draft Report of SA WG3 meeting #44
	SA WG3 Secretary
	4.1
	None
	Approved

	S3-060773
	Changes  to TS 33.107 -  MBMS Interception
	SA3-LI (BT Group)
	4.3
	845
	Revised to 845

	S3-060774
	Reply LS on support for multiple simultaneous registration
	SA3
	6.1.1
	Out
	Agreed to be sent

	S3-060775
	LS on AS initiated requests on behalf of a user
	SA3
	6.1.1
	Out
	Agreed to be sent

	S3-060776
	Liaison on Media Security
	SA3
	6.1.1
	Out
	Agreed to be sent

	S3-060777
	Removal of incorrect text in a note
	Nokia, Vodafone
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060778
	CR to 33.210: Reference to 33.310
	Nokia
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060779
	Clarification to procedures for multiple UEs behind a NAT
	CableLabs
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060780
	IMS Enhancements for Security Requirements in Support of Cable Deployments
	CableLabs
	6.1.1
	Out
	Agreed to be sent to SA for approval

	S3-060781
	Solution for solving Early-IMS impersonation threat
	huawei
	6.1.2
	Out
	Agreed to be sent to SA for approval

	S3-060782
	Correction of text on check of IP addresses
	Siemens
	6.1.2
	Out
	Agreed to be sent to SA for approval

	S3-060783
	Coexistence between TISPAN and 3GPP authentication schemes
	SA3
	6.1.3
	784
	This will be sent to SA with the LS in 784

	S3-060784
	Draft LS to SA on coexistence of authentication methods in IMS
	Siemens Networks
	6.1.3
	Out
	Agreed to be sent

	S3-060785
	Rel-7 CR to TS 33.210: Clarifying the use of transit security domains
	Nokia, Vodafone
	6.3
	Out
	Agreed to be sent to SA for approval

	S3-060786
	Status of AKA in TIA Standards
	Chair, TIA TR-45 AHAG
	7.1
	None
	Noted

	S3-060787
	Support of algorithm change features
	Siemens Networks
	6.5
	Out
	Agreed to be sent to SA for approval

	S3-060788
	Support of UIA2, UEA2 algorithms
	Siemens Networks, TeliaSonera
	6.5
	Out
	Agreed to be sent to SA for approval

	S3-060789
	LS on Security in HSPA Evolution
	SA3
	6.5
	Out
	Agreed to be sent

	S3-060790
	CR to 03.20 on Removal of A5/2
	Vodafone
	5.4
	Out
	Agreed to be sent to SA for approval

	S3-060791
	CR to 43.020 on Removal of A5/2 (Rel-4)
	Vodafone
	5.4
	Out
	Agreed to be sent to SA for approval

	S3-060792
	CR to 43.020 on Removal of A5/2 (Rel-5)
	Vodafone
	5.4
	Out
	Agreed to be sent to SA for approval

	S3-060793
	CR to 33.220 (Rel-7): Storage of IMPI together with the GBA keys
	Ericsson
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060794
	Two NAF applications having the same NAF keys
	Ericsson
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060795
	Addition of note on out-of order case for BSF
	Nokia
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060796
	Correction of Requirements on GBA keys
	Nokia, Siemens Networks
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060797
	Correction of Requirements on GBA keys
	Nokia, Siemens Networks
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060798
	Using pseudonyms over Zn to ensure service continuity
	Nokia
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060799
	Addition of text regarding the use of the NDS authentication framework for Zn/Zn'
	Nokia, Vodafone
	6.9.2
	Out
	Agreed to be sent to SA for approval

	S3-060800
	TS 33.223 on Generic Bootstrapping Architecture (GBA)
	Rapporteurr
	6.9.5
	None
	Approved as baseline

	S3-060801
	MSK storage on Ues
	Vodafone
	6.20
	802, 803
	See CRs in 802 and 803

	S3-060802
	CR to 33.246 on MSK storage on Ues (Rel-6)
	Vodafone
	6.20
	824
	Revised to 824

	S3-060803
	CR to 33.246 on MSK storage on Ues (Rel-7)
	Vodafone
	6.20
	825
	Revised to 825

	S3-060804
	Fast re-authentication identities.
	SA3
	6.10
	Out
	Agreed to be sent

	S3-060805
	Mandate the format of PDG ID.
	Nokia
	6.10
	None
	Posptponed for next meeting

	S3-060806
	Liaison to  IEEE 802.11, IEEE 802.11u requirement on MAC Address Anonymity
	SA3
	6.10
	Out
	Agreed to be sent

	S3-060807
	Clarify the use of MBMS User Service Registration/Deregistration for Protected MBMS User Services.
	Siemens Networks, Vodafone

Ericsson
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060808
	Clarify the use of MBMS User Service Registration/Deregistration for Protected MBMS User Services
	Siemens Networks, Vodafone

Ericsson
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060809
	LS on BM-SC solicited pull procedure initiation over SMS bearer
	SA3
	6.20
	Out
	Agreed to be sent

	S3-060810
	LS on MBMS services over broadcast mode
	SA3
	6.20
	Out
	Agreed to be sent

	S3-060811
	Correction of MTK Processing Procedure
	Siemens Networks and Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060812
	Correction of MTK Processing Procedure
	Siemens Networks and Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval (Marc to provide)

	S3-060813
	CR to 33.234 on Fast re-authentication
	Lucent
	6.10
	Out
	Revised to 846; Agreed to be sent to SA for approval

	S3-060814
	Correction of the MIKEY Extension payload coding
	Siemens Networks, Ericsson, Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060815
	Correction of the MIKEY Extension payload coding
	Siemens Networks, Ericsson, Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060816
	AES Key Wrap not required for MBMS
	Siemens Networks, Ericsson, Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060817
	Correction to the Processing of received messages in the ME
	Siemens Networks, Ericsson, Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060818
	Correction to the Processing of received messages in the ME
	Siemens Networks, Ericsson, Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060819
	Specify the authentication key length of MIKEY
	Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060820
	Specify the authentication key length of MIKEY
	Gemalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060821
	Typical MSK, MTK and salt key size (Rel-7)
	Gemalto

(Gemplus, Axalto
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060822
	CR to 33.246 on MTK storage rules on Ues
	Vodafone
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060823
	CR to 33.246 on MTK storage rules on Ues
	Vodafone
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060824
	CR to 33.246 on MSK storage on Ues (Rel-6)
	Vodafone
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060825
	CR to 33.246 on MSK storage on Ues (Rel-7)
	Vodafone
	6.20
	Out
	Agreed to be sent to SA for approval

	S3-060826
	LS to CT6 on MSK and MTK storage on Ues
	Vodafone
	6.20
	838
	Agreed to be sent; Revised to 838

	S3-060827
	TR 33.905 on Trust recommendations for open platforms
	Rapporteur
	6.24
	None
	Noted as basis for future work

	S3-060828
	Addition of a reference to the GAA Service Type Code in TS 29.109.
	Nokia, Siemens Networks
	6.25
	Out
	Agreed to be sent to SA for approval

	S3-060829
	Removal of editor’s note and validation of received identity
	Nokia
	6.25
	Out
	Agreed to be sent to SA for approval

	S3-060830
	Addition of Note pointing to work related to 3GPP external entities
	Nokia, Siemens Networks
	6.25
	Out
	Agreed to be sent to SA for approval

	S3-060831
	Clarification of usage of TLS mechanism and of indication of GBA-based authentication support in GAA - ID-FF interworking.
	Nokia, Siemens Networks
	6.25
	Out
	Agreed to be sent to SA for approval

	S3-060832
	Replacement of Editor’s Note concerning LAP re-authentication.
	Nokia, Siemens Networks
	6.25
	Out
	Agreed to be sent to SA for approval

	S3-060833
	LS on assumptions for security procedures
	SA3
	6.26
	Out
	Agreed to be sent

	S3-060834
	LS on NDS/IP and S1 Connectivity
	SA3
	6.26
	Out
	Agreed to be sent

	S3-060835
	Reply LS on the choice between UMTS AKA and EAP AKA for LTE access
	SA3
	6.26
	Out
	Agreed to be sent

	S3-060836
	Secure channel requirements and usage of ICC ID
	SCP
	6.27
	674
	Noted, see CR in 674

	S3-060837
	TS Key establishment between a UICC and a terminal
	Rapporteur
	6.27
	Out
	Agreed to be sent to SA for approval

	S3-060838
	LS to CT6 on MSK and MTK storage on Ues
	Vodafone
	6.20
	Out
	Agreed to be sent

	S3-060839
	Rationale TR for SA
	Rapporteur
	6.26
	Out
	Agreed to be sent to SA for Information

	S3-060840
	Rationale TR new baseline for SA3 #46
	Rapporteur
	6.26
	
	To be provided after the meeting

	S3-060841
	Intworking mobility security TR
	Rapporteur
	6.26
	
	To be provided after the meeting

	S3-060842
	LS on 3GPP SAE&LTE Workplan
	SA
	6.26
	AP 45.03
	To be sent to SAE workplan managerd

	S3-060843
	Key establishment between a UICC hosting device and a remote device
	Ericsson, 3, Nokia, Rogers Wireless, Vodafone
	6.29
	Out
	Agreed to be sent to SA for approval

	S3-060844
	Key establishment between a UICC Hosting Device and a Remote Device: solution proposal
	Ericsson, 3
	6.29
	None
	Noted as baseline for future work

	S3-060845
	Changes  to TS 33.107 -  MBMS Interception
	SA3-LI (BT Group)
	4.3
	Out
	To be sent to SA for comment; Agreed to be sent to SA for information.

	S3-060846
	CR to 33.234 on Fast re-authentication
	Lucent
	6.10
	Out
	Agreed to be sent to SA for approval
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Annex D: List of CRs to specifications under SA WG3 responsibility agreed at meeting #43
Meeting #41
	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Cur Vers
	Doc No.
	Status
	WI

	03.20
	A026
	-
	R99
	CR to 03.20 on Removal of A5/2
	F
	8.3.0
	S3-060790
	agreed
	SEC1

	33.102
	0199
	1
	Rel-7
	Support of algorithm change features
	B
	7.0.0
	S3-060787
	agreed
	AlgUEA2

	33.102
	0200
	1
	Rel-7
	Support of UIA2, UEA2 algorithms
	B
	7.0.0
	S3-060788
	agreed
	AlgUEA2

	33.107
	-
	-
	Rel-8
	Changes  to TS 33.107 -  MBMS Interception
	
	7.4.0
	S3-060845
	agreed
	LI-7A

	33.203
	0101
	1
	Rel-7
	Removal of incorrect text in a note
	F
	7.3.0
	S3-060777
	agreed
	NDSAFTLS

	33.203
	0100
	2
	Rel-7
	Clarification to procedures for multiple UEs behind a NAT
	C
	7.3.0
	S3-060779
	agreed
	FBI-PCBL

	33.210
	021
	-
	Rel-7
	CR to 33.210: Reference to 33.310
	F
	7.1.0
	S3-060778
	agreed
	SEC1-NDS

	33.210
	0020
	1
	Rel-7
	Rel-7 CR to TS 33.210: Clarifying the use of transit security domains
	C
	7.1.0
	S3-060785
	agreed
	SEC1-NDS

	33.220
	0111
	-
	Rel-7
	Suppression of NAF Group attribute within USS on Zn and Zn’ interfaces
	C
	7.5.0
	S3-060713
	agreed
	SEC7-GAA2

	33.220
	0105
	1
	Rel-7
	CR to 33.220 (Rel-7): Storage of IMPI together with the GBA keys
	C
	7.5.0
	S3-060793
	agreed
	GAAExt

	33.220
	0106
	1
	Rel-7
	Two NAF applications having the same NAF keys
	F
	7.5.0
	S3-060794
	agreed
	GAAExt

	33.220
	0103
	1
	Rel-7
	Addition of note on out-of order case for BSF
	F
	7.5.0
	S3-060795
	agreed
	GAAExt

	33.220
	0109
	1
	Rel-6
	Correction of Requirements on GBA keys
	F
	6.10.0
	S3-060796
	agreed
	SEC1-SC

	33.220
	0110
	1
	Rel-7
	Correction of Requirements on GBA keys
	F
	7.5.0
	S3-060797
	agreed
	SEC7-GAA2

	33.220
	0104
	-
	Rel-7
	Using pseudonyms over Zn to ensure service continuity
	F
	7.5.0
	S3-060798
	agreed
	GAAExt

	33.220
	0112
	1
	Rel-7
	Addition of text regarding the use of the NDS authentication framework for Zn/Zn'
	F
	7.5.0
	S3-060799
	agreed
	NDSAFTLS

	33.234
	085
	1
	Rel-7
	CR to 33.234 on Fast re-authentication
	F
	7.2.0
	S3-060813
	agreed
	6.10 WLAN

	33.234
	085
	-
	Rel-7
	CR to 33.234 on Fast re-authentication
	F
	7.2.0
	S3-060846
	agreed
	6.10 WLAN

	33.246
	0096
	-
	Rel-7
	Keys derived from MTK
	F
	7.1.0
	S3-060623
	agreed
	MBMS

	33.246
	0097
	-
	Rel-7
	SRTP key derivation rate shall be zero
	F
	7.1.0
	S3-060624
	agreed
	MBMS

	33.246
	0098
	1
	Rel-7
	Clarify the use of MBMS User Service Registration/Deregistration for Protected MBMS User Services.
	A
	7.1.0
	S3-060807
	agreed
	MBMS

	33.246
	0099
	1
	Rel-6
	Clarify the use of MBMS User Service Registration/Deregistration for Protected MBMS User Services
	F
	6.8.0
	S3-060808
	agreed
	MBMS

	33.246
	0100
	1
	Rel-6
	Correction of MTK Processing Procedure
	F
	6.8.0
	S3-060811
	agreed
	MBMS

	33.246
	0101
	1
	Rel-7
	Correction of MTK Processing Procedure
	A
	7.1.0
	S3-060812
	agreed
	MBMS

	33.246
	0102
	1
	Rel-6
	Correction of the MIKEY Extension payload coding
	F
	6.8.0
	S3-060814
	agreed
	MBMS

	33.246
	0103
	1
	Rel-7
	Correction of the MIKEY Extension payload coding
	A
	7.1.0
	S3-060815
	agreed
	MBMS

	33.246
	0105
	1
	Rel-7
	AES Key Wrap not required for MBMS
	D
	7.1.0
	S3-060816
	agreed
	MBMS

	33.246
	0106
	1
	Rel-6
	Correction to the Processing of received messages in the ME
	F
	6.8.0
	S3-060817
	agreed
	MBMS

	33.246
	0107
	1
	Rel-7
	Correction to the Processing of received messages in the ME
	A
	7.1.0
	S3-060818
	agreed
	MBMS

	33.246
	0108
	1
	Rel-6
	Specify the authentication key length of MIKEY
	F
	6.8.0
	S3-060819
	agreed
	MBMS

	33.246
	0109
	1
	Rel-7
	Specify the authentication key length of MIKEY
	F
	7.1.0
	S3-060820
	agreed
	MBMS

	33.246
	0111
	1
	Rel-7
	Typical MSK, MTK and salt key size (Rel-7)
	D
	7.1.0
	S3-060821
	agreed
	MBMS

	33.246
	112
	1
	Rel-6
	CR to 33.246 on MTK storage rules on Ues
	F
	6.8.0
	S3-060822
	agreed
	MBMS

	33.246
	113
	1
	Rel-7
	CR to 33.246 on MTK storage rules on Ues
	A
	7.1.0
	S3-060823
	agreed
	MBMS

	33.246
	0114
	-
	Rel-6
	CR to 33.246 on MSK storage on Ues (Rel-6)
	
	6.8.0
	S3-060824
	agreed
	

	33.246
	0115
	-
	Rel-7
	CR to 33.246 on MSK storage on Ues (Rel-7)
	
	7.1.0
	S3-060825
	agreed
	

	33.978
	0017
	-
	Rel-6
	CR to TR 33.978 on Correction of a reference
	F
	6.5.0
	S3-060620
	agreed
	SEC-IMS

	33.978
	0018
	1
	Rel-6
	Solution for solving Early-IMS impersonation threat
	F
	6.5.0
	S3-060781
	agreed
	SEC-IMS

	33.978
	0019
	-
	Rel-6
	Correction of text on check of IP addresses
	F
	6.5.0
	S3-060782
	agreed
	SEC-IMS

	33.980
	0009
	1
	Rel-7
	Addition of a reference to the GAA Service Type Code in TS 29.109.
	F
	7.2.0
	S3-060828
	agreed
	LibSec

	33.980
	0010
	1
	Rel-7
	Removal of editor’s note and validation of received identity
	F
	7.2.0
	S3-060829
	agreed
	LibSec

	33.980
	0011
	1
	Rel-7
	Addition of Note pointing to work related to 3GPP external entities
	F
	7.2.0
	S3-060830
	agreed
	LibSec

	33.980
	012
	-
	Rel-7
	Clarification of usage of TLS mechanism and of indication of GBA-based authentication support in GAA - ID-FF interworking.
	F
	7.2.0
	S3-060831
	agreed
	LibSec

	33.980
	013
	-
	Rel-7
	Replacement of Editor’s Note concerning LAP re-authentication.
	F
	7.2.0
	S3-060832
	agreed
	LibSec

	43.020
	0013
	-
	Rel-4
	CR to 43.020 on Removal of A5/2 (Rel-4)
	A
	4.2.0
	S3-060791
	agreed
	SEC1

	43.020
	0014
	-
	Rel-5
	CR to 43.020 on Removal of A5/2 (Rel-5)
	A
	5.2.0
	S3-060792
	agreed
	SEC1


Annex E: List of Liaisons to or from SA3
E.1 Liaisons to the meeting

	TD number
	Title
	From
	Source TD
	Comment/Status

	S3-060708
	Reply LS on support for multiple simultaneous registration
	CT1
	C1-061867
	Noted; Response in 774

	S3-060729
	LS Response on UDP encapsulation of Ipsec
	TC TISPAN WG 7, WG3
	11TD043
	Noted

	S3-060730
	LS on coexistence of NASS-IMS bundled authentication
	TC TISPAN WG 7
	11TD049
	See another LS in 758.

	S3-060731
	LS on 3GPP SAE&LTE Workplan
	SA
	SP-060685
	Revised to 842

	S3-060732
	Security on 3GPP terminals using Device Management
	CT1
	C1-061912
	Noted

	S3-060733
	Fast re-authentication identities.
	CT4
	C4-061344
	Response in 804

	S3-060734
	Liaison Statement on Essential correction of the authenticate command in order to process message longer than 255 bytes”
	CT6
	C6-060596
	Noted see response from SCP in 735

	S3-060735
	Reply Liaison Statement on “Essential correction of the authenticate command in order to process message longer than 255 bytes”
	SCP
	SCP-060468
	Noted

	S3-060736
	Answer to OMA-BCAST on secure channel (OMA-BCAST-2006-0481R01)
	SCP
	SCP-060487
	Noted

	S3-060737
	Reply LS on User Plane Integrity Protection for LTE
	SA4
	S4-060532
	Noted

	S3-060738
	LS on AS initiated requests on behalf of a user
	SA2
	S2-063457
	Response in 775

	S3-060739
	Response LS to Reply LS on “Extension of protocol used on Ww interface”
	SA2
	S2-063450
	Noted, contributions invited for next meeting

	S3-060740
	Reply LS on Continuing dialogue regarding IEEE 802.11u requirements
	SA2
	S2-063449
	Noted happily

	S3-060741
	Support of multiple simultaneous IMS registrations
	SA1
	S1-060914
	Noted; see response from CT1 in 708.

	S3-060742
	Reply LS on algorithm change
	RAN5
	R5-062459
	Noted

	S3-060743
	LS on NDS/IP and S1 Connectivity
	RAN3
	R3-061615
	Revised to 834

	S3-060744
	Reply LS on the choice between UMTS AKA and EAP AKA for LTE access
	RAN3
	R3-061605
	Noted

	S3-060745
	LS on Security in HSPA Evolution
	RAN3
	R3-061429
	Revised to 789

	S3-060746
	LS on assumptions for security procedures
	RAN2
	R2-063036
	Response in 833

	S3-060747
	Reply LS on the choice between UMTS AKA and EAP AKA for LTE access
	RAN2
	R2-062723
	Response in 835

	S3-060748
	Reply LS to SA3 on MAC, RLC and RRC layer security
	RAN2
	R2-062718
	Noted and SA3 looked forward to the further response from RAN2

	S3-060749
	Reply LS on User Plane Integrity Protection for LTE
	RAN2
	R2-062717
	Noted

	S3-060750
	LS to 3GPP SA3 on BM-SC solicited pull procedure initiation over SMS bearer
	OMA BCAST
	0144-BM
	Response in 809

	S3-060751
	Withdrawal of A5/2 from Handsets Deadline
	GSMA SG
	GSMA SG
	Noted see CRs 790, 791, 792

	S3-060757
	Reply LS to 3GPP SA3 on Issues concerning the security of inter operator IP based communications
	GSMA IREG PACKET
	27_015
	Noted

	S3-060758
	Liaison reply on Coexistence of NASS-IMS bundled authentication”
	TC TISPAN WG 7
	11tTD353r1
	See draft in 717

	S3-060759
	Liaison on Media Security
	TC TISPAN WG 7
	11tTD346r1
	Response in 776

	S3-060760
	Liaison on HTTP digest
	TC TISPAN WG 7
	11tTD347r1
	Noted; part of the LS to be put into 33.803.

	S3-060761
	Reply LS on the choice between UMTS AKA and EAP AKA for LTE access
	SA2
	S2-064133
	Noted

	S3-060762
	Liaison to 3GPP SA3 from IEEE 802.11, IEEE 802.11u requirement on MAC Address Anonymity
	IEEE 802.11
	IEEE 802.11-06/1127r1
	Response in 806

	S3-060766
	LS from OMA on Device Management
	OMA DM
	
	Noted

	S3-060836
	Secure channel requirements and usage of ICC ID
	SCP
	SCP-060460
	Noted, see CR in 674

	S3-060842
	LS on 3GPP SAE&LTE Workplan
	SA
	
	To be sent to SAE workplan managerd


E.2 Liaisons from the meeting

	TD number
	Title
	TO
	CC
	Date Sent

	S3-060774
	Reply LS on support for multiple simultaneous registration
	CT1
	SA1, SA2
	01/11/2006

	S3-060775
	LS on AS initiated requests on behalf of a user
	SA2
	
	

	S3-060776
	Liaison on Media Security
	TISPAN WG7
	
	

	S3-060784
	Draft LS to SA on coexistence of authentication methods in IMS
	SA
	
	

	S3-060789
	LS on Security in HSPA Evolution
	RAN3
	RAN2
	

	S3-060804
	Fast re-authentication identities.
	CT4
	CT1
	

	S3-060806
	Liaison to IEEE 802.11, IEEE 802.11u requirement on MAC Address Anonymity
	IEEE 802.11u
	
	

	S3-060809
	LS on BM-SC solicited pull procedure initiation over SMS bearer
	OMA BAC BCAST, OMA BAC DLDRM
	SA4
	

	S3-060810
	LS on MBMS services over broadcast mode
	CT3, SA4, CT1
	SA2, GERAN2, RAN2
	

	S3-060833
	LS on assumptions for security procedures
	RAN2
	CT1
	

	S3-060834
	LS on NDS/IP and S1 Connectivity
	RAN3
	
	

	S3-060835
	Reply LS on the choice between UMTS AKA and EAP AKA for LTE access
	RAN2
	RAN3
	

	S3-060838
	LS to CT6 on MSK and MTK storage on Ues
	CT6
	
	03/11/2006


Annex F: List of TSs or TRs to go to SA
TSs and TRs to be sent
	Release
	Spec_Number
	Document Number
	Title
	To

	Rel-7
	33.110
	S3-060837
	TS Key establishment between a UICC and a terminal
	SP-34

	
	
	
	
	


TSs and TRs pending

	Release
	Spec_Number
	Document Number
	Title
	To

	
	
	
	
	


Miscellaneous

	Doc-2nd-Level
	Title
	To

	S3-060839
	Rationale TR for SA
	SP-34


Annex G: List of WIDs to go to SA
	Document Number
	Title
	To

	S3-060780
	IMS Enhancements for Security Requirements in Support of Cable Deployments
	SP-34

	S3-060843
	Key establishment between a UICC hosting device and a remote device
	SP-34


Annex H: Actions from the meeting

AP 44.01 Charles Brookson to check if the GSMA briefing documents could be made available to SA and to brief his GSMA delegate to SA.
3GPP

SA WG3


