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1 Problem description

Every MSK is uniquely identified by its Key Domain ID and MSK ID

where


Key Domain ID = MCC || MNC (3 bytes in total)

MSK ID = Key Group part (2 bytes) || Key Number part (2 bytes)

TS 33.246 section 6.5.3 specifies the following:

 
" If the MGV-F receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall keep the newer and delete the older of these two MSKs."

In other words, the UE is only required to store a maximum of two MSKs for each Key Domain ID / Key Group part. Two keys are stored to allow for a smooth transition when an MSK is changed during an MBMS streaming or download session. However, it is not specified anywhere in the 3GPP specifications how many MSKs with different Key Domain ID / Key Group part can be stored on the UE, and what rules are used to delete/overwrite MSKs when the storage limit is reached. It seems that this is left up to the terminal/UICC implementation. Furthermore, for ME-based key management, it is specified in TS 33.246 that all MSKs shall be deleted if the UICC is changed, and that all MSKs may be deleted on ME power down.

A consequence of this is that the BM-SC can never be sure whether the UE still has an MSK that was previously distributed, except in the case that UICC-based key management is used and the BM-SC operator knows the storage limit and deletion/overwrite rules on the UICC. Conversely, the UE is never sure when it can safely delete a particular MSK.
To help understand the problem consider an operator that offers 5 "channels" composed into 7 different packages that the user can subscriber to. Because each channel can be subscribed to separately, 5 different MSK Key Groups would need to be used as follows:

	MBMS user service 1 (sports news stream only)
· Sports news stream

MSK Key Group A

	MBMS user service 2 (sports stream only)

· Sports stream


MSK Key Group B

	MBMS user service 3 (sports clip downloads only)

· Sports clip downloads

MSK Key Group C

	MBMS user service 4 (news stream only)

· News stream


MSK Key Group D

	MBMS user service 5 (news clip downloads only)

· News clip downloads

MSK Key Group E

	MBMS user service 6 (sports package)

· Sports news stream

MSK Key Group A

· Sports stream


MSK Key Group B

· Sports clip downloads

MSK Key Group C

	MBMS user service 7 (news package)

· Sports news stream

MSK Key Group A

· News stream


MSK Key Group D
· News clip downloads

MSK Key Group E


Let's assume a user subscribes to services 6 and 7. In this case he/she needs all 5 Key Groups. However, if his/her UE could only store 4 Key Groups then the following could happen:

· User registers for both service 6 and 7 (using MBMS user service registration)

· User receives five MSKs but can only store four (e.g. the fifth to arrive, Key Group E, overwrites the first one to arrive, Key Group A)

· If the user selects to watch the sports news stream requiring Key Group A, it triggers a missed key update request to fetch the MSK for Key Group A from the BM-SC.

Consequences:

· Delay in channel switching time: Terminal needs to fetch MSK from BM-SC before being able to watch the sports news stream. 
· Waste of network resources: There was no point sending five MSKs when the terminal could only store four.

In practice terminals will probably be able to store more than four MSK key groups, so the exact scenario above would not arise. However, there will be some limit to the number of MSK key groups that can be stored on the terminal and one could imagine that an operator who offers a large number of channels and a large number of service packages could run into problems. Therefore it would seem to be useful to have some certainty about how many MSKs can be stored on the UE and what rules are used to delete/overwrite them.

2 Proposed solution
The identifiers for the MSKs needed for a particular MBMS user service are listed in the service protection description. The service protection description also contains mapping information of how the MSKs are used to protect the different RTP sessions or FLUTE channels. 
We assume that a particular UE has an upper limit on the number of MSK pairs under the same Key Domain ID / Key Group part it can store concurrently. We propose that the UE shall not register for an MBMS user service if it does not have enough storage available for any additional MSKs required for that service. Furthermore, we propose that when a UE de-registers from a particular MBMS user service it deletes any MSKs associated with a particular service that are not associated with any other service the user is still registered to.

This solution ensures that MSKs are not stored indefinitely on the UE, and that there are clear rules about when MSKs are deleted. It also ensures that the BM-SC knows that any MSKs delivered to a UE will only be deleted by that UE when it de-registers from all services that make use of that MSK.

This approach works fine for ME-based key management and the behaviour can be easily specified in TS 33.246. However, for UICC-based key management it seems that significant changes are required to TS 31.102. In particular clause 7.1.1.6 of TS 31.102 contains the following text: 
"After a successful MSK Update procedure the USIM stores the received MSK and updates EFMSK as follows:

-
If a record with the received Key Domain ID and Key Group part (i.e. Key Group part of the MSK ID) already exists, the 2nd MSK ID and the associated TS shall be replaced by the 1st MSK ID and the associated TS. Then the new MSK ID is stored as the 1st MSK ID and the associated TS is reset. The number of stored MSK IDs and corresponding TS shall be set to '02'.

-
If a record with the received Key Domain ID and Key Group part does not exist, the USIM uses an empty record to include those values. The received MSK ID is stored as the 1st MSK ID and the associated TS is reset. The 2nd MSK ID and the associated TS are set to 'FF FF'. The number of stored MSK IDs and corresponding TS shall be set to '01'.

NOTE:
The policy of replacing Key Domain records when no more empty records are available in EFMSK is HE specific. (e.g. delete Groups from visited Key Domains first)"
The MBMS provisions in TS 31.102 would need to be changed so that it is the ME, not the UICC, that deletes MSKs. Furthermore, the ME needs to be aware of how much MSK storage is available on the UICC.
3 Application of proposed solution to problem scenario

To help understand how the solution would work, we apply it to the problem scenario described in section 1.

The UE whose user has subscribed to services 6 and 7 would behave e.g. as follows:

- Power on

- Register for service 6


Receive {MSK group A} 


Receive {MSK group B} 


Receive {MSK group C} 

- Register for service 7


Receive {MSK group D} 


Receive {MSK group E} 

- Consume services

- Receive MSK updates as necessary

- De-register from services 6

- Receive MSK updates as necessary

- Consume services

- De-register from services 7

- Receive MSK updates as necessary

- Power off

The UE would maintain a table like the one below. We populate the table with the information that the UE in our example would store after having received all 5 keys.

	
	Currently registered MBMS user services

	
	Service ID = 6
	Service ID = 7
	…

	Currently stored MSKs
	Key group A
	X
	X
	

	
	Key group B
	X
	
	

	
	Key group C
	X
	
	

	
	Key group D
	
	X
	

	
	Key group E
	
	X
	

	
	…
	
	
	


This table allows the UE to know that if it de-registers from service 6 then it should delete Key Group D and E but not Key group A.

4 Conclusions

Based on the current MBMS specifications, the BM-SC cannot be sure whether the UE still has an MSK that was previously distributed. This could lead to long channel switching times and inefficient MSK distribution in some situations.

We propose a solution which would require some changes to the UE behaviour in TS 33.246 and which would impact the USIM specification in TS 31.102. Corresponding Rel-6 and Rel-7 CRs to TS 33.246 are provided in companion contributions. We propose that these are agreed by SA3 and that an LS is sent to CT6 to ask them to make corresponding changes to TS 31.102.









































































































































































