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1. Overall Description
SA3 would like to thank RAN2 for the two referenced liaison statements on security procedures.  After discussing the documents, SA3 have come to some conclusions and raised some questions, which are enumerated below.

2. Merging of COUNT-C and COUNT-I
RAN2 asked the following questions regarding the possibility of merging COUNT-C and COUNT-I into a single counter:

(A) Has SA3 any security concerns if the same COUNT-C/I value is used as input to integrity and ciphering algorithms for the security of RRC in the ENodeB?
(B) Has SA3 any security concerns if the same COUNT-C/I value is used as input to integrity and ciphering algorithms for the security of NAS protocol in the MME?

SA3 did not find any security concerns associated with using a single COUNT-C/I value in either of these contexts, provided the counters are managed so that values do not repeat.
3. Management of Ciphering and Integrity Activation and Algorithms
RAN2 asked SA3 to check several assumptions in the general area of security activation, deactivation, and key change.

(1) RRC Integrity and ciphering algorithm can only be changed in the case of the ENodeB handover
SA3 can confirm this assumption.
(2) RRC Integrity and ciphering will be started only once during the attach procedure (i.e. after the AKA has been performed) and can not be de-activated later.
SA3 can confirm this assumption as well.  The combination of assumptions 1 and 2 means that integrity and ciphering cannot be switched to a “dummy” algorithm except at handover; this restriction is acceptable to SA3.
(3) RRC Integrity and ciphering will always be activated in one procedure.

SA3 can confirm this assumption.  However, it should be noted that SA3 cannot offer a guarantee that integrity and ciphering will be activated at the same time within the procedure; integrity may start before ciphering, even though the two activations are triggered as a single procedure.
(4) Change of integrity and ciphering keys will be performed transparently to the UE RRC and the ENodeB at state transition from idle to active mode.

In the context of the original LS it was clear that this assumption referred to the possibility of changing keys only at transition from idle to active mode, i.e., of not allowing change of keys while a mobile is active.

More time is needed to study this assumption; SA3 cannot offer a final response at this time.  There may be a need to change keys for mobiles that remain connected for a long time or over a large geographic area.  In particular, SA3 are reluctant to rule out the possibility of changing keys following a change of serving PLMN.
SA3 are not certain what is meant by “transparently to the UE RRC and the ENodeB” and would like to request clarification on this point.  In addition, SA3 request confirmation that this assumption is intended to refer only to security on RRC signalling.
4. RLC Sequence Numbering
On the subject of RLC sequence number re-initialisation, RAN2 made the following comment in response to an SA3 request:

· clarify if there are any concerns if the sequence number is re-initialized in every new C-RNTI re-allocation.

[RAN WG2] With the currently agreed mechanisms, the C-RNTI is re-allocated on handover and in this case the RLC protocol layer is reset causing the RLC SN to be re-initialized to zero. We understand that this should address SA WG3’s concerns on this issue.

SA WG3 would like to know:

1. if using an offset as described in the attachment (S3-060649) instead of resetting the RLC SN to zero would be acceptable for RAN WG2;

2. if adding/removing a similar handover-specific offset to the PDCP sequence number between UE and eNB (by eNB and UE) to make the PDCP sequence number discontinuous in over-the-air signalling at handover would be an acceptable solution for RAN WG2.

5. Actions
To RAN2:
SA3 ask RAN2 kindly to take the above information into account in their ongoing work, and to clarify the following points:

1. What is the meaning of “transparently to the UE RRC and the ENodeB” in assumption 4?

2. Does assumption 4 refer only to RRC signalling?

3. Would incrementing the RLC sequence number by an offset at handover, instead of resetting it to zero, be acceptable to RAN2?

4. Would incrementing the PDCP sequence number by some offset at handover be acceptable to RAN2, if done by eNB and the UE?
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