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	Reason for change:
(

	The current text in 33.234 does not mandate using any particular identity, so the security benefits of using certificates are largely lost. An attacker can easily buy a certificate for his own domain name and if the MS does not check the name, it will accept it. Even if the certificate is issued by an operator’s own CA, since it isn't mandatory for UE to check the validity of the PDG certificate, an attacker that gets hold of private key corresponding to any certificate issued by the operator’s CA (which could be thousands) can masquerade as the PDG.

So TS 33.234 should be fixed to require the MS to compare the PDG identity authenticated in IKEv2 with the identity "expected" by the MS and abort connection if they don't match, and describe how the MS knows what the "expected" identity is.
In section 14.7.2 “Format of W-APN Operator Identifier” of TS23.003 it defines 

The default W-APN Operator Identifier is derived from the IMSI as follows:

"w-apn.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org"

Following this rule the PDG identity in TS33.234 can be mandated in format of “w-apn.mncNNN.mccMMM.pub.3gppnetwork.org". In this way the MS can know what the "expected" identity is.

So an attacker can't masquerade as the PDG. This is because he can't get a certificate for w-apn.mncNNN.mccMMM.pub.3gppnetwork.org (unless an operator’s CA makes a big mistake).
Since the domain “3gppnetwork.org” can only be used by 3GPP operators, the ID in format “w-apn.mncNNN.mccMMM.pub.3gppnetwork.org” is only valid for the PDGs belonging to 3GPP operators. UE can know if it will connect to a 3GPP operators’ PDG during W-APN resolution specified in TS23.234.
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	Mandate the format of PDG ID for the PDG belonging to 3GPP operators.
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	Leave a security hole for the attacker to masquerade as the PDG.
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**** start of changes ****
6.1.5
Mechanisms for the set up of UE-initiated tunnels (WLAN 3GPP IP Access)

-
The WLAN UE and the PDG use IKEv2, as specified in [ikev2], in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in [ikev2], is used to authenticate the PDG. The PDG shall authenticate itself with an identity "w-apn.mncNNN.mccMMM.pub.3gppnetwork.org" if it belongs to a 3GPP operator. This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the PDG's certificate. A profile for certificate contents and processing is defined in clause 6.6A.

-
EAP-AKA within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a USIM.

-
EAP-SIM within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a SIM and no USIM.

-
A profile for IKEv2 is defined in section 6.5.

-
If the Private network access from WLAN 3GPP IP Access is required, then multiple authentications with the 3GPP AAA Server and External AAA Server are performed. The detailed procedure of this access method is described in section 6.1.5.3.
**** end of changes ****
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