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SA#33 discussed the LS SP‑060606 from SA WG3 on “Scope of SA WG3 work on Co-existence of authentication mechanisms for IMS” and the related contribution SP‑060622” IMS convergence security issues.” The discussion at SA#33 resulted in the following recommendation to SA3 (according to the draft meeting report):

“Members were asked to provide their issues and proposals to TSG SA meeting #34. SA WG3 are asked to continue analysis and discussions on the interaction issues, but not to include this in a TR at this point.”

The issue which triggered the discussions was whether to include HTTP Digest in the scope of the work on coexistence of authentication schemes for IMS.
After SA#33, TISPAN WG7 (security) sent the LS S3-060760 (attached) to SA3, cc’ed to SA, which made it clear that “TISPAN would … like to see HTTP Digest as documented in the ETSI TS 183 033 informative Annex ZA to be taken into account in the work on "co-existence of authentication methods", jointly performed by 3GPP SA3 and ETSI TISPAN WG 7.” This LS also states that “HTTP digest as defined in the informative annex ZA of ETSI TS 183033 is applicable only for non-3GPP defined TISPAN access networks, but is not applicable and not intended for 3GPP access networks.”
SA3#45 concluded from this LS that it was useful to progress the work on coexistence between TISPAN and 3GPP authentication schemes, taking into account also HTTP Digest, as defined by TISPAN.
TISPAN WG 7 also reported substantial progress in their technical work on coexistence in their LS S3-060758 (attached). Based on this LS, SA3 continued analysis and discussions as asked by SA. The results agreed at SA3#45 from a technical point of view are contained in the attached document S3-060783, which shows changes with respect to the version of TR 33.803 agreed at the previous SA3 meeting. SA3 further agreed to accept the shown changes for a new version of this TR 33.803 provided SA gives the permission to take into account also HTTP Digest, as defined by TISPAN.

It is important to note that almost all of the changes in this version are needed to introduce NASS-Bundled Authentication in any case. The addition of support for HTTP Digest only results in minor changes. 

SA3 would also like to point out that the agreed solution in S3-060783 technically ensures that HTTP Digest can only be used over fixed access, not over mobile access.
If SA decides not to give this permission then TISPAN operators who wish to use the option of HTTP Digest, as specified by TISPAN, may have to install separate IMS infrastructure (x-CSCFs) for the support of HTTP Digest, as proper interworking with the other IMS authentication schemes defined by 3GPP and TISPAN could not be guaranteed. 
Actions to 3GPP SA: 

3GPP SA is kindly asked to
1. take the above information into account in their discussions.
2. give SA3 the permission to consider also HTTP Digest, as defined by TISPAN, in the joint 3GPP-TISPAN work on coexistence of authentication schemes.

Date of Next TSG-SA3 Meeting:

SA3#46   13 – 17 February, 2007,  Beijing, China  

