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6.2.5
Impact on Cx Interface

Early IMS Security mechanism affects the use of the protocol defined for the Cx interface.  In particular, the User-Authorisation-Request/Answer (Cx-UAR/UAA), the Multimedia-Auth-Request/Answer (Cx-MAR/MAA) and the Server-Assignment-Request/Answer (Cx-SAR/SAA) messages are impacted.

Because in Early IMS Security the Private User Identity of the subscriber is not made available to the IMS domain in SIP messages, it is necessary to derive a Private User Identity from the Temporary Public User Identity to use as the content of the User-Name AVP in certain Cx messages (most notable UAR and MAR).

6.2.5.1
User registration status query

The UAR command, when implemented to support Early IMS Security follow the description in clause 6.1.1 of TS 29.228 [10], with the following exception:

-
the Private User Identity (User-Name AVP) in the UAR command shall be derived from the temporary Public User Identity URI being registered by removing URI scheme and the following parts of the URI if present port number, URI parameters, and headers.

6.2.5.2
S-CSCF registration/deregistration notification

The SAR command, when implemented to support early IMS Security follows the description in clause 6.1.2 of TS 29.228 [10], with the following exception:

-
the Private User Identity (User-Name AVP) in the SAR command shall be derived from the temporary Public User Identity URI being registered by removing URI scheme and the following parts of the URI if present port number, URI parameters, and headers.

6.2.5.3
Authentication procedure

The MAR and MAA commands, when implemented to support Early IMS Security follow the description in clause 6.3 of TS 29.228 [10], with the following exceptions:

-
the Private User Identity (User-Name AVP) in the MAR command shall be derived from the temporary Public User Identity URI being registered by removing URI scheme and the following parts of the URI if present: port number, URI parameters, and headers.

-
In the MAR and MAA commands, the Authentication Scheme (Authentication-Scheme AVP described in clause 7.9.2 of TS 29.228 [10]) within the SIP-Auth-Data-Item grouped AVP shall contain "Early‑IMS‑Security".

-
In the MAA command, the SIP-Auth-Data-Item grouped AVP shall contain the user IP address.  If the address is IPv4 it shall be included within the Framed-IP-Address AVP as defined in draft‑ietf‑aaa‑diameter‑nasreq‑17.txt [11]. If the address is IPv6 it shall be included within the Framed‑IPv6‑Prefix AVP and, if the Framed‑IPv6‑Prefix AVP alone is not unique for the user it shall also contain Framed‑Interface‑Id AVP.


This results in SIP-Auth-Data-Item as depicted in table 6.3.4 of TS 29.228 [10], being replaced when Early IMS Security is employed by a structure as shown in table 2.

Table 2: Authentication Data content for Early IMS Security

	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Authentication Scheme

(See 7.9.2)
	SIP-Authentication-Scheme
	M
	Authentication scheme. For Early IMS Security it will indicate "Early-IMS-Security"

	User IPv4 Address


	Framed-IP-Address
	C
	If the IP Address of the User is an IPv4 address, this AVP shall be included.

For a description of the AVP see draft-ietf-aaa-diameter-nasreq-17.txt [11].

	User IPv6 Prefix
	Framed-IPv6-Prefix
	C
	If the IP Address of the User is an IPv6 address, this AVP shall be included.

For a description of the AVP see draft-ietf-aaa-diameter-nasreq-17.txt [11].

	Framed Interface Id
	Framed-Interface-Id
	C
	If and only if the IP Address of the User is an IPv6 address and the Framed-IPv6-Prefix AVP alone is not unique for the user this AVP shall be included.

For a description of the AVP see draft-ietf-aaa-diameter-nasreq-17.txt [11].



The ABNF description of the AVP as given in clause 6.3.13 of TS 29.229 [12] is replaced with that given below.



SIP-Auth-Data-Item :: = < AVP Header : TBD >




[ SIP-Authentication-Scheme ]




[ Framed-IP-Address ]




[ Framed-IPv6-Prefix ]




[ Framed-Interface-Id ]




* [AVP]

-
Step 5 of clause 6.3.1 of TS 29.229 [12] shall apply with the following exception:

-
HSS shall return only one SIP-Auth-Data-Item
�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "x WGn" where �	x = "CT" for TSG CT, "RAN" for TSG RAN, "SA" for TSG SA, "GERAN" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "TSG x". �Examples: "CT WG4", "RAN WG5", "GERAN WG3", "TSG SA".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory necessary to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





