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	1.
	P-CSCF procedure selection 

"For each registration, the P-CSCF determines the type of access security to apply:

 - if the initial REGISTER contains the Security-Client header field, or if the initial REGISTER is received on a dedicated network interface (e.g. connected to a GPRS IP-CAN), the P-CSCF shall behave as specified in subclause 5.2.2, 2A [relates to IMS AKA as specified in TS 33.203.]

 - otherwise, the P-CSCF shall behave as specified in subclause 5.2.2A [relates to NBA]. "

This formulation suggests that NBA is used unless one of the conditions in the first bullet is met. But this seems not very future-proof, as a new authentication scheme which may be introduced some time in the future may not meet the conditions and would then automatically be classified as NBA. Furthermore, specific network interfaces are only mentioned by way of example (“e.g. connected to a GPRS IP-CAN”)
	
	
	The problem is acknowledged but there is no need for specifying it in more detail in the standards.
Proposal would be to replace the current text by the following: “The P-CSCF can decide which authentication procedure is to be applied based on both the information in a SIP registration request, and the type of access network. How the P-CSCF knows the type of access network is implementation-dependent (for example, the P-CSCF can know this by attaching different types of access network to different network interfaces of P-CSCF ) The P-CSCF shall behave as specified in subclause 5.2.2A, whenever the access network is dedicated to TISPAN-NASS and the request does not contain a Security-Client header.”


	2.
	Legacy P-CSCF

NBA-aware P-CSCFs and legacy P-CSCFs may coexist. A security fraud has been identified related to this environment (10bTD183r1, 10bTD184, 10tTD202).

There are two approaches for the control: protocol (10bTD183r1) or configuration based.
	The S-CSCF could be configured in such a way that it knows which P-CSCFs could be trusted to handle the “P-Access-Network-Info” header field.

Pros: Only new configuration needed, no impact on terminals.

[Comments]

Cons: If there are many S-CSCFs, it is difficult for the S-CSCFs to maintain if later the P-CSCF information is changed.

New configuration on the UPSF seems to be a better solution. See 10tTD202 for more details.
	The NBA UE must obtain the address of the NBA-aware P-CSCF.

Cons: Impact on terminals.

[Comments]:

This is a misunderstanding for this paragraph. It is not used for this purpose, instead it is mainly used for how the NBA UE sends REGISTER message to a NBA-aware P-CSCF instead of a legacy-P-CSCF.

10tTD202 presents a solution for this problem.

One is that we can require all the P-CSCFs must support NBA; In this case, since all P-CSCFs are compliant to NBA, this issue will not exist.
Cons: solution is not realistic: no support of legacy P-CSCFs.

[Comments]

The NBA UE can use the other way to finds a NBA-aware P-CSCF, See the above comments.
	Both protocol-based solution and configuration-based are suitable for as the counter measure for the identified threat. 
Protocol based solution using explicit indicator introduces new parameter but is seen more clean. There is a concern about keeping syncronization of configuration with P-CSCF capability when network is evolving.


	3.
	Legacy S-CSCF

“TISPAN S-CSCF” must be selected to serv UE that is provisioned with TISPAN authentication. For example if the I-CSCF receives a NBA REGISTER message but forward it to a “3GPP only” S-CSCF, then the authentication will fail.
	None.
	Correct S-CSCF selection

The I-CSCF must select a correct Authentication-Capability S-CSCF according to the user’s subscription data. 

Pros: While we do not yet see the solution fully specified yet, we assume that only some new configuration is needed.

[Comments]

See below

All the S-CSCFs must support NBA; in this case since all S-CSCFs are compliant to NBA, this issue will not exist.

Cons: Solution not realistic: no support of legacy S-CSCFs.

[Comments]

Now in S3-060304 and output ”draftTR_compatibilityNBAv2.doc” of last SA3-WG7 joint meeting , there is a requirement “As a minimum it shall be possible to serve both fixed and mobile subscribers at the same S-CSCF.” So there should no legacy S-CSCF problem.
	<<Huawei solution copied>>

The I-CSCF can select a correct Authentication-Capability S-CSCF using already existing framework of S-CSCF selection based on capability. UPSF can provides necessary information to I-CSCF based on the user’s subscription data.


	4.
	Authentication method  determined by P-CSCF

NBA, IMS-AKA, Early IMS Security all requires different actions from P-CSCF before sending it to S-CSCF. So P-CSCF must be able to distinguish among them and proceed with correct procedure. The content of REGISTER itself doesn’t provide enough information for this decision. For example the REGISTER message sent by the NBA UE may have an “Authorization” and/or a “P-Access-Network-Info” header, while the same message sent by the EIS UE don’t have such headers. Since these headers are optional even for the NBA UE, the NBA-aware P-CSCF cannot differentiate the NBA from the EIS based on these headers.
	
	
	1. Same as for Problem 1


	5.
	Authentication method determined by S-CSCF 

S-CSCF needs to determine correct authentication mechanism to proceed with at registration. There is a possibility to use the value “unknown” for the authentication scheme on the Cx-interface. However there is no detail specification on how S-CSCF can utilize that.
	Proposed Requirement:
The S-CSCF shall be able to distinguish at least among those authentication schemes which require a different handling of the Cx-interface.

A solution to this problem does not exist now.

We are not sure if this feature (supporting multiple authentication mechanisms) is really needed. If needed, we believe that the Cx request/response interface should be enhanced for UPSF to return different values for requests.

[Comments]

The Cx interface doesn’t need to be enhanced, because the MAA message can carry more than one SIP-Auth-Data-Item AVPs , each of which can represents one authentication mechanism.
	None

[Comments]

This is not the case. In fact, in 10bTD146  section 2.3.1”, we give one possible solution :

· If the REGISTER contains an “Authorization” header with the “integrity-protected” parameter, the S-CSCF should perform AKA procedure (The SIP-Authentication-Scheme AVP in MAR is still filled with “Digest-AKAv1-MD5”).

· If the REGISTER contains no “Authorization” header and no “P-Access-Network-Info” header, the S-CSCF should perform EIS procedure (The SIP-Authentication-Scheme AVP in MAR is still filled with “Early‑IMS‑Security”).

· If the REGISTER contains no “Authorization” header or “Authorization” header without the “integrity-protected” parameter, and contains “P-Access-Network-Info” header, the S-CSCF should perform NBA or HTTP DIGEST procedure (The SIP-Authentication-Scheme AVP in MAR is still filled with “unknown”). The S-CSCF can know the real authentication scheme through the Cx MAA response message.
	TD272r1 proposes a solution for the problem, that can be agreeable within TISPAN.

The proposed enhancement only affects the TISPAN serving S-CSCF, and not the “3GPP only” S-CSCF.
The TISPAN solution already uses “unknown”; still the solution needs to be translated for coexistence as well. We consider the use of “unknown” may be agreeable, however, it deserves further consideration.
SA3 and CT4 are asked to provide feedback on the proposal.


