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1 Problem description
Section 6.3.2.3.1 of TS 33.246 states:

 "When the BM-SC Key Distribution function decides that it is time to update the MSK, the BM-SC Key Distribution function sends MIKEY message over UDP transporting the requested MSK to the UE.

If requested by the BM-SC Key Distribution function, the UE sends a MIKEY acknowledgement message to the BM-SC."

Since acknowledgements of MSK updates are optional, it may happen that a UE misses an MSK update, e.g. due to loss of coverage, and the BM-SC is unaware of it. This means that the BM-SC may not re-transmit the MSK update so that it is successfully received by the UE. To cope with this situation the missed key update procedure is defined in section 6.3.2.2.3 of TS 33.246:
6.3.2.2.3
Missed key update procedure

When the UE has missed an MSK update and it detects that it has not got the current MSK, e.g. from the received traffic, it may trigger the retrieval of the current MSK from the BM-SC. The procedure is the same as the Basic MSK request procedure in clause 6.3.2.2.1.

The missed key update procedure works well in the case that the UE has missed an update of a new MSK and subsequently receives an MTK that is protected under that new MSK. However, it may happen that the UE has the correct MSK but has missed an update of the MSK key validity which extends that key's lifetime. According to section 6.5.4 of TS 33.246, the UE would reject MTK updates that are protected under an MSK where the MTK ID is outside the range of acceptable values indicated in the current MSK key validity information held by the UE. Therefore it could happen that a UE misses an MSK key validity update and as a consequence cannot access MBMS services it is entitled to access.

2 Solutions

Solution 1: Mandate acknowledgement of MSK key validity updates

One solution to the problem would be to mandate acknowledgements for MSK updates which change the key validity. This would mean that a BM-SC would know that the MSK key validity update has not been received by the UE and could schedule it to be sent again when the UE is next contactable.

Note that it would not be necessary to mandate acknowledgements for MSK updates which contain new MSKs but do not change the key validity.
Solution 2: Modify missed key update procedure so that UE triggers an MSK request if key validity is not acceptable

This solution would require updating the missed key update procedure as follows:
6.3.2.2.3
Missed key update procedure

When the UE has missed an MSK update and it detects that it has not got the current and valid MSK, e.g. from the received traffic, it shall trigger the retrieval of the current MSK from the BM-SC. This is specified further in clause 6.5.4. The procedure is the same as the Basic MSK request procedure in clause 6.3.2.2.1.
Notice that it seems necessary to change the "may" to a "shall", and to add the new reference to clause 6.5.4, even if solution 1 is chosen in preference to solution 2.

Clause 6.5.4 would also need to be modified as follows:

6.5.4
MTK processing

When the MGV-F receives the MIKEY message, it first determines the type of message by reading the EXT. If the key inside the message is an MTK protected by MSK, MGV-F retrieves the MSK with the ID given by the Extension payload.

The MGV-F shall not abort processing of a  MIKEY message when encountered with an extension payload with unknown type. The content of an unknown extension payload (except for the next payload, type and length fields) shall be treated as an opaque object. The MAC computation required for the KEMAC payload shall include any unknown extension payloads preceeding it.

NOTE:
This is because an unknown extension payload may be specified for ME use only and it is therefore "unknown" to the MGV-F. Skipping unknown payloads during the payload parsing is a deviation from recommended receiver behavior in section 5.3 of RFC 3830. 

It is assumed that the MBMS service specific data, MSK and the sequence numbers SEQl and SEQu, have been stored within a secure storage (MGV-S). MSK, SEQl and SEQu were transferred to the MGV-S with the execution of the MSK update procedures. The initial values of SEQl and SEQu are determined by the service provider.

The MGV-F shall only calculate and deliver the MBMS Traffic Keys (MTK) to the ME if the ptm-key information is deemed to be fresh.

The MGV-F shall compare the received SEQp, i.e. MTK ID from the MIKEY message with the stored SEQl and SEQu. If SEQp is equal to or lower than SEQl or SEQp is greater than SEQu, then the MGV-F shall indicate a failure to the ME. Otherwise, the MGV-F shall verify the integrity of the MIKEY message according to RFC 3830 [9]. If the verification is unsuccessful, then the MGV-F will indicate a failure to the ME. If the verification is successful, then the MGV-F shall update SEQl with SEQp value and extract the MTK from the message. The MGV-F then provides the MTK to the ME.

If MAC verification is successful, the MGV-F shall update in MGV-S the counter value in the Time Stamp payload associated with the corresponding MSK ID.

If the MGV-F cannot process the MIKEY message because the required MSK is not available, or because the required MSK is available but SEQp is equal to or lower than SEQl or SEQp is greater than SEQu, then the UE shall request the required MSK using the procedure in section  6.3.2.2.1.

In the case of streaming, SRTP requires a master key and a master salt. The MTK is used as master key, and the salt in the KEMAC payload is used as master salt.

NOTE:
MIKEY includes functionality to derive further keys from MTK if needed by the security protocol. The key derivation is defined in section 4.1.3 of RFC 3830 [9] (MIKEY).

In case of download service, MIKEY key derivation as defined in section 4.1.3 of MIKEY [9] shall be used to derive MTK authentication and encryption keys from MTK in the ME. These keys shall be provided to the download protection protocol.
Notice that it seems necessary to clarify the behaviour if the MSK is not available, even if solution 1 is chosen in preference to solution 2.
3 Brief evaluation of solutions
Solution 1:
Pros: 

· No impact on UE

Cons: 

· Mandates acknowledgements for some types of MSK update which would increase load on BM-SC – is this likely to be an issue?
· Different treatment of MSK updates containing new keys and MSK updates containing new key validity data which seems messy

Solution 2:
Pros: 

· Avoids mandating acknowledgements for some types of MSK update which avoids increasing load on BM-SC

· Arguably a cleaner solution since it is a natural extension of the missed key update procedure

Cons: 

· Impacts the UE

4 Conclusion

SA3 are invited to discuss this problem and decide on the most appropriate solution. Vodafone has not yet reached a decision on which is the most appropriate solution.








































































































































































