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1 Introduction 

According to 3G TS 33.102, UMTS provides network authentication in the following sense:

network authentication: the property that the user corroborates that he is connected to a serving network that is authorised by the user's HE to provide him services; this includes the guarantee that this authorisation is recent.

This means that the UMTS user obtains some guarantees about the authorization of the serving network, but he does not authenticate the serving network, i.e. he cannot corroborate its identity. A GSM/GPRS user also obtains a guarantee about network authorization if ciphering is used (assuming the core network or the user's SIM has not been compromised), but not that the authorization is recent (since an attacker can replay an old GSM triplet). The situation in EAP is also similar: while it is true that certain EAP methods provide mutual authentication between client and AAA server, the EAP authenticator’s identity cannot be corroborated by the client. EAP is used in 3GPP in I-WLAN (TS 33.234). 

UMTS has the further property that session keys are not bound to particular serving networks: an authentication vector may be used by a VLR or SGSN in any serving network. It may also be forwarded between serving networks. This is as in GSM, but is different from EAP: in the EAP framework, keys must not be shared among authenticators. 
It is the purpose of this paper to start a discussion in SA3 about whether in SAE session keys should be bound to serving networks identities and whether serving network authentication should be provided in SAE. 
The scope of the discussion in this contribution is meant to apply to 3GPP networks. It appears likely that cryptographic key separation between 3GPP- and non-3GPP-networks in SAE is re
quired, but this is not in the scope of this discussion.

Our tentative answer in this contribution is as follows:

No practically relevant threats are discernible at present, but, on the other hand, the cost to introduce serving network authentication in SAE seems quite small. As SAE is expected to be around for many years, and the changes in business and trust models, and the different usage scenarios of SAE, are difficult to foresee, introducing serving network authentication in SAE may be a prudent thing to do. 

Serving network authentication may still be compatible with forwarding session keys in handover (but not with forwarding unused authentication vectors), provided that a deeper threat analysis does not suggest otherwise. If forwarding of session keys was no longer possible performance impacts may be significant. 

We also point out that, while serving network authentication may have some value, this value is limited by the practical difficulties of serving network authorization. This is explained in the text.
Abbreviation: we use SN for serving network in the sequel.
2 High-level discussion of threats
The following discussion applies to UMTS and, if a similar authentication approach as in UMTS was adopted, also to SAE.

When there is no SN authentication a user has no assurance to which SN he is connected. This may matter to the user because he may have preferences in network selection due to differences in e.g. security levels, tariffs. There is an attack if someone actively deceives the user about the SN identity. This requires the attacker to use a false base station and to broadcast a false SN identity on the radio interface or in the network information transferred during registration. For the attack to be successful, this SN identity has to have higher priority on the list of operators in the UE than all the other networks whose signals can be received by the UE, cf. next section

As usual in false base station attacks, there are two modes of operation in which the attack can be conducted:

a) the false base station may act as a relay towards a target network forwarding all traffic transparently, either by connecting to the target network through the Iub interface (requiring the target networks consent), or by acting as a UE towards the target network. Once, ciphering has been switched on the false base station sees only encrypted traffic.
b) the false base station may act as a UE towards the target network and assume the roles of NodeB and RNC towards the attacked UE. In particular, the false base station would terminate security in both directions.
Discussion:

None of the variants of the attacks would allow call theft, but eavesdropping and potential financial gain for the operator need to be discussed a little more:

Mode of operation a) is technically always possible, but of limited gain. A target operator could try to attract more users for financial gain, but it is very unlikely that this could go on at a commercially significant scale without being detected. The risk for the target operator is high: loss of roaming contracts. Therefore, the UMTS business model suggests that this attack is of no practical relevance in UMTS. But business models may change in SAE, e.g. because smaller operators having no long-term agreements with a home operator could be dynamically authorised to provide service to the home operators users, cf. the current discussion in SA1 on network composition as documented in TR 22.980. 

Furthermore, an attacker may use mode of operation a) without the involvement of the target operator. Then there is no financial gain for the attacker, but there could be a potential motif for the attacker if the target network did not employ encryption. Then eavesdropping would become possible. An attacker would be likely to target specific users. For the attack to be successful, he would have to follow the victim around and wait until the victim makes a call while having the false base station up and running. Furthermore, the attacker would have to eavesdrop on the unencrypted radio interface to which the false base station is connected. (Remember the conditions of mode of operation a) .) The impact of the attack can be mitigated by the fact that a user may be warned by the ciphering indicator on his UE. 
Mode of operation b) becomes possible only when an attacker can steal authentication vectors from a compromised network. Then it would not even be necessary for the attacker operating the false base station to connect to a real network, provided he could fake all the expected responses to the victim UE. Everything said above about the conditions for successfully operating a false base station holds also here, and the consequences of b) would again be eavesdropping and financial gain. Furthermore, the use of authentication vectors from a compromised or malicious network on a larger scale is quite unlikely to go undetected in the long run. The long term business relations with other operators embodied in roaming agreements are vital for operators in the UMTS business model. But again, we are not sure whether this still holds in SAE.

In addition, in UMTS AKA the use of a stolen authentication vector is limited to one instance of service provision, and it becomes unusable when its sequence number is too old to be accepted by the USIM. This considerably limits the scope of the eavesdropping attack, and stops the attack completely as soon no fresh authentication vectors are stolen. (Actually, this is the reason why sequence numbers were introduced. Other types of false base station attacks could have been countered by signalling integrity alone.)

Similar threats were described in the paper [Zhang].

Summing up: there is a theoretical threat which, in UMTS, seems of little practical relevance. This may, or may not, change in an environment in which SAE may operate in the future. In how far serving network authentication could help here, is considered in the next section.
3 Serving network authorization

Mutual authentication is a feature, which is frequently demanded, with little regard to whether the result of the authentication can be useful to the verifier of the authenticated identity. To explain: it is all very well that the user, or his equipment, may be given the possibility to cryptographically verify the identity of a network he is connected to. But what does the user, or the UE, then do with the verified identity? How can the user, or the UE, decide whether this particular network is a network the user wants to connect to? In other words, the question is how the user can decide which network is authorised by him to serve him. (He already knows from UMTS AKA that the network is authorised by his home operator to serve him.)
We look at UE and (human) user separately:

Authorisation of the SN by the UE:
In UMTS, PLMN selection is either manual or automatic. A UE can automatically perform network authorisation by checking the authenticated SN id against one of the lists used for PLMN selection. The USIM carries two ordered lists: one user controlled list and one operator controlled list of PLMNs. In automatic mode the UE first tries to connect to HPLMN, then in priority order to one of the PLMNs in the user controlled list, then to a PLMN in the operator controlled list and finally to the other available PLMNs in order of quality of radio reception. In particular a UE that receives its HPLMN with sufficient quality will always camp on one of its HPLMN’s base stations. 

The value, which serving network authentication adds here, is that the attacker can no longer broadcast the network identity of an SN high on the UE’s priority list. His false base station has rather to blind out signals from SNs with higher priority on the list (assuming that the attacker could not steal authentication vectors from a high priority network). This makes the attacker’s job technically more difficult, but not impossible, and may pose no restriction at all in certain roaming situations.

In addition to today’s automatic network selection procedures in UMTS, one could think of plausibility checks of SN identity against other data reliably available to the UE, i.e. the identities of SNs of neighbouring cells, or geographical information. One could, e.g. think of comparing Mobile Country Codes in the SN identity against GPS information available in the UE to detect a mismatch. But the practicality of this kind of plausibility check would require much more study, and it would probably offer only limited protection. Authorisation of the SN by the user:
In manual network selection mode the user is presented a list of available networks ordered according to the same priorities as in automated mode. The user then selects the PLMN he wants to connect to from this list. With SN authentication, the user could be sure to be presented the correct identities. More generally, with SN authentication the user could always see a verified identity of the current SN on his display. But also this property is of limited value:
First of all, it has been a good principle in UMTS and GSM, not to encumber the user with security decisions. (Please remember the discussion in SA3 in the context of rejection of non-ciphered calls, where it was argued by operators that this feature was undesirable from a customer service point of view.)
Furthermore, according to TS 22.101, Annex A, the serving network can send Network Identity and Timezone (NITZ) during the registration, and then NITZ would be displayed to the user, and not PLMN names stored in the ME. This is so in order to ensure the most up-to-date information on the serving networks. In roaming situations SN identities and SN names may be often quite meaningless to the user as they may have never heard of them. The display of the country name is currently optional. It may certainly help to make the display of an authenticated country name mandatory, but the user may still easily overlook it. Hence authorisation of the SN by the user looking at the operator name on the UE’s display has practical limitations.
Finally, it is seen as the prime interest of a user (and his home operator) that the user is able to obtain service anywhere at any time. A user may have a list of preferred operators, but a user cannot distinguish whether his preferred operator is not able to provide service e.g. due to a lack of coverage or overload, or whether its base station is blinded out by the false base station of an attacker. So, if service by the preferred operator is not available the user faces the choice to not obtain service or connect to another serving network. (Remember that the 3G AKA protocol guarantees that a user cannot be connected to just any serving network, but only to serving networks authorised by the user’s home environment). The obvious choice from a marketing point of view can only be to permit connection to a non-preferred serving network. Serving network authentication then does not help here if the attacker’s false base station can blind out the preferred SN, and if the (true) identity of an SN, from which the attacker may have stolen authentication vectors, does not alarm the user. 
Summing up: while section 2 showed that serving network impersonation attacks are theoretically possible, but of little practical relevance in UMTS, this section showed that serving network authentication would have only limited value to counter these attacks for want of practical serving network authorisation. This is the main reason why serving network authentication was not introduced in UMTS although it would have been technically possible.
4 Mechanism to provide serving network authentication

This section looks at the mechanism which could be used in SAE to provide serving network authentication in case it was decided to have this feature in SAE. 
One apparently straightforward way of providing serving network authentication would be the following:
SN authentication could be achieved in SAE/LTE if SN-specific confidentiality and integrity keys CK’, IK’ were derived from CK, IK and the SN identity. The UE could perform this key derivation using the SN identity as received over the radio interface. The MME would obtain CK’, IK’ from the home environment and would not see CK, IK. This would then achieve SN authentication in the following sens: If the keys do not match on the UE and SN side, which would be the case if the SN identity was faked towards the UE, communication is not possible.

A prerequisite for this approach is, of course, that the SN identities (e.g. MCC+MNC) seen by the UE and by the home environment are the same. It should be noted here that an operator may use the same identity for GSM, UMTS and LTE. The SN identity must be able to be transported to the home environment in the correct protocol layer. This was a problem with earlier versions of MAP, but should not be a problem in SAE any more. Furthermore, it is a prerequisite that the home environment can authenticate the SN. (This cannot be taken for granted as we know from the discussions about MAP security.) The UICC and the Authentication Centre could operate as in 3G Release 99 if the derivation in the UE was performed by the ME, and the derivation in the home environment was performed by a key derivation server in front of the Authentication Centre. This key derivation server could be part of a AAA server, but it could also be included in the Authentication Centre or HSS in other ways. In particular, load balancing by pre-computation of authentication vectors in the Authentication Centre would still be possible. The UMTS AKA protocol would not change, only an additional key derivation step would be introduced after the completion of the authentication and key agreement protocol and before the use of confidentiality and integrity keys. 
The use of different index values for different service domains in the array scheme for UMTS AKA sequence number management, as in TS 33.102, would still be possible, and would be independent of SN authentication. (Cf. Annex C.3.4 of TS 33.102: “Authentication vectors distributed to different service domains shall have different index values (i.e. separate ranges of index values are reserved for PS and CS operation).”
The MME would then further derive the keys required for the security associations on the links MME-UE, UPE-UE, and eNodeB-UE from CK’, IK’, and distribute these derived keys to UPE and eNodeB. The UE would derive these keys in the same way. It must be, of course, ensured that the user and the network side derive the same keys unambiguously. In particular, the UE must know whether such key derivation is required (i.e. in LTE) or not (in UTRAN).
5 Mobility aspects

Everything which was said above relates to authentication and key agreement. The described attacks assume that the victim user wants to register with a particular network and has to perform authentication. But in UMTS, it is possible to hand over to another SN without authentication. Rather, the session key CK, IK are transferred to the target SN. 
It should be discussed in SA3 whether there is a risk in this way of doing handover, which would warrant a handling different from UMTS. We would only like to stress here that this is a different discussion. The use of SN-specific session keys and SN authentication in LTE may still be compatible with the forwarding of such keys to different SNs in handovers. But other alternatives are also conceivable which have a less severe impact on handover performance than re-authentication during handover. This is ffs.

Unused authentication vectors should probably not be forwarded from one SN to another. This is ffs.

6 Summary
This contribution shows that there are certain theoretical attacks in UMTS and SAE (if a similar authentication approach as in UMTS was adopted for SAE) which exploit the fact that authentication vectors can be used in any serving network, and that UMTS does not provide serving network authentication. It was also shown that the attacks are of little practical relevance in UMTS, for which one of the reasons is the UMTS business model, and that serving network authentication would only provide limited protection against the residual risk due to practical difficulties with serving network authorisation. This trade-off led to the decision for UMTS not to introduce serving network authentication.
But in SAE, business models, trust relationships and roaming agreements may change. Hence, it may be worth looking into the possibility to provide serving network authentication in SAE/LTE. It was also shown here that, if desired, this could be done with little effort. Handover aspects should be considered separately, and would not necessarily be affected by a decision in favour of serving network authentication. 

It is proposed to further discuss the issue of serving network authentication in SAE in SA3 and agree on a working assumption at the next meeting.  

It is also proposed to include this contribution in the document “Rationale and track of security decisions“ (latest version in S3-060564).
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