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Introduction

In SA2 #36 meeting contribution S3-040927 it was proposed that the PDG shall authenticate itself with identity "pdg.mncNNN.mccMMM.3gppnetwork.org". There were comments that "3gppnetwork.org" limited the usage of PDG in 3GPP domain. So in the current TS33.234 the name “pdg,mncNNN.mccMMM. 3gppnetwork.org” is only an example. This leaves a hole to the attacker to masquerade as a PDG.
Discussion

With the text proposed in S3-040927, i.e., the PDG shall authenticate itself with identity "pdg.mncNNN.mccMMM.3gppnetwork.org", an attacker can't masquerade as the PDG. This is because he can't get a certificate for pdg.mncNNN.mccMMM.3gppnetwork.org (unless a CA makes a big mistake), and can't complete the IKEv2 handshake using the existing PDG certificate (unless he breaks into the real PDG and steals its RSA private key).

The current text in 33.234 does not mandate using any particular identity, so the security benefits of using certificates are largely lost. An attacker can easily buy a certificate for his own domain name and if the MS does not check the name, it will accept it. Even if the certificate is issued by an operator’s own CA, since it isn't mandatory for UE to check the validity of the PDG certificate, an attacker that gets hold of private key corresponding to any certificate issued by the operator’s CA (which could be thousands) can masquerade as the PDG.

So TS 33.234 should be fixed to require the MS to compare the PDG identity authenticated in IKEv2 with the identity "expected" by the MS and abort connection if they don't match, and describe how the MS knows what the "expected" identity is.
In section 14.7.2 “Format of W-APN Operator Identifier” of TS23.003 it defines 

The default W-APN Operator Identifier is derived from the IMSI as follows:

"w-apn.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org"

Following this rule the PDG identity in TS33.234 can be mandated in format of “w-apn.mncNNN.mccMMM.pub.3gppnetwork.org". In this way the MS can know what the "expected" identity is.

Conclusions

Modify TS33.234 as shown in the CR in S3-060687.
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