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1
Introduction
In last SA3 meeting, integrity protection of user plane was discussed. A LS was sent to other groups for comments. This paper analyzes the implications of applying integrity protection to user plane. It is proposed that integrity protection of user plane should not be applied in LTE/SAE. 
2
analysis
2.1 overhead
Following are cited from RAN2 response LS (R2-062717):

“Q1: Does RAN2 expect any negative effects introduced by the addition of integrity protection codes to each packet (e.g. performance, data throughput,….).

· One obvious negative effect of UP IP is the introduction of additional overhead. 

· RAN2 assumes that if 3GPP would introduce UP IP, still this would not be used in all cases; e.g. for a service like VOIP, the overhead would probably not be acceptable. If UP IP would still have to be used for services with larger packets (for which the MAC overhead is relatively less costly), this probably means that it should be possible to configure the usage of UP IP per SAE bearer. This type of configuration flexibility will introduce additional complexity. 

· Especially RAN2 is concerned that an optional IP might become a feature not implemented in any NW, but necessary to implement in all UEs. This makes testing of IP very complex and should be avoided if possible. 

· Additionally it was not clear for RAN2 what kind of threat SA3 expects to be countered by introducing simultaneous ciphering and integrity protection. There should be a clear security threat to justify the increased complexity.”
It could be seen from the response LS that overhead will be greatly added if integrity protection is applied to user plane. And RAN2 prefer not to apply integrity protection to user plane if not strictly necessary.
Following, the benefit of applying integrity protection to user plane is discussed.
2.2 benefit of applying integrity to user plane
Integrity protection of user plane is used to counter the attack of packet modification, packet injection, packet deletion and packet replay. But it should be noted that ciphering could add the complexity for attacker to mount a successful attack. 

If packets of user plane are ciphered, it is difficult for attacker to meaningfully modify packets (cf. S3-060564). Therefore, the benefit of applying integrity protection to user plane is not obvious in case that cipher protection is already applied in user plane. Moreover, integrity protection may already been deployed in high layer. 
Since overhead will be greatly added and benefit of applying integrity protection to user plane is not clear, it could be concluded that integrity protection should not be applied to user plane in case that there already exists cipher.
In next section, risk level of eavesdropping and packet manipulation will be discussed. .
2.3 risk level
Based on conclusion in section 2.2, if there does not exist ciphering, the integrity protection may be useful (however, other issues, such as overhead, should also be taken into account when deciding whether to deploy integrity protection to user plane in this case). It should be clarified whether operator is willing to apply integrity protection when operator decides to switch ciphering off. The analysis of risk level should be helpful. 
· If risk level of eavesdropping user data is higher than that of modifying/injecting/deleting/replaying packet, operator should not consider deploying integrity protection prior to cipher. Integrity protection is likely not to be applied by an operator who does not apply cipher. So, it is not necessary to apply integrity protection to user plane in this case. 

· If risk level of eavesdropping user data is lower than that of modifying/injecting/deleting/replaying packet, operator may apply integrity protection regardless whether cipher is already applied. So the decision should be made carefully. Overhead and benefit should be considered. In this case, whether to apply integrity protection should be FFS.
For user plane data, we believed that eavesdropping user data is the most serious attack and should be counted firstly based on following reasons:

1) Eavesdropping user data is passive attack, while modifying/injecting/deleting/replaying packets are active attack. Passive attack is easier to mount than active attack.
2) In specification TS 21.133, threat analysis had been done for UMTS. The threat analysis could also be used for LTE/SAE. T1a and T5a in TS 21.133 are related to eavesdropping user traffic, while T2a and T6a are related to manipulation of user traffic. T1a is remarked as MAJOR threat.
Therefore, priority of applying cipher to user plane should be the highest. Operator should consider applying cipher firstly, and then consider applying integrity protection. Integrity protection is likely to apply to user plane which has already been ciphered. According to conclusion in section 2.2, it is proposed that integrity protection should not be applied.
3 Conclusion
1) Since overhead will be greatly added and the benefit of applying integrity protection is not obvious, it could be concluded that integrity protection to user plane should not be deployed in case that there already exists ciphering of user plane.
2) Integrity protection should not be deployed since cipher has the highest priority. 
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