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----------------------------------------------------Begin of Change-----------------------------------------

4.5.2 Key establishment procedure

1- The Terminal checks whether there is a valid Ks key in the UICC, by fetching the current B-TID and its corresponding lifetime from the UICC. If no valid key Ks is available in the UICC, the Terminal requests a GBA bootstrapping procedure run to derive a new Ks key in the UICC and the BSF. 

2- In order to check whether there is a valid Ks_int_NAF, the Terminal sends a request to the UICC to retrieve B-TID value associated to the NAF_ID of the NAF Key Center. 

Editor’s note: 
The NAF_ID of the NAF Key Center has to be known by the Terminal.
3- The UICC returns the NAF_ID and associated B-TID to the Terminal. If there is no Ks_int_NAF available in the UICC, a GBA_U NAF Derivation procedure associated to the NAF Key Center is performed.
4- The Terminal sends a command to perform Ks_local derivation on the UICC. The Terminal sends the NAF_ID corresponding to the NAF Key Center, the Terminal_ID, the Terminal_appli_ID and the UICC_appli_ID and a variational value RANDx. Terminal_appli_ID and UICC_appli_ID correspond to identifiers of applications that aim sharing a key Ks_local.
Note: The variational value can be a random value or timestamp produced by terminal.
In case that Ks_local has to be established per platform, the UICC_appli_ID and the Terminal_appli_ID octet strings equal to static ASCII-encoded string "platform".
5- The UICC retrieves the Ks_int_NAF associated to the received NAF_ID and then derives Ks_local. The UICC stores Ks_local and associated parameters Terminal_ID, Terminal_appli_ID, UICC_appli_ID and Ks_local counter. Ks_local counter is set to COUNT_MAX default value if Ks_local corresponds to a new key value.

Ks_local is computed as Ks_local = KDF (Ks_int_NAF, Terminal_ID, ICCID, Terminal_appli_ID, UICC_appli_ID, RANDx), where KDF is the key derivation function as specified in Annex B.

The UICC may store a local policy to determine the associations between a Terminal_appli_ID and a UICC_appli_ID wich are authorized. If the Terminal requested a Terminal_appli_ID/UICC_appli_ID association not authorized by the UICC policy then the UICC stops the key establishment procedure and returns a "not authorized" error message.
6- The Terminal and the NAF Key Center establish a HTTPS tunnel with certificate based mutual authentication between the Terminal and the application server. Confer TS 33.222 [7].
Editor’s note: 
In addition to certificate-based authentication, another option might be defined
7- The Terminal sends a "service request" message to the NAF Key Center node in the mobile operator network. The message is sent within HTTPS tunnel.
The request may contain the following payload: the identity (B_TID), the Terminal identifier (Terminal_ID), the smart card identifier (ICCID), and the application identifier of UICC application (UICC_appli_ID) and the application identifier of the Terminal application (Terminal_appli_ID) requiring the establishment of key Ks_local and RANDx.

In case that Ks_local has to be established per platform, the UICC_appli_ID and the Terminal_appli_ID octet strings equal to static ASCII-encoded string "platform".
8- The NAF Key Center contacts the BSF and sends the identity B_TID, the NAF_ID of the NAF Key Center, the identifiers of the targeted applications (Terminal_appli_ID, UICC_appli_ID) in a credential request.
9- The BSF derives Ks_int_NAF, Ks_ext_NAF and supplies to the NAF Key Center the requested keys Ks_int/ext_NAF keys, as well as the bootstrapping time and the key lifetime of Ks_int/ext_NAF keys. 

The BSF may also send requested USSs to NAF Key Center according to the BSF’s policy

10-The NAF Key Center

a. If the NAF Key Center has requested a USS, and the USS indicates to the NAF Key Center that the key establishment procedure is not allowed for the targeted applications, then the NAF Key Center shall respond with appropriate error code and terminate the TLS connection with the Terminal.

b. The NAF Key Center checks if the Terminal_ID is blocked (blacklisted) and if so it does not proceed with the key establishment procedure 

c. The NAF Key Center derives Ks_local from  Ks_int_NAF. The NAF Key Center associates a key lifetime to the derived key Ks_local. 

Ks_local is computed as Ks_local = KDF (Ks_int_NAF, Terminal_ID, ICCID, Terminal_appli_ID, UICC_appli_ID, RANDx), where KDF is the key derivation function as specified in Annex B.
Editor’s note: 
If two applications on the UICC or on the Terminal have the same application identifier then Ks_local will be the same for the two applications. It is FFS whether this is possible.

11- The NAF Key Center sends within HTTPS tunnel a response message to the Terminal with the following payload: B-TID, Ks_local, Key Lifetime

12- The Terminal stores Ks_local and associated parameters Key Lifetime, ICCID, Terminal_appli_ID, UICC_appli_ID。

--------------------------------------------------End of Change--------------------------------------------------
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