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Introduction

The SA3 Security Rationale document describes the IMSI catching attack threat and concludes that UEs must be able to reject the plain text IMSI queries coming from untrustworthy sources in order to mitigate the threat.
In this document we provide two approaches to encrypt the IMSI, namely public key based and secure pseudonym based. Public key based solution does not require any changes to the HLR and AKA implementations, but requires updating the identity request/response procedures. Pseudonym procedure requires updates to the AKA quintets, and thus requires changes to the HLR/HSS and USIMs. However, the pseudonym procedure is independent of the access network technology as it is AKA specific.

Bootstrapping the required setup for IMSI protection is not considered a problem, because it does not happen continuously, and attacker can not take advantage of it after the bootstrapping has been done.

Discussion
Securing the IMSI so that an attacker can not get it over the air interfaces is important and provides improved security over UTRAN. This can be achieved if the UE has a key, which it can use to encrypt the IMSI (or MSIN part of it) before sending it to the network. This can also be achieved if the UE has a pseudonym that is assured to be understandable by the home network at least (corresponding IMSI can be identified).

One natural way to incorporate IMSI protection is to extend the identity request and response messages (see TS 33.102) for LTE to include an option to support one or more IMSI protection mechanisms. UE can for example provide the identity in an encrypted form that is then denoted in the identity response message. Alternatively the network can also denote in the identity request message that it supports encrypted IMSIs in a backwards compatible way and thus the support of IMSI protection can be implemented into existing UTRAN networks as well for terminals that support IMSI protection.
Public Key Based Approaches
In a public key based approach the UE uses a public key to encrypt the MSIN part of the IMSI and provides it to the network. Either visited or home network then decrypts the MSIN part of the IMSI and uses the plain text IMSI to get proper authentication vectors from corresponding HLR.
Traditionally the public key comes in a form of a certificate, as has been the case with the 3GPP General Bootstrapping Architecture (GBA). The public key certificate needs to be provisioned for the UE before it can use it and reject the plain text IMSI queries. UE must also be able to authenticate the public key certificate. This has been considered a problem earlier, but once solved within the scope of the 3GPP GBA the same approach can be used for IMSI protection as well, which makes the IMSI protection solution a nice side product of the 3GPP GBA standardization.
Here the user identity request and response message procedure could be extended to support visited/home network certificate provisioning for the UE during the initial attachment. UE could then verify the received certificate based on the same principles as in GBA. 
Alternatively the AKA quintet could be marked to be “used in home network only” based on a small extension into the AMF field in the quintet (one bit standardized to denote “used in home network only”). This would in effect allow the UE to authenticate the home network from any other networks, which is not possible with AKA today as it does not bind the quintets to the access network identities. Using the secure NAS signalling path to the home network UE could allow it to update any public keys or certificates for it if needed. This update for the AKA protocol would not need any changes in the USIM, but the UE could check whether the AMF field contains “home network bit” set to true or false. 
Extending the AMF field would also allow other potential applications to be built on top of the secure connection with the home network and is independent of the LTE. The requirement is of course that the HLR does not provide quintets with the “home network only” AMF bit set to true for any visited networks. Thus, this extension is also transparent for the access networks, but requires a small HLR internal update. However, the protocols between HLR and other network elements should not need to be changed (provided that the HRL can distinguish home network elements from visited network elements based on the SAs).
Alternatively the UE could also use GBA Subscriber Certificates for IMSI encryption.

Pseudonyms Based Approach

In a secure pseudonym based approach (G. Ateniese, A. Herzberg, H. Krawczyk, and G. Tsudik, On Traveling Incognito, in journal of Computer Networks (31) 8 (1999) pp. 871-884, April 23, 1999), the HLR is modified in such a way that the quintet itself includes a pseudonym inside the AUTN parameter which the UE is able to authenticate based on its long term key in the USIM and shared with the HLR. When UE next time needs to provide identity and it does not share a P-TMSI with the network, it can use one of the pseudonyms from the previously authenticated AUTN parameters.

One way to create the pseudonym in the home network (HLR) is to have a secret key K with key identifier KID in HLR, which uses it to create the pseudonyms by encrypting the IMSI and some random variable with the key. This pseudonym is then put with the key identifier into the AUTN parameter.

The key K does not have to be transferred outside the HLR. Once HLR gets authentication request based on a pseudonym, it decrypts the pseudonym with the secret K associated with the key id KID and identify the full IMSI.
The pseudonym creation and the pseudonym based IMSI identification are HLR internal procedures. The exact algorithms used to create the pseudonyms do not affect the network and UE implementations as the pseudonym can be considered a bit string, possibly with a variable length.

To support this, the USIM cards in the UEs must be upgraded to support secure pseudonyms as the AUTN parameter in AKA is extended. Thus, we believe that this alternative is not feasible in practice unless there are other more important reasons to upgrade the AKA protocol, USIM cards and the HLR implementations.
Conclusions and proposal

We propose to catch these high level solutions for further considerations by including the Discussion chapter in this document into the SA3 Security Rationale document into the same section where the IMSI catching attack threat is described.
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