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1. Introduction 
With introduction of NASS-bundled authentication and HTTP Digest in TISPAN R1 there are now 4 co-existing authentication schemes in IMS: 

· IMS-AKA
· Early IMS Security (EIS)

· NASS-bundled authentication (NBA)

· HTTP Digest (Digest)

How to determine the applicable authentication scheme to proceed with in S-CSCF and UPSF has been recognized as a problem that needs to be resolved.

This contribution discusses this problem in details and provides possible solution for it 
2. Discussion

2.1 Problem statement

S-CSCF and UPSF must be able to recognize which authentication scheme is applicable for the registration request and proceeds with it. The applicability of an authentication scheme depends on many conditions, for example:

· That scheme is provisioned to the corresponding IMPI or not

· Can terminal being registered handle that scheme or not
· What is the scheme specifically requested by the terminal 
Those environmental conditions must be considered when select the applicable authentication scheme.

2.2 Issues with determining applicable authentication scheme in S-CSCF & UPSF
2.2.1 Multiple authentication mechanisms may be assigned to single IMPI
In most cases only one authentication scheme is assigned to an IMPI so the authentication scheme can be selectable based on the IMPI used in the registration. 
However in certain cases several authentication schemes can be assigned to same IMPI in UPSF. At least the following Use Cases look realistic:

· NBA + EIS: Multipe Radio Terminal (MRT) using “access-bundled” authentication, ie. EIS in case of GPRS access and NBA in case of WLAN-to-DSL access

· IMS-AKA + EIS:

· Both IMS-AKA & EIS provisioned to IMPI to allow user using EIS terminal first and then upgrading to IMS-AKA terminal seamlessly at any point-in-time. 
· NBA + IMS-AKA: Multipe Radio Terminal (MRT) using IMS-AKA in case of GPRS access and NBA in case of WLAN-to-DSL access

· NBA+EIS+IMS-AKA: Combination of previous cases
PROPOSAL 1: 

Use IMPI as primary key to determine authentication scheme. If several schemes are assigned to the same IMPI, then further filtering is based on other parameters. 
2.2.2 Differentiating IMS-AKA from other schemes
IMS-AKA is not only for authentication but for key management for “ipsec-3gpp” access security also. If UE requested “ipsec-3gpp” then only IMS-AKA is applicable. This implies that IMS-AKA request must be differentiated from others. 
PROPOSAL 2: 

S-CSCF recognizes IMS-AKA request based on “integrity-protected” flag as below:
· If there is “integrity-protected=Yes/No” parameter in Authorization header then UE is requesting IMS-AKA, otherwise it is non-IMS-AKA case
2.2.3 Handling non-IMS-AKA cases

Among non-IMS-AKA cases, EIS and NBA must be treated differently than Digest. The difference is that EIS and NBA works in “single-round” fashion that means the authentication procedure is done already in 1st REGISTER round. Digest challenge should not be sent to UE that is capable for EIS or NBA only as it will not be able to process the challenge.
PROPOSAL 3: 

if EIS/NBA and Digest are all provisioned to same IMPI, then NBA/EIS procedure should be carried first, and Digest challenge is sent only in case NBA/EIS procedure fails
3. Proposal
The presented Proposal 1/2/3 are combined here below to give a summary on procedures done in each involved Network Element.

P-CSCF at sending REGISTER
· Uses ‘integrity-protected’ flag to indicate IMS-AKA or not to S-CSCF :

· If Security-Client header contains “ipsec-3gpp”  => IMS-AKA case, adds “integrity-protected=Yes/No” flag in Auth header
· If Security-Client header doesn’t exists: do not add “integrity-protected” in Auth header

· Performs relevant NBA/EIS procedure if requests received over suitable access

Note: “integrity-protected” flag is not added for non-IMS-AKA cases according ETSI ES 283 003: “TISPAN Endorsement specification of 3GPP TS 24.229”   
S-CSCF at sending MAR: determines “requested” auth-scheme and put it in auth-scheme field in MAR

· requested auth-scheme=“IMS-AKA” if “integrity-protected=Yes/No” in Auth header

· requested auth-scheme=“unknown” in non IMS-AKA cases (as they are substitutable by each other)

· IMPI is also carried to UPSF in MAR

Note: the “unknown” authentication scheme exists already in ETSI TS 183 033: “TISPAN; Endorsement of 3GPP TS.29.228 (Release 6) and 3GPP TS.29.229 (Release 6)”.
UPSF determines applicable authentication scheme(s) at sending MAA: 

· Use IMPI as primary and requested auth-scheme in MAR as secondary input:

The UPSF first find all the authentication schemes provisioned to that IMPI, then:
· If requested scheme is IMS-AKA and it is provisioned in UPSF then only IMS-AKA credentials are sent to S-CSCF 

· Otherwise: all provisioned non-AKA schemes assigned to that IMPI are sent to S-CSCF with related credentials. For example {NBA+EIS} in case both are provisioned to IMPI.
Note: The current syntax of MAA command defined in 3GPP TS 29.229 makes it possible to transfer multiple auth-schemes from HSS to S-CSCF already. 
S-CSCF after receiving MAA

· Proceeds with IMS-AKA if it is applicable 

· Otherwise

· Proceeds with EIS/NBA if applicable, if failed proceed with Digest if credential received from HSS
Note to all S-CSCF related procedures: Those procedures affect only “TISPAN S-CSCF” (S-CSCF that support both 3GPP and TISPAN authentication schemes). “3GPP-only” S-CSCF (those are not aware of TISPAN authentication schemes) will not be selected by I-CSCF during S-CSCF selection procedure anyway for serving UEs that are provisioned with TISPAN authentication schemes so the procedures above are not relevant for them 
It is proposed to discuss and accept the above proposal as the procedure for determining authentication scheme in S-CSCF and UPSF.  



























